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July 2008: We have replaced SSH and Exceed with Putty, WinSCP and Xming on the Instructional Windows systems.  Please see http://inst.eecs.berkeley.edu/download-ssh.html for downloads and instructions.
It is possible to open an SSH connection without having to type your password everytime. Instead you would use a passphrase in combination with SSH keypairs. The advantage of using the public key method (i.e., using a passphrase instead of your password) may not be relevant for many users: 

For PC users, if you are used to jumping around to different accounts or hosts in the same session, using the passphrase enables you to do it seamlessly without having to type in a password or passphrase every time you change to a different place.

On the Unix side, you would type in your passphrase once, at login and during that session you can move between accounts and workstations without keying in password or passphrase each time.

This is also typically useful on our systems for TAs to share access to an instructor account and for students in a group to share access to a class account.

You will need to create an SSH keypair to facilitate this process. One key, the private key, stays on the machine you will connect from. The other key, the public key, can be put in any account you connect to. Think of this process as leaving a real key (the public key) in a remote door. The door will only open if you have the associated private key as you approach. This is why you must keep the private key to yourself, otherwise people who have a copy of it can get past all the doors where you left your public key.

Most of the key generating program can create keys of type DSA or RSA for use with SSH2. The steps below are for generating DSA keys  

How to generate an SSH Public Key:

1. Open your ssh window: 

Program\SSH Secure Shell\Secure Shell Client

2. Run /usr/sww/bin/ssh-keygen2
3. It will ask you to type a “passphrase”
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4. It will save it in 2 files under .ssh2 in your home directory: id_dsa_1024_a and id_dsa_1024_a.pub

5. Create or append a file called “identification” in your .ssh2 directory with a reference to your private key. This UNIX command will do that: 

echo “IDKey id_dsa_1024_a” >> ~/.ssh2/identification

6. The private key should be readable only by you. Secure permissions can be set on these files with these UNIX commands:

chmod 755 ~/.ssh2

chmod 600 ~/.ssh2/identification

chmod 600 ~/.ssh2/id_dsa_1024_a

chmod 644 ~/.ssh2/id_dsa_1024_a.pub
To enable access to a second UNIX account in UNIX:

1. Copy your ~/.ssh2/id_dsa_1024_a.pub file into the .ssh2 directory of the second UNIX account. Give it a unique name, such as “mylogin-ssh2.pub”.

2. Create or append a file called “authorization” in the .ssh2 directory of the second account with a reference to that public key file. This UNIX command will do that:

echo “Key mylogin-ssh2.pub” >> authorization 

3. The permission can be set on these files with these   UNIX commands:



chmod 644 mylogin-ssh2.pub



chmod 644 authorization
Note:

A command such as: 



/usr/sww/bin/ssh2 star.cs –l the_second_account


will result in a prompt for your SSH2 passphrase

To enable access to a second UNIX account in WINDOWS:

1. From the Windows SSH Secure Shell Client –before you login to your account- select:

a. Edit ( Settings

b. Connection ( Authentication 

c. Bring “Public Key” to the top using the arrows on the top right side of the box:
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-- Note that you will enter the User Name of the 

   other UNIX account here. --

2. Your local PC has to have a copy of the keys that 

match the public key that you copied to the other UNIX account in step 5 above. These files in your UNIX account are:


.ssh2/id_dsa_1024_a and .ssh2/id_dsa_1024_a.pub

To determine the directory where SSH2 needs them, select: 

a. Edit ( Settings 

b. Global Settings ( User Authentication ( Keys
c. Click on “Import”. 
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d. The directory it displays is where the new key 

files should go:
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You can copy the files from your UNIX account to 

your PC using SSH Secure File Transfer client or by sharing your UNIX home directory to your PC and dragging the files from the UNIX share to the SSH2 directory. 

To use the SSH Secure File Transfer client; on your SSH terminal, select:


Window ( New Transfer Window
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3. Once you press enter to connect, the SSH2 program on Windows will prompt for your SSH2 passphrase to login to the other UNIX account.

· To eliminate the password prompt when you login from one account to another:

Copy the private/public key pair from the .ssh2 directory in the 'from' account into the .ssh2 directory in the 'to' account, so that they have matching public keys in ~/.ssh2.   If the key pair are called "my-ssh2" and "my-ssh2.pub" and the 'to' account is 'jdoe' on cory.eecs, run the UNIX commands:

eval `ssh-agent2 -c` ssh-add2 my-ssh2 

(it prompts for the passphrase)

ssh2 -l jdoe cory.eecs 

(it will login without prompting)

You have to do the ssh-agent2 and ssh-add2 once, each time you login. Be aware that this is generally a risky thing to do because it opens the second account to breakins if the first account is cracked. 

Once you have your keys...
Send your public key to you system administrator. This can be done by sending by email, either the .pub file as an attachment, or the text within it. 

!!! Keep your private key in a safe place !!! You’ll need it each time you want to login. If it’s lost, you will lose access until the key generation and installation process can be repeated again. If it -or your computer- is stolen, tell your system administrator immediately.
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