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Last Time: Internet Architecture

IP 
Packet

801.11b 
WiFi packet

For this “hop”, 
IP packet sent 
“inside” of a 
wireless 801.11b 
packet.

IP 
Packet

Cable 
modem 
packet

For this 
“hop”, 
IP packet 
sent 
“inside” of 
a cable 
modem 
DOCSIS 
packet.

ISO Layer Names:
IP packet: “Layer 3”
WiFi and Cable Modem packets: “Layer 2”
Radio/cable waveforms: “Layer 1”
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Today: Router Design

Router architecture: What’s inside 
the box?

Forwarding engine: How a router 
knows the “next hop” for a packet.

Switch fabric: When buses are too 
slow ... replace it with a switch!
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Last time: Cables meet in Hawaii ...
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Last time: Routers are like hub airports

In Makaha, a router takes each Layer 2 packet off the 
San Luis Obispo (CA) cable, examines the IP packet  
destination field, and forwards to Japan cable, Fiji cable, 
or to Kahe Point (and onto big island cables).
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The Oahu router ...

Japan

Fiji

Oregon

CA

Hawaii

Router

Assume each “line” is 160 Gbits/sec each way.

IP packets are forwarded from each 
inbound Layer 2 line to one of the four 
outbound Layer 2 lines, based on the

destination IP number in the IP packet.
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..

.

Challenge 1: Switching bandwidth 

Japan

Fiji

Oregon

CA

Hawaii

Japan

Fiji

Oregon

CA

Hawaii

FIFOs FIFOs

At line rate: 5*160 Gb/s = 100 GB/s switch!
Latency not an issue ... wide, slow bus OK.

FIFOs (first-in first-out packet buffers) help if an 
output is sent more bits than it can transmit. If buffers 

“overflow”, packets are discarded. 
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Challenge 2: Packet forwarding speed

Japan

For each packet delivered 
by each inbound line, the 
router must decide which 
outbound line to forward it 
to.  Also, update IP header. 

Buffers
Which 
line 
???

Line rate: 160 Gb/s 

Thankfully, this is trivial to parallelize ...

Average packet size: 400 bits
Packets per second per line: 400 Million
Packets per second (5 lines): 2 Billion
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Challenge 3: Obeying the routing “ISA”

Internet Engineering Task Force (IETF) “Request 
for Comments” (RFC) memos act as the 
“Instruction Set Architecture” for routers.  

RFC 1812 (above) is 175 pages, and has 100 
references which also define rules ...

Network Working Group                                   F. Baker, Editor
Request for Comments: 1812                                 Cisco Systems
Obsoletes: 1716, 1009                                          June 1995
Category: Standards Track

                 Requirements for IP Version 4 Routers

9



UC Regents Spring 2005 © UCBCS 152 L25: Routers

The MGR Router: A case study ...

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 6, NO. 3, JUNE 1998 237

A 50-Gb/s IP Router
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Lise Graham, Michael Hathaway, Phil Herman, Allen King, Steve Kohalmi, Tracy Ma, John Mcallen,
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John Rokosz, Member, IEEE, Joshua Seeger, Michael Sollins, Steve Storch,
Benjamin Tober, Gregory D. Troxel, David Waitzman, and Scott Winterble

Abstract—Aggressive research on gigabit-per-second networks
has led to dramatic improvements in network transmission
speeds. One result of these improvements has been to put
pressure on router technology to keep pace. This paper describes
a router, nearly completed, which is more than fast enough to
keep up with the latest transmission technologies. The router
has a backplane speed of 50 Gb/s and can forward tens of
millions of packets per second.

Index Terms—Data communications, internetworking, packet
switching, routing.

I. INTRODUCTION

T
RANSMISSION link bandwidths keep improving, at

a seemingly inexorable rate, as the result of research

in transmission technology [26]. Simultaneously, expanding

network usage is creating an ever-increasing demand that can

only be served by these higher bandwidth links. (In 1996

and 1997, Internet service providers generally reported that

the number of customers was at least doubling annually and

that per-customer bandwidth usage was also growing, in some

cases by 15% per month.)

Unfortunately, transmission links alone do not make a

network. To achieve an overall improvement in networking

performance, other components such as host adapters, operat-

ing systems, switches, multiplexors, and routers also need to

get faster. Routers have often been seen as one of the lagging

technologies. The goal of the work described here is to show

that routers can keep pace with the other technologies and are
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fully capable of driving the new generation of links (OC-48c

at 2.4 Gb/s).

A multigigabit router (a router capable of moving data

at several gigabits per second or faster) needs to achieve

three goals. First, it needs to have enough internal bandwidth

to move packets between its interfaces at multigigabit rates.

Second, it needs enough packet processing power to forward

several million packets per second (MPPS). A good rule

of thumb, based on the Internet’s average packet size of

approximately 1000 b, is that for every gigabit per second

of bandwidth, a router needs 1 MPPS of forwarding power.1

Third, the router needs to conform to a set of protocol

standards. For Internet protocol version 4 (IPv4), this set of

standards is summarized in the Internet router requirements

[3]. Our router achieves all three goals (but for one minor

variance from the IPv4 router requirements, discussed below).

This paper presents our multigigabit router, called the MGR,

which is nearly completed. This router achieves up to 32

MPPS forwarding rates with 50 Gb/s of full-duplex backplane

capacity.2 About a quarter of the backplane capacity is lost

to overhead traffic, so the packet rate and effective bandwidth

are balanced. Both rate and bandwidth are roughly two to ten

times faster than the high-performance routers available today.

II. OVERVIEW OF THE ROUTER ARCHITECTURE

A router is a deceptively simple piece of equipment. At

minimum, it is a collection of network interfaces, some sort of

bus or connection fabric connecting those interfaces, and some

software or logic that determines how to route packets among

those interfaces. Within that simple description, however, lies a

number of complexities. (As an illustration of the complexities,

consider the fact that the Internet Engineering Task Force’s

Requirements for IP Version 4 Routers [3] is 175 pages long

and cites over 100 related references and standards.) In this

section we present an overview of the MGR design and point

out its major and minor innovations. After this section, the rest

of the paper discusses the details of each module.

1See [25]. Some experts argue for more or less packet processing power.
Those arguing for more power note that a TCP/IP datagram containing an
ACK but no data is 320 b long. Link-layer headers typically increase this
to approximately 400 b. So if a router were to handle only minimum-sized
packets, a gigabit would represent 2.5 million packets. On the other side,
network operators have noted a recent shift in the average packet size to
nearly 2000 b. If this change is not a fluke, then a gigabit would represent
only 0.5 million packets.
2Recently some companies have taken to summing switch bandwidth in

and out of the switch; in that case this router is a 100-Gb/s router.

1063–6692/98$10.00 ! 1998 IEEE

The “MGR” Router was a research project in late 
1990’s.  Kept up with “line rate” of the fastest 
links of its day (OC-48c, 2.4 Gb/s optical).

Architectural approach is still valid today ...
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MGR top-level architecture
A 50 Gb/s switch is the centerpiece of the design. 

Cards plug into the switch. 

Switch

Card

Card

Card

Card

Card

Card

Card

Card

In best case, on each switch “epoch” (transaction), 
each card can send and receive 1024 bits 

to/from one other card.
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MGR cards come in two flavors ....

Switch

Line card: A card that connects to Layer 2 line. 
Different version of card for each Layer 2 type.

Line

Line

Line

Line

LineEngine

Engine

Engine

Forwarding engine: Receives IP headers over the 
switch from line cards, and returns forwarding 

directions and modified headers to line card.
12
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A control processor for housekeeping
Forwarding engine handles fast path: the 

“common case” of unicast packets w/o options. 
Unusual packets are sent to the control processor.

Switch

Line

Line

Engine

Line

Engine

EngineLine

Line

Control processor
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The life of a packet in a router ...

238 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 6, NO. 3, JUNE 1998

Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

1. Packet arrives in line card. Line card sends the 
packet header to a forward engine for processing.

1.

1.

Note: We can balance 
the number of line 
cards and forwarding 
engines for efficiency: 
this is how packet 
routing parallelizes.
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The life of a packet in a router ...
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

2. Forwarding engine determines the next hop for 
the packet, and returns next-hop data to the line 
card, together with an updated header.

2.

2.
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A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

3. Line card uses forwarding information, and sends 
the packet to another line card via the switch.

3.

Recall: Each line card 
can receive a packet 
from the switch at the 
same time -- a switch 
is not like a bus!
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A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

4. Outbound line card sends packet on its way ...

4.

Backpressure: A 
mechanism some
Layer 2 links have to 
tell the sender to stop 
sending for a while ...
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that
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Forwarding engine computes “next-hop”
 0                   1                   2                   3   
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
+                                                               +
|   Payload data (size implied by Total Length header field)    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Header

Data

Bitfield 
numbers

To: IP number

Forwarding engine looks at the destination address, 
and decides which outbound line card will get the 
packet closest to its destination.  How? 
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Recall: Internet IP numbers ...

198.211.61.22 == 3335732502 (32-bit unsigned)

IP4 number for this computer: 198.211.61.22

Every directly connected 
host has a unique IP 
number.

Upper limit of 2^32 IP4 
numbers (some are 
reserved for other 
purposes). 
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BGP: The Border Gateway Protocol

Network Working Group                                         Y. Rekhter
Request for Comments: 1771        T.J. Watson Research Center, IBM Corp.
Obsoletes: 1654                                                    T. Li
Category: Standards Track                                  cisco Systems
                                                                 Editors
                                                              March 1995

                  A Border Gateway Protocol 4 (BGP-4)

Routers use BGP to exchange routing tables.   Tables 
code if it is possible to reach an IP number from the 
router, and if so, how “desirable” it is to take that route.

Routers use BGP tables to construct a “next-hop” 
table.  Conceptually, forwarding is a table lookup: 
IP number as index, table holds outbound line card.

A table with 4 billion entries ???
22
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Tables do not code every host ...
Routers route to a “network”, not a “host”.  /xx means the 
top xx bits of the 32-bit address identify a single network.

Thus, all of UCB only needs 6 routing table entries.
Today, Internet routing table has about 100,000 entries.
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Forwarding engine: Also updates header

 0                   1                   2                   3   
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
+                                                               +
|   Payload data (size implied by Total Length header field)    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Header

Data

Bitfield 
numbers

Time to live.  Sender sets to a high value.  Each router 
decrements it by one, discards if 0.  Prevents a packet 
from remaining in the network forever.

Checksum.  Protects IP header. Forwarding engine 
updates it to reflect the new Time to Live value.
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MGR forwarding engine: a RISC CPU

238 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 6, NO. 3, JUNE 1998

Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

Off-chip memory 
in two 8MB 
banks: one holds 
the current 
routing table, the 
other is being 
written by the 
router’s control 
processor with an 
updated routing 
table.  Why??? So 
that the router 
can switch to a 
new table without 
packet loss.

85 instructions in “fast 
path”, executes in about 42 
cycles.  Fits in 8KB I-cache

Performance: 9.8 million packet 
forwards per second. To handle more 
packets, add forwarding engines. 
Or use a special-purpose CPU. 
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Switch Architecture

Switch

Line

Line

Engine

Line

Engine

EngineLine

Line
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What if two inputs want the same output?

Switch

Line

Line

Engine

Line

Engine

EngineLine

Line

A pipelined arbitration system decides how 
to connect up the switch.  The connections 
for the transfer at epoch N are computer in 
epochs N-3, N-2 and N-1, using dedicated 
switch allocation wires.
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A complete switch transfer (4 epochs)
Epoch 1: All input ports ready to 
send data request an output port.
Epoch 2: Allocation algorithm 
decides which inputs get to write.
Epoch 3: Allocation system informs 
the winning inputs and outputs.
Epoch 4: Actual data transfer takes 
place.

Allocation is pipelined: a data transfer happens 
on every cycle, as does the three allocation 
stages, for different sets of requests. 
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Epoch 3: The Allocation Problem

A B C D
A 0 0 1 0
B 1 0 0 1
C 0 1 0 0
D 1 0 1 0

Input 
Ports 

(A, B, C, D)

Output Ports 
(A, B, C, D)

A 1 codes that an input has 
a packet ready to send to an 
output.  Note an input may 
have several packets ready.

A B C D
A 0 0 1 0
B 0 0 0 1
C 0 1 0 0
D 1 0 0 0

Allocator returns a matrix with one 1 
in each row and column to set 
switches. Algorithm should be “fair”, 
so no port always loses ... should also 
“scale” to run large matrices fast.
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Recall: The IP “non-ideal” abstraction

A sent packet may never arrive (“lost”) 

IP payload bits received may not match 
payload bits sent. 

Router drops packets if too much traffic destined for 
one port, or if Time to Live hits 0, or checksum failure.

If packets sent P1/P2/P3, they may 
arrive P2/P1/P3 (”out of order”). 
Relative timing of packet stream not 
necessarily preserved (”late” packets).

This happens when the packet’s header forces the 
forwarding processor out of the “fast path”, etc.

Usually happens “on the wire”, not in router.
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Conclusions: Router Design

Router architecture: The “ISA” for 
routing was written with failure in 
mind -- unlike CPUs.

Forwarding engine: The 
computational bottleneck, many 
startups target silicon to improve it.

Switch fabric: Switch fabrics have high 
latency, but that’s OK: routing is more 
about bandwidth than latency.
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