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“The network is the computer”
Scott McNealy
Sun Microsystems co-founder
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Today: The network is the computer

Link layers: Bits going places.

Routing: Inside the cloud.

Internet: A network of networks.

Routers: What’s inside the box?

Short Break

Google: Warehouse scale computing
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Why are networks different from buses?

Serial: Data is sent 
“bit by bit” over one 
logical wire.

USB, FireWire.
Primary purpose is 
to connect devices 

to a computer.

Network.
Primary purpose is 
to connect  
computers to 
computers.
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Networking bottom-up:  Link two endpoints
Q1. How far away are the endpoints?

Distance +
mobility +
bandwidth 
influences 
choice of 
medium.

Japan-US 
undersea 
cable 
network

Physical media: optical fiber (photonics)

WiFi wireless 
from hotel 
bed to access 
point.

Physical media: unlicensed radio spectrum
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Q2. Initial investment cost for the link.

$1B USD. A ship 
lays cable on   
ocean floor.

For expensive 
media, much of  
the “price” goes 
to pay off loans. 
Ex: Verizon has 
$50B in debt.

The price of 
the WiFi 
laptop card + 
the base 
station.

“Unlicensed radio” -- no fee to the FCC

Networking bottom-up:  Link two endpoints
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Q3. How is the link imperfect?
+++ A steady  bitstream (“circuit”). No packets to lose.
+++ Only one bit flips per 10,000,000,000,000 sent.  
--- Undersea 
failure is 
catastrophic

Solution:
Short packets 
spaced in time to 
escape the fade. 
If lost, do
retransmits.

--- Someone 
walks by and 
the network 
stops working 
- “fading”.

Networking bottom-up:  Link two endpoints
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Q4. How does link perform? BW: 640 Gb/s 
(CA-JP cable)

Networking bottom-up:  Link two endpoints

In general, risky to halve the round-trip time for one-
way latency: paths are often different each direction.

BW: In theory, 801.11b offers 11 Mb/s.
Users are lucky to see 3-5 Mb/s in practice.
Latency: If there is no fading, quite good. 
I’ve measured <2 ms RTT on a short hop.

Latency: % ping irt1-ge1-1.tdc.noc.sony.co.jp
PING irt1-ge1-1.tdc.noc.sony.co.jp (211.125.132.198): 56 data bytes
64 bytes from 211.125.132.198: icmp_seq=0 ttl=242 time=114.571 ms

! !  round-trip.
Compare: 
Light speed in 
vacuum, SFO-Tokyo, 
63ms RT. 
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From 801.11b (1999) to 801.11n (2009): 40x improvement.
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 email  WWW  phone...

SMTP  HTTP  RTP...

TCP  UDP…

IP

  Ethernet   Wi-Fi…

CSMA  async  sonet...

 copper  fiber  radio...

Diagram Credit: Steve Deering

Protocol Complexity

There are dozens of “link networks” ...

Link 
networks

The undersea 
cable, the hotel 
WiFi, and many 
others ... DSL, 
Ethernet, ...
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 email  WWW  phone...

SMTP  HTTP  RTP...

TCP  UDP…

IP

  Ethernet   Wi-Fi…

CSMA  async  sonet...

 copper  fiber  radio...

Diagram Credit: Steve Deering

Protocol Complexity

Applications App authors do 
not want to add 
support for N 
different 
network types.

Web browsers do not know about link nets

Link 
networks

The undersea 
cable, the hotel 
WiFi, and many 
others ... DSL, 
Ethernet, ...
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 email  WWW  phone...

SMTP  HTTP  RTP...

TCP  UDP…

IP

  Ethernet   Wi-Fi…

CSMA  async  sonet...

 copper  fiber  radio...

Diagram Credit: Steve Deering

Protocol Complexity

The Internet: A Network of Networks

Internet Protocol 
(IP):
An abstraction 
for applications 
to target, and for 
link networks to 
support.
Very simple, 
very successful.

Link layer is not 
expected to be 
perfect.

IP presents
link network 
errors/losses in 
an abstract way 
(not a link 
specific way).
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The Internet interconnects “hosts” ...

198.211.61.22 ??? A user-friendly form of the 
32-bit unsigned value 3335732502, which is:
198*2^24 + 211*2^16 + 61*2^8 + 22

IP4 number for this computer: 198.211.61.22
Every directly connected 
host has a unique IP 
number.

Upper limit of 2^32 IP4 
numbers (some are 
reserved for other 
purposes). 

Next-generation IP (IP6) 
limit: 2^128.
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Internet: Sends Packets Between Hosts

 0                   1                   2                   3   
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
+                                                               +
|   Payload data (size implied by Total Length header field)    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

To: IP number
From: IP number Note: Could be a lie ...

IHL field: # of words in header. The typical header (IHL = 
5 words) is shown. Longer headers code add extra fields 
after the destination address.

Header

Data

Bitfield 
numbers

IP4, IP6, etc ... How the destination should 
interpret the payload data.
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Link networks transport IP packets

IP 
Packet

801.11b 
WiFi packet

For this “hop”, 
IP packet sent 
“inside” of a 
wireless 801.11b 
packet.

IP 
Packet

Cable 
modem 
packet

For this 
“hop”, 
IP packet 
sent 
“inside” of 
a cable 
modem 
DOCSIS 
packet.

ISO Layer Names:
IP packet: “Layer 3”
WiFi and Cable Modem packets: “Layer 2”
Radio/cable waveforms: “Layer 1”
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 0                   1                   2                   3   
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
+                                                               +
|   Payload data (size implied by Total Length header field)    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Link layers “maximum packet size” vary.

Header

Data

Maximum IP packet size 64K bytes.  Maximum Transmission Unit 
(MTU -- generalized “packet size”) of link networks may be much less - 
often 2K bytes or less. Efficient uses of IP sense MTU.

Fragment fields: Link layer splits up big IP packets into many 
link-layer packets, reassembles IP packet on arrival.
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IP abstraction of non-ideal link networks:

A sent packet may never arrive (“lost”) 

If packets sent P1/P2/P3, they may 
arrive P2/P1/P3 (”out of order”). 

IP bits received may not match bits
sent. IP header has a checksum. So,
header errors almost always detected.

Best Effort: The link networks, and other parts of the 
“cloud”, do their best to meet the ideal. But, no promises.

Relative timing of packet stream not 
necessarily preserved (”late” packets).

17Thursday, March 20, 14



UC Regents Fall 2006 © UCBCS 152 L21: Networks and Routers

 email  WWW  phone...

SMTP  HTTP  RTP...

TCP  UDP…

IP

  Ethernet   Wi-Fi…

CSMA  async  sonet...

 copper  fiber  radio...

Diagram Credit: Steve Deering

Protocol Complexity

How do apps deal with this abstraction?
“Computing” 
apps use the 
TCP (Transmission 
Control Protocol).

TCP lets host A
send a reliable 
byte stream to
host B.  TCP works 
by retransmitting 
lost IP packets.
Timing is 
uncertain.

Retransmission
is bad for 
IP telephony: 
resent packets 
arrive too late.

IP telephony  
uses packets, 
not TCP.  Parity  
codes, audio 
tricks used for
lost packets. 
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Routing
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Undersea cables meet in Hawaii ...

20Thursday, March 20, 14



UC Regents Fall 2006 © UCBCS 152 L21: Networks and Routers

Routers: Like a hub airport

In Makaha, a router takes each Layer 2 packet off the San 
Luis Obispo (CA) cable, examines the IP packet  destination 
field, and forwards to Japan cable, Fiji cable, or to Kahe Point 
(and onto big island cables).
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Example: berkeley.edu to sony.co.jp

% traceroute irt1-ge1-1.tdc.noc.sony.co.jp
traceroute to irt1-ge1-1.tdc.noc.sony.co.jp (211.125.132.198), 30 hops max, 40 byte packets
 1  soda3a-gw.eecs.berkeley.edu (128.32.34.1)  20.581 ms  0.875 ms  1.381 ms
 2  soda-cr-1-1-soda-br-6-2.eecs.berkeley.edu (169.229.59.225)  1.354 ms  3.097 ms  1.028 ms
 3  vlan242.inr-202-doecev.berkeley.edu (128.32.255.169)  1.753 ms  1.454 ms  1.138 ms
 4  ge-1-3-0.inr-001-eva.berkeley.edu (128.32.0.34)  1.746 ms  1.174 ms  2.22 ms
 5  svl-dc1--ucb-egm.cenic.net (137.164.23.65)  2.653 ms  2.72 ms  12.031 ms
 6  dc-svl-dc2--svl-dc1-df-iconn-2.cenic.net (137.164.22.209)  2.478 ms  2.451 ms  4.347 ms
 7  dc-sol-dc1--svl-dc1-pos.cenic.net (137.164.22.28)  4.509 ms  95.013 ms  7.724 ms
 8  dc-sol-dc2--sol-dc1-df-iconn-1.cenic.net (137.164.22.211)  18.319 ms  4.324 ms  4.567 ms
 9  dc-slo-dc1--sol-dc2-pos.cenic.net (137.164.22.26)  19.403 ms  10.077 ms  13.232 ms
10  dc-slo-dc2--dc1-df-iconn-1.cenic.net (137.164.22.123)  8.049 ms  20.653 ms  8.993 ms
11  dc-lax-dc1--slo-dc2-pos.cenic.net (137.164.22.24)  94.579 ms  14.52 ms  21.745 ms
12  rtrisi.ultradns.net (198.32.146.38)  25.48 ms  12.432 ms  17.837 ms
13  lax001bb00.iij.net (216.98.96.176)  11.623 ms  25.698 ms  11.382 ms
14  tky002bb01.iij.net (216.98.96.178)  168.082 ms  196.26 ms  121.914 ms
15  tky002bb00.iij.net (202.232.0.149)  144.592 ms  208.622 ms  121.801 ms
16  tky001bb01.iij.net (202.232.0.70)  153.757 ms  110.29 ms  184.985 ms
17  tky001ip30.iij.net (210.130.130.100)  114.234 ms  110.095 ms  169.692 ms
18  210.138.131.198 (210.138.131.198)  113.893 ms  113.665 ms  114.22 ms
19  ert1-ge000.tdc.noc.ssd.ad.jp (211.125.132.69)  114.758 ms  138.327 ms  113.956 ms
20  211.125.133.86 (211.125.133.86)  113.956 ms  113.73 ms  113.965 ms
21  irt1-ge1-1.tdc.noc.sony.co.jp (211.125.132.198)  145.247 ms *  136.884 ms

Passes through 21 routers ...

Leaving 
Cal ...

Getting 
to LA ...

Cross 
Pacific

Getting 
to Sony

Cross ocean in 1 hop - link about 175 ms round-trip
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Left on Internet Initiative Japan (IIJ) in LA 

lax001bb00.iij.net (216.98.96.176) 
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Arrived IIJ in Ariake
tky002bb01.iij.net (216.98.96.178) 
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A-to-B packet path may differ from B-to-A

Internet topological asymmetry

The internet model has no symmetry: In bi-directional communication the two

directions almost always follow different paths. This is a deliberate engineering

decision (“early out”) that follows from the open competition of ISPs:

A

B

nap
nap

“Blue” ISP

“Red” ISP

There’s also a 10:1 to 100:1 difference between the data sent each direction so

a web hosting ISP and cable modem ISP see very different backbone loads

from the same transactions. Is that “unfair”? To whom?

SIGCOMM 2001 — VJ 11

Diagram Credit: Van Jacobsen

Economics: A and B use different network carriers ...
carriers route data onto their networks ASAP.

Different paths: Different network properties (latency, 
bandwidth, etc)
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How to Design a Router

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 6, NO. 3, JUNE 1998 237

A 50-Gb/s IP Router
Craig Partridge, Senior Member, IEEE, Philip P. Carvey, Member, IEEE, Ed Burgess, Isidro Castineyra, Tom Clarke,

Lise Graham, Michael Hathaway, Phil Herman, Allen King, Steve Kohalmi, Tracy Ma, John Mcallen,
Trevor Mendez, Walter C. Milliken, Member, IEEE, Ronald Pettyjohn, Member, IEEE,

John Rokosz, Member, IEEE, Joshua Seeger, Michael Sollins, Steve Storch,
Benjamin Tober, Gregory D. Troxel, David Waitzman, and Scott Winterble

Abstract—Aggressive research on gigabit-per-second networks
has led to dramatic improvements in network transmission
speeds. One result of these improvements has been to put
pressure on router technology to keep pace. This paper describes
a router, nearly completed, which is more than fast enough to
keep up with the latest transmission technologies. The router
has a backplane speed of 50 Gb/s and can forward tens of
millions of packets per second.

Index Terms—Data communications, internetworking, packet
switching, routing.

I. INTRODUCTION

T
RANSMISSION link bandwidths keep improving, at

a seemingly inexorable rate, as the result of research

in transmission technology [26]. Simultaneously, expanding

network usage is creating an ever-increasing demand that can

only be served by these higher bandwidth links. (In 1996

and 1997, Internet service providers generally reported that

the number of customers was at least doubling annually and

that per-customer bandwidth usage was also growing, in some

cases by 15% per month.)

Unfortunately, transmission links alone do not make a

network. To achieve an overall improvement in networking

performance, other components such as host adapters, operat-

ing systems, switches, multiplexors, and routers also need to

get faster. Routers have often been seen as one of the lagging

technologies. The goal of the work described here is to show

that routers can keep pace with the other technologies and are
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fully capable of driving the new generation of links (OC-48c

at 2.4 Gb/s).

A multigigabit router (a router capable of moving data

at several gigabits per second or faster) needs to achieve

three goals. First, it needs to have enough internal bandwidth

to move packets between its interfaces at multigigabit rates.

Second, it needs enough packet processing power to forward

several million packets per second (MPPS). A good rule

of thumb, based on the Internet’s average packet size of

approximately 1000 b, is that for every gigabit per second

of bandwidth, a router needs 1 MPPS of forwarding power.1

Third, the router needs to conform to a set of protocol

standards. For Internet protocol version 4 (IPv4), this set of

standards is summarized in the Internet router requirements

[3]. Our router achieves all three goals (but for one minor

variance from the IPv4 router requirements, discussed below).

This paper presents our multigigabit router, called the MGR,

which is nearly completed. This router achieves up to 32

MPPS forwarding rates with 50 Gb/s of full-duplex backplane

capacity.2 About a quarter of the backplane capacity is lost

to overhead traffic, so the packet rate and effective bandwidth

are balanced. Both rate and bandwidth are roughly two to ten

times faster than the high-performance routers available today.

II. OVERVIEW OF THE ROUTER ARCHITECTURE

A router is a deceptively simple piece of equipment. At

minimum, it is a collection of network interfaces, some sort of

bus or connection fabric connecting those interfaces, and some

software or logic that determines how to route packets among

those interfaces. Within that simple description, however, lies a

number of complexities. (As an illustration of the complexities,

consider the fact that the Internet Engineering Task Force’s

Requirements for IP Version 4 Routers [3] is 175 pages long

and cites over 100 related references and standards.) In this

section we present an overview of the MGR design and point

out its major and minor innovations. After this section, the rest

of the paper discusses the details of each module.

1See [25]. Some experts argue for more or less packet processing power.
Those arguing for more power note that a TCP/IP datagram containing an
ACK but no data is 320 b long. Link-layer headers typically increase this
to approximately 400 b. So if a router were to handle only minimum-sized
packets, a gigabit would represent 2.5 million packets. On the other side,
network operators have noted a recent shift in the average packet size to
nearly 2000 b. If this change is not a fluke, then a gigabit would represent
only 0.5 million packets.
2Recently some companies have taken to summing switch bandwidth in

and out of the switch; in that case this router is a 100-Gb/s router.

1063–6692/98$10.00 © 1998 IEEE
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that
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Recall: Routers are like hub airports

In Makaha, a router takes each Layer 2 packet off the San 
Luis Obispo (CA) cable, examines the IP packet  destination 
field, and forwards to Japan cable, Fiji cable, or to Kahe Point 
(and onto big island cables).
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The Oahu router ...

Japan

Fiji

Oregon

CA

Hawaii

Router

Assume each “line” is 160 Gbits/sec each way.

IP packets are forwarded from each 
inbound Layer 2 line to one of the four 
outbound Layer 2 lines, based on the

destination IP number in the IP packet.
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.

.

.

Challenge 1: Switching bandwidth 

Japan

Fiji

Oregon

CA

Hawaii

Japan

Fiji

Oregon

CA

Hawaii

FIFOs FIFOs

At line rate: 5*160 Gb/s = 100 GB/s switch!
Latency not an issue ... wide, slow bus OK.

FIFOs (first-in first-out packet buffers) help if an 
output is sent more bits than it can transmit. If buffers 

“overflow”, packets are discarded. 
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Challenge 2: Packet forwarding speed

Japan

For each packet delivered 
by each inbound line, the 
router must decide which 
outbound line to forward it 
to.  Also, update IP header. 

Buffers
Which 
line 
???

Line rate: 160 Gb/s 

Thankfully, this is trivial to parallelize ...

Average packet size: 400 bits
Packets per second per line: 400 Million
Packets per second (5 lines): 2 Billion

30Thursday, March 20, 14



UC Regents Fall 2006 © UCBCS 152 L21: Networks and Routers

Challenge 3: Obeying the routing “ISA”

Internet Engineering Task Force (IETF) “Request for 
Comments” (RFC) memos act as the “Instruction Set 
Architecture” for routers.  

RFC 1812 (above) is 175 pages, and has 100 
references which also define rules ...

Network Working Group                                   F. Baker, Editor
Request for Comments: 1812                                 Cisco Systems
Obsoletes: 1716, 1009                                          June 1995
Category: Standards Track

                 Requirements for IP Version 4 Routers
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Abstract—Aggressive research on gigabit-per-second networks
has led to dramatic improvements in network transmission
speeds. One result of these improvements has been to put
pressure on router technology to keep pace. This paper describes
a router, nearly completed, which is more than fast enough to
keep up with the latest transmission technologies. The router
has a backplane speed of 50 Gb/s and can forward tens of
millions of packets per second.
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I. INTRODUCTION

T
RANSMISSION link bandwidths keep improving, at

a seemingly inexorable rate, as the result of research

in transmission technology [26]. Simultaneously, expanding

network usage is creating an ever-increasing demand that can

only be served by these higher bandwidth links. (In 1996

and 1997, Internet service providers generally reported that

the number of customers was at least doubling annually and

that per-customer bandwidth usage was also growing, in some

cases by 15% per month.)

Unfortunately, transmission links alone do not make a

network. To achieve an overall improvement in networking

performance, other components such as host adapters, operat-

ing systems, switches, multiplexors, and routers also need to

get faster. Routers have often been seen as one of the lagging

technologies. The goal of the work described here is to show

that routers can keep pace with the other technologies and are
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fully capable of driving the new generation of links (OC-48c

at 2.4 Gb/s).

A multigigabit router (a router capable of moving data

at several gigabits per second or faster) needs to achieve

three goals. First, it needs to have enough internal bandwidth

to move packets between its interfaces at multigigabit rates.

Second, it needs enough packet processing power to forward

several million packets per second (MPPS). A good rule

of thumb, based on the Internet’s average packet size of

approximately 1000 b, is that for every gigabit per second

of bandwidth, a router needs 1 MPPS of forwarding power.1

Third, the router needs to conform to a set of protocol

standards. For Internet protocol version 4 (IPv4), this set of

standards is summarized in the Internet router requirements

[3]. Our router achieves all three goals (but for one minor

variance from the IPv4 router requirements, discussed below).

This paper presents our multigigabit router, called the MGR,

which is nearly completed. This router achieves up to 32

MPPS forwarding rates with 50 Gb/s of full-duplex backplane

capacity.2 About a quarter of the backplane capacity is lost

to overhead traffic, so the packet rate and effective bandwidth

are balanced. Both rate and bandwidth are roughly two to ten

times faster than the high-performance routers available today.

II. OVERVIEW OF THE ROUTER ARCHITECTURE

A router is a deceptively simple piece of equipment. At

minimum, it is a collection of network interfaces, some sort of

bus or connection fabric connecting those interfaces, and some

software or logic that determines how to route packets among

those interfaces. Within that simple description, however, lies a

number of complexities. (As an illustration of the complexities,

consider the fact that the Internet Engineering Task Force’s

Requirements for IP Version 4 Routers [3] is 175 pages long

and cites over 100 related references and standards.) In this

section we present an overview of the MGR design and point

out its major and minor innovations. After this section, the rest

of the paper discusses the details of each module.

1See [25]. Some experts argue for more or less packet processing power.
Those arguing for more power note that a TCP/IP datagram containing an
ACK but no data is 320 b long. Link-layer headers typically increase this
to approximately 400 b. So if a router were to handle only minimum-sized
packets, a gigabit would represent 2.5 million packets. On the other side,
network operators have noted a recent shift in the average packet size to
nearly 2000 b. If this change is not a fluke, then a gigabit would represent
only 0.5 million packets.
2Recently some companies have taken to summing switch bandwidth in

and out of the switch; in that case this router is a 100-Gb/s router.

1063–6692/98$10.00 © 1998 IEEE

The “MGR” Router was a research project in late 
1990’s.  Kept up with “line rate” of the fastest links 
of its day (OC-48c, 2.4 Gb/s optical).

Architectural approach is still valid today ...
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MGR top-level architecture
A 50 Gb/s switch is the centerpiece of the design. 

Cards plug into the switch. 

Switch

Card

Card

Card

Card

Card

Card

Card

Card

In best case, on each switch “epoch” (transaction), 
each card can send and receive 1024 bits 

to/from one other card.
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MGR cards come in two flavors ....

Switch

Line card: A card that connects to Layer 2 line. 
Different version of card for each Layer 2 type.

Line

Line

Line

Line

LineEngine

Engine

Engine

Forwarding engine: Receives IP headers over the 
switch from line cards, and returns forwarding 

directions and modified headers to line card.
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A control processor for housekeeping
Forwarding engine handles fast path: the “common 

case” of unicast packets w/o options. Unusual packets 
are sent to the control processor.

Switch

Line

Line

Engine

Line

Engine

EngineLine

Line

Control processor
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The life of a packet in a router ...
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

1. Packet arrives in line card. Line card sends the packet 
header to a forwarding engine for processing.

1.

1.

Note: We can balance 
the number of line cards 
and forwarding engines 
for efficiency: this is how 
packet routing 
parallelizes.
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The life of a packet in a router ...
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

2. Forwarding engine determines the next hop for the 
packet, and returns next-hop data to the line card, 
together with an updated header.

2.

2.
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

3. Line card uses forwarding information, and sends the 
packet to another line card via the switch.

3.

Recall: Each line card 
can receive a packet 
from the switch at the 
same time -- a switch is 
not like a bus!
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

4. Outbound line card sends packet on its way ...

4.

Back pressure: 
A mechanism some
Layer 2 links have to 
tell the sender to stop 
sending for a while ...
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Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that
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Forwarding engine computes “next-hop”
 0                   1                   2                   3   
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
+                                                               +
|   Payload data (size implied by Total Length header field)    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Header

Data

Bitfield 
numbers

To: IP number

Forwarding engine looks at the destination address, and 
decides which outbound line card will get the packet 
closest to its destination.  How? 
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Recall: Internet IP numbers ...

198.211.61.22 == 3335732502 (32-bit unsigned)
IP4 number for this computer: 198.211.61.22

Every directly connected 
host has a unique IP 
number.

Upper limit of 2^32 IP4 
numbers (some are 
reserved for other 
purposes). 
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BGP: A Border Gateway Protocol

Network Working Group                                         Y. Rekhter
Request for Comments: 1771        T.J. Watson Research Center, IBM Corp.
Obsoletes: 1654                                                    T. Li
Category: Standards Track                                  cisco Systems
                                                                 Editors
                                                              March 1995

                  A Border Gateway Protocol 4 (BGP-4)

Routers use BGP to exchange routing tables.   Tables code if it 
is possible to reach an IP number from the router, and if so, 
how “desirable” it is to take that route.

Routers use BGP tables to construct a “next-hop” table.  
Conceptually, forwarding is a table lookup: IP number as 
index, table holds outbound line card.

A table with 4 billion entries ???
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Tables do not code every host ...
Routers route to a “network”, not a “host”.  /xx means the top xx 
bits of the 32-bit address identify a single network.

Thus, all of UCB only needs 6 routing table entries.
Today, Internet routing table has about 100,000 entries.
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Forwarding engine: Also updates header

 0                   1                   2                   3   
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
+                                                               +
|   Payload data (size implied by Total Length header field)    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Header

Data

Bitfield 
numbers

Time to live.  Sender sets to a high value.  Each router 
decrements it by one, discards if 0.  Prevents a packet from 
remaining in the network forever.

Checksum.  Protects IP header. Forwarding engine 
updates it to reflect the new Time to Live value.
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MGR forwarding engine: a RISC CPU

238 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 6, NO. 3, JUNE 1998

Fig. 1. MGR outline.

A. Design Summary

A simplified outline of the MGR design is shown in Fig. 1,

which illustrates the data processing path for a stream of

packets entering from the line card on the left and exiting

from the line card on the right.

The MGR consists of multiple line cards (each supporting

one or more network interfaces) and forwarding engine cards,

all plugged into a high-speed switch. When a packet arrives

at a line card, its header is removed and passed through the

switch to a forwarding engine. (The remainder of the packet

remains on the inbound line card). The forwarding engine

reads the header to determine how to forward the packet and

then updates the header and sends the updated header and

its forwarding instructions back to the inbound line card. The

inbound line card integrates the new header with the rest of

the packet and sends the entire packet to the outbound line

card for transmission.

Not shown in Fig. 1 but an important piece of the MGR

is a control processor, called the network processor, that

provides basic management functions such as link up/down

management and generation of forwarding engine routing

tables for the router.

B. Major Innovations

There are five novel elements of this design. This section

briefly presents the innovations. More detailed discussions,

when needed, can be found in the sections following.

First, each forwarding engine has a complete set of the

routing tables. Historically, routers have kept a central master

routing table and the satellite processors each keep only a

modest cache of recently used routes. If a route was not in a

satellite processor’s cache, it would request the relevant route

from the central table. At high speeds, the central table can

easily become a bottleneck because the cost of retrieving a

route from the central table is many times (as much as 1000

times) more expensive than actually processing the packet

header. So the solution is to push the routing tables down

into each forwarding engine. Since the forwarding engines

only require a summary of the data in the route (in particular,

next hop information), their copies of the routing table, called

forwarding tables, can be very small (as little as 100 kB for

about 50k routes [6]).

Second, the design uses a switched backplane. Until very

recently, the standard router used a shared bus rather than

a switched backplane. However, to go fast, one really needs

the parallelism of a switch. Our particular switch was custom

designed to meet the needs of an Internet protocol (IP) router.

Third, the design places forwarding engines on boards

distinct from line cards. Historically, forwarding processors

have been placed on the line cards. We chose to separate them

for several reasons. One reason was expediency; we were not

sure if we had enough board real estate to fit both forwarding

engine functionality and line card functions on the target

card size. Another set of reasons involves flexibility. There

are well-known industry cases of router designers crippling

their routers by putting too weak a processor on the line

card, and effectively throttling the line card’s interfaces to

the processor’s speed. Rather than risk this mistake, we built

the fastest forwarding engine we could and allowed as many

(or few) interfaces as is appropriate to share the use of the

forwarding engine. This decision had the additional benefit of

making support for virtual private networks very simple—we

can dedicate a forwarding engine to each virtual network and

ensure that packets never cross (and risk confusion) in the

forwarding path.

Placing forwarding engines on separate cards led to a fourth

innovation. Because the forwarding engines are separate from

the line cards, they may receive packets from line cards that

Off-chip memory in 
two 8MB banks: 
One holds the 
current routing 
table, the other is 
being written by 
the router’s control 
processor with an 
updated routing 
table.  
Why??? So that 
the router can 
switch to a new 
table without 
packet loss.

85 instructions in “fast path”, 
executes in about 42 cycles.  
Fits in 8KB I-cache

Performance: 9.8 million packet 
forwards per second. To handle more 
packets, add forwarding engines. 
Or use a special-purpose CPU. 
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Switch Architecture

Switch

Line

Line

Engine

Line

Engine

EngineLine

Line
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What if two inputs want the same output?

Switch

Line

Line

Engine

Line

Engine

EngineLine

Line

A pipelined arbitration system decides how 
to connect up the switch.  The connections 
for the transfer at epoch N are computed in 
epochs N-3, N-2 and N-1, using dedicated 
switch allocation wires.
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A complete switch transfer (4 epochs)

Epoch 1: All input ports (that are ready 
to send data) request an output port.
Epoch 2: Allocation algorithm 
decides which inputs get to write.
Epoch 3: Allocation system informs 
the winning inputs and outputs.
Epoch 4: Actual data transfer takes 
place.

Allocation is pipelined: a data transfer happens on 
every cycle, as does the three allocation stages, for 
different sets of requests. 
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Epoch 3: The Allocation Problem

A B C D
A 0 0 1 0
B 1 0 0 1
C 0 1 0 0
D 1 0 1 0

Input 
Ports 

(A, B, C, D)

Output Ports 
(A, B, C, D)

A 1 codes that an input has a 
packet ready to send to an 
output.  Note an input may 
have several packets ready.

A B C D
A 0 0 1 0
B 0 0 0 1
C 0 1 0 0
D 1 0 0 0

Allocator returns a matrix with one 1 in 
each row and column to set switches. 
Algorithm should be “fair”, so no port 
always loses ... should also “scale” to run 
large matrices fast.
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“Best-effort” and Routers

Network Working Group                                   F. Baker, Editor
Request for Comments: 1812                                 Cisco Systems
Obsoletes: 1716, 1009                                          June 1995
Category: Standards Track

                 Requirements for IP Version 4 Routers
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Recall: The IP “non-ideal” abstraction

A sent packet may never arrive (“lost”) 

IP payload bits received may not match 
payload bits sent. 

Router drops packets if too much traffic destined for one 
port, or if Time to Live hits 0, or checksum failure.

If packets sent P1/P2/P3, they may 
arrive P2/P1/P3 (”out of order”). 
Relative timing of packet stream not 
necessarily preserved (”late” packets).

This happens when the packet’s header forces the 
forwarding processor out of the “fast path”, etc.

Usually happens “on the wire”, not in router.
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Conclusions: Router Design

Router architecture: The “ISA” for 
routing was written with failure in 
mind -- unlike CPUs.

Forwarding engine: The 
computational bottleneck, many 
startups target silicon to improve it.

Switch fabric: Switch fabrics have high 
latency, but that’s OK: routing is more 
about bandwidth than latency.
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Break

Play:
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Inside 
modern 
Ethernet 
switches ...

Products 
by Arista 
Networks, 
founded by
legendary 
Sun engineer 
Andy 
Bechtolsheim
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NAWATHE et al.: IMPLEMENTATION OF AN 8-CORE, 64-THREAD, POWER-EFFICIENT SPARC SERVER ON A CHIP 7

Fig. 2. Niagara2 block diagram.

Fig. 3. Niagara2 die micrograph.

two FBDIMM channels. These three major I/O interfaces are
serializer/deserializer (SerDes) based and provide a total pin
bandwidth in excess of 1 Tb/s. All the SerDes are on chip.
The high levels of system integration truly makes Niagara2 a
“server-on-a-chip”, thus reducing system component count,
complexity and power, and hence improving system reliability.

B. SPARC Core Architecture

Fig. 4 shows the block diagram of the SPARC Core. Each
SPARC core (SPC) implements the 64-bit SPARC V9 instruc-
tion set while supporting concurrent execution of eight threads.
Each SPC has one load/store unit (LSU), two Execution units
(EXU0 and EXU1), and one Floating Point and Graphics Unit
(FGU). The Instruction Fetch unit (IFU) and the LSU contain an
8-way 16 kB Instruction cache and a 4-way 8 kB Data cache re-
spectively. Each SPC also contains a 64-entry Instruction-TLB
(ITLB), and a 128-entry Data-TLB (DTLB). Both the TLBs are
fully associative. The memory Management Unit (MMU) sup-
ports 8 K, 64 K, 4 M, and 256 M page sizes and has Hardware

Fig. 4. SPC block diagram.

Fig. 5. Integer pipeline: eight stages.

Fig. 6. Floating point pipeline: 12 stages.

TableWalk to reduce TLB miss penalty. “TLU” in the block dia-
gram is the Trap Logic Unit. The “Gasket” performs arbitration
for access to the Crossbar. Each SPC also has an advanced Cryp-
tographic/Stream Processing Unit (SPU). The combined band-
width of the eight Cryptographic units from the eight SPCs is
sufficient for running the two 10 Gb Ethernet ports encrypted.
This enables Niagara2 to run secure applications at wire speed.

Fig. 5 and Fig. 6 illustrate the Niagara2 integer and floating
point pipelines, respectively. The integer pipeline is eight stages
long. The floating point pipeline has 12 stages for most opera-
tions. Divide and Square-root operations have a longer pipeline.

From cache lecture: High-performance crossbar

Each DRAM channel: 50 GB/s Read, 25 GB/s Write BW.
Crossbar BW: 270 GB/s total (Read + Write).

Niagara II: 8 cores, 8 L2 banks, 4 DRAM channels.
Apps are locality-poor. Goal: saturate DRAM BW.
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MB86C69RBC 
Benef i ts▼

• The Fujitsu 26-port switch is the highest density, lowest
power 10GbE switch available today, making it ideal for
backplane fabrics or interconnect applications.

• Integrated programmable high-speed SerDes allows each
port to be either KR, XAUI, CX-4 or 1000 Base KX or
SGMII compatible, enhancing flexibility.

• 10Gbps serial capabilities enable direct connect to XFP
modules or 10Gbps serial-KR backplanes, reducing
board space, latency, cost and power consumption.

• Fully compliant 10Gbps serial KR capabilities enable
designers to use fewer physical backplane fabric
connections.

• An adaptive equalization algorithm eliminates the 
need for an external re-timer circuit in CX-4 cabling,
saving board space, power, latency and cost. 

• Redundant Gigabit Ethernet ports give users a 
high-availability agnostic management interface 
that is not tied to any particular processor.

• The on-chip micro-engine increases flexibility and
simplifies software development, reducing time to 
market.

• Congestion management features, including Backward
Congestion Notification (BCN) and per-priority-PAUSE
(PPP), improve the performance and efficiency of the
network, reducing the total cost of ownership.

13 x 10GbE 
Ports 

13 x 10GbE 
Ports 

MMI/GMII MMI/GMII

Buffer
Management

Forwarding
Tables

Management
Microengine

Statistics

Shared
Memory

PRBS

Adaptive
Equalization

Pre-Emphasis

Equalizer
XAUI

or 10G
Serial

Tx

Rx

Downloaded from Elcodis.com electronic components distributor 

Single-chip shared-memory network switches

“Routing” 
is choosing 
the part of 

memory 
an output 
port reads

Ethernet ports replace CPU cores of Niagara design
Arbitrated, pipelined accesses to multi-bank memory
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Figure 2.  Block Diagram of BX900 Blade Server 

TABLE I.  SPECIFICATIONS OF MB86C69 LSI 

Item MB86C69 
No. of 10GbE ports 26 
Interfaces 10GBASE-KR 

10GBASE-KX 
XAUI 
10GBASE-CX4 

Switch throughput 520 Gb/s or greater 
Switch latency 300 ns 
No. of MAC addresses 16K entries 
Built-in data-buffer capacity 2.9MB 
Internal priority 8 levels 
Maximum frame size 16KB 
Flow control IEEE 802.3 PAUSE 

IEEE 802.1Qbb Priority-based flow 
control 
BCN 

Edge virtual bridging Hairpin mode 
Management interface GMII or MII (2 sets) 
Security ACL (L2 - L4) 

DoS attack detection 
Package FCBGA1156 (35 mm x 35 mm) 
Power consumption 23.1 W (typical) 
Fabrication technology 90-nm CMOS 

DoS: Denial of service 
MAC: Media access control 

TABLE II.  SWITCH LATENCY INCLUDING INTERFACE 
MODULES(NS) 

 
Frame size (Byte) 

64 128 256 512 1024 1280 1518 
Latency 

incl. SFP+ 
(SR, 3m) 

328 328 321 324 325 321 336 

SFP+: Small Form-Factor Pluggable Plus 
SR: Short range optical module 

Figure 3.  Die photograph of MB86C69 LSI 

Figure 4.  Multi-port Stream Memory: (a) on-chip interconnect (b) 
scheduling of on-chip interconnect. 

409409409

Four cycles of a 2 x 2 version of this scheme
Many memory banks allow 1 access per cycle per bank.

Green box acts 
as a crossbar 

switch into memory.
For larger switches, 
use CLOS networks.

Central
Crossbar

Input VoQ
Memory

Central
Scheduler

 Traditional Output Queued Architecture

Input VoQ
Memory

Output
Memory

Output
Memory

(a) Input Output Queued Architecture.

Input
Crossbar

Output
Crossbar

Central
Shared

Memory

Output
Scheduler

Fulcrum’s Output Queued Architecture

(b) FM4000 Architecture

Input
Memory

Output
Memory
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Input
Memory

Output
Memory
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Input
Memory

Output
Memory
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(c) Multi Switch Multicast.

Input
Crossbar

Output
Crossbar

Shared
Memory

Input
Crossbar

Output
Crossbar

Shared
Memory

Input
Crossbar

Output
Crossbar

Shared
Memory

(d) FM4000 Multi Switch Multicast

Figure 4: The Role of Shared Memory in FM4000.

On ingress, the packet data is split and stored into multiple
memory segments. Pointers that reference those segments
are moved from the RX free-list to the RX allocated-list,
and the overall multi-segment packet is represented in the
scheduler as a linked list of these pointers. The pointers
are first stored in a queue memory related to ingress, “RX-
Queues”, and then forwarded to an egress queue memory
“TX-Queues”, where they are replicated for multicast. Sep-
arating the RX and TX queue structure prevents packet loss
from the internal corner case in the shared memory in which
the event rate can attain a level of (number of ports × frame
rate). For instance, with twenty four ports and an aggregate
frame rate of 360 Millions of Packets Per Second (MPPS),
there is a worst-case corner of 8640 million replications per
second. The TX pointers have an additional allocation and
free list that allows each egress port to independently exer-
cise the same ingress multicast frame. Once all of the TX
pointers for a given multicast or unicast frame are freed,
then the RX pointers for that frame are also freed and re-
cycled for new packets. The data in the memory is written
only once, and for unicast, read once, or in the case of mul-
ticast, read once per egress port in parallel. The parallel
read completes with 3 nanoseconds per port in the multicast
group, giving a min-max multicast jitter of 70 nanoseconds
for the maximum of 23 egress ports.

The pointers are enumerated by ingress port, egress port,
and priority and this count is reported to the frame processor

for congestion management. A rich set of watermarks can
be processed without putting additional processing burden
on the shared memory since the pointer accounting is rea-
sonably generic. These counters are updated as frequently
as segments are being allocated and freed, thus minimizing
the amount of “skid-pad” memory necessary to guarantee
lossless flow control.

2.3 CEE Compliance

The FM4000 platform supports all of the proposed CEE
features while also maintaining industry-leading latency in
large scalable fabric configurations. Low latency, lossless
operation and congestion management are achieved with
prioritization, memory watermarking, and traffic classes.

Prioritization is implemented through traffic classes. The
FM4000 contains a Frame Forwarding Unit that can be used
for deep header inspection, including identification of traf-
fic types such as storage or HPC. It can also be used to as-
sign these traffic types to one of eight internal traffic classes.
The scheduler will give precedence to higher traffic classes
with varying degrees of flexibility depending on the selected
scheduling algorithm. With strict prioritization schedul-
ing, higher traffic classes are scheduled before lower traffic
classes. Deficit Round Robin (DRR) scheduling guarantees
a lower bound on bandwidth and an upper bound on latency
to a traffic class. Together with DRR scheduling, egress

464646
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Figure 2: Chip layout of the Fulcrum FocalPoint FM4000.

The MAC Parser analyzes the packet’s header and can
perform deep packet inspection for transport layer proto-
cols. The Filtering and Forwarding Unit (FFU) comes next
in the pipeline and decides what actions should be taken on
the packet. The FFU contains 32 slices of a configurable
Ternary Content Addressable Memory (TCAM) with asso-
ciated action tables, a precedence action selector, and an
egress action table. Actions are selected based on which
TCAM masks the packet’s keys hit. The TCAM slices can
also be cascaded together to form larger search lines. For
each TCAM hit the associated action table contains an entry
that specifies actions to modify the frame and determine its
destination. The values specified in this ingress table can do
one or more of the following: route using ARP table; deny
forwarding; count; police the frame; change the switch pri-
ority; as well as several other actions. The egress actions
table generates actions applied by the egress port, such as
counting, logging or dropping frames.

Depending on the packet’s header and the switch’s con-
figuration, the packet may be sent through the ARP router,
multicast, and flow control steps in the pipeline. The Port
Mapping Unit retrieves the set of destinations for each
frame and applies load balancing and pruning operations
across the ports. After port mapping, steps for IP Multicast,
and QoS and Congestion Management are taken if needed.

An IP Multicast frame is replicated to all of its destina-
tions simultaneously by the FFU. Multicast groups are each
given unique identifiers. When a multicast frame arrives, it
is only stored once in the shared memory. Each destination
port copies the message from the shared copy, and a counter
keeps track of how many more members of the group still

need to send the frame so that the frame can be deleted when
all of the members have sent it.

2.2 Shared Memory

Shared memory plays an integral role in the FM4000’s
novel architecture by reducing complexity and enabling an
output-queued architecture. The limited on-chip memory
is dynamically targeted at the ports on which small time-
scale contention and congestion appear, as shown in Fig-
ure 4. The architecture stores multicast packets only once
during parallel line-rate forwarding to multiple egress ports.
Packets are output queued. The shared memory architecture
can support low latency, cut-through queuing with accurate
congestion management.

However, shared memory architectures are used less fre-
quently in high data rate switches because they are chal-
lenging to implement without corner cases. The ingress and
egress data transport must have the bandwidth to connect all
of the ports to all of the memory queues without blocking. It
is always possible that every packet could land in the same
memory location, requiring that the memory be able to read
and write at packet rate (2x packet rate for a single ported
memory). Pointer event-rates can attain 2x the packet event
rate for unicast, and multicast replication can attain a rate
of (number of packets × number of ports). The FM4000
uses high-speed crossbars and memories to solve the corner
cases at the circuit level. Even with fast circuits, a shared
memory architecture must still be carefully crafted.

The shared memory in the FM4000 uses a common pool
of segmented dynamic memory to store the packet data.

454545

26-port 10 Gb Ethernet switch silicon: < $500
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Figure 2.  Block Diagram of BX900 Blade Server 

TABLE I.  SPECIFICATIONS OF MB86C69 LSI 

Item MB86C69 
No. of 10GbE ports 26 
Interfaces 10GBASE-KR 

10GBASE-KX 
XAUI 
10GBASE-CX4 

Switch throughput 520 Gb/s or greater 
Switch latency 300 ns 
No. of MAC addresses 16K entries 
Built-in data-buffer capacity 2.9MB 
Internal priority 8 levels 
Maximum frame size 16KB 
Flow control IEEE 802.3 PAUSE 

IEEE 802.1Qbb Priority-based flow 
control 
BCN 

Edge virtual bridging Hairpin mode 
Management interface GMII or MII (2 sets) 
Security ACL (L2 - L4) 

DoS attack detection 
Package FCBGA1156 (35 mm x 35 mm) 
Power consumption 23.1 W (typical) 
Fabrication technology 90-nm CMOS 

DoS: Denial of service 
MAC: Media access control 

TABLE II.  SWITCH LATENCY INCLUDING INTERFACE 
MODULES(NS) 

 
Frame size (Byte) 

64 128 256 512 1024 1280 1518 
Latency 

incl. SFP+ 
(SR, 3m) 

328 328 321 324 325 321 336 

SFP+: Small Form-Factor Pluggable Plus 
SR: Short range optical module 

Figure 3.  Die photograph of MB86C69 LSI 

Figure 4.  Multi-port Stream Memory: (a) on-chip interconnect (b) 
scheduling of on-chip interconnect. 
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Why is 
the cost 
so low?  

Many 
chip 

vendors 
compete 
in the 
space, 
drive 
down 
price.
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Figure 2: Chip layout of the Fulcrum FocalPoint FM4000.

The MAC Parser analyzes the packet’s header and can
perform deep packet inspection for transport layer proto-
cols. The Filtering and Forwarding Unit (FFU) comes next
in the pipeline and decides what actions should be taken on
the packet. The FFU contains 32 slices of a configurable
Ternary Content Addressable Memory (TCAM) with asso-
ciated action tables, a precedence action selector, and an
egress action table. Actions are selected based on which
TCAM masks the packet’s keys hit. The TCAM slices can
also be cascaded together to form larger search lines. For
each TCAM hit the associated action table contains an entry
that specifies actions to modify the frame and determine its
destination. The values specified in this ingress table can do
one or more of the following: route using ARP table; deny
forwarding; count; police the frame; change the switch pri-
ority; as well as several other actions. The egress actions
table generates actions applied by the egress port, such as
counting, logging or dropping frames.

Depending on the packet’s header and the switch’s con-
figuration, the packet may be sent through the ARP router,
multicast, and flow control steps in the pipeline. The Port
Mapping Unit retrieves the set of destinations for each
frame and applies load balancing and pruning operations
across the ports. After port mapping, steps for IP Multicast,
and QoS and Congestion Management are taken if needed.

An IP Multicast frame is replicated to all of its destina-
tions simultaneously by the FFU. Multicast groups are each
given unique identifiers. When a multicast frame arrives, it
is only stored once in the shared memory. Each destination
port copies the message from the shared copy, and a counter
keeps track of how many more members of the group still

need to send the frame so that the frame can be deleted when
all of the members have sent it.

2.2 Shared Memory

Shared memory plays an integral role in the FM4000’s
novel architecture by reducing complexity and enabling an
output-queued architecture. The limited on-chip memory
is dynamically targeted at the ports on which small time-
scale contention and congestion appear, as shown in Fig-
ure 4. The architecture stores multicast packets only once
during parallel line-rate forwarding to multiple egress ports.
Packets are output queued. The shared memory architecture
can support low latency, cut-through queuing with accurate
congestion management.

However, shared memory architectures are used less fre-
quently in high data rate switches because they are chal-
lenging to implement without corner cases. The ingress and
egress data transport must have the bandwidth to connect all
of the ports to all of the memory queues without blocking. It
is always possible that every packet could land in the same
memory location, requiring that the memory be able to read
and write at packet rate (2x packet rate for a single ported
memory). Pointer event-rates can attain 2x the packet event
rate for unicast, and multicast replication can attain a rate
of (number of packets × number of ports). The FM4000
uses high-speed crossbars and memories to solve the corner
cases at the circuit level. Even with fast circuits, a shared
memory architecture must still be carefully crafted.

The shared memory in the FM4000 uses a common pool
of segmented dynamic memory to store the packet data.
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Example: Fulcrum FocalPoint FM4000
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Figure 2.  Block Diagram of BX900 Blade Server 

TABLE I.  SPECIFICATIONS OF MB86C69 LSI 

Item MB86C69 
No. of 10GbE ports 26 
Interfaces 10GBASE-KR 

10GBASE-KX 
XAUI 
10GBASE-CX4 

Switch throughput 520 Gb/s or greater 
Switch latency 300 ns 
No. of MAC addresses 16K entries 
Built-in data-buffer capacity 2.9MB 
Internal priority 8 levels 
Maximum frame size 16KB 
Flow control IEEE 802.3 PAUSE 

IEEE 802.1Qbb Priority-based flow 
control 
BCN 

Edge virtual bridging Hairpin mode 
Management interface GMII or MII (2 sets) 
Security ACL (L2 - L4) 

DoS attack detection 
Package FCBGA1156 (35 mm x 35 mm) 
Power consumption 23.1 W (typical) 
Fabrication technology 90-nm CMOS 

DoS: Denial of service 
MAC: Media access control 

TABLE II.  SWITCH LATENCY INCLUDING INTERFACE 
MODULES(NS) 

 
Frame size (Byte) 

64 128 256 512 1024 1280 1518 
Latency 

incl. SFP+ 
(SR, 3m) 

328 328 321 324 325 321 336 

SFP+: Small Form-Factor Pluggable Plus 
SR: Short range optical module 

Figure 3.  Die photograph of MB86C69 LSI 

Figure 4.  Multi-port Stream Memory: (a) on-chip interconnect (b) 
scheduling of on-chip interconnect. 
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300 ns 
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Figure �: B� worldwide deployment (����).

not a panacea; we summarize our experience with a large-scale B�
outage, pointing to challenges in both SDN and large-scale network
management. While our approach does not generalize to all WANs
or SDNs, we hope that our experience will inform future design in
both domains.

2. BACKGROUND
Before describing the architecture of our so�ware-de�nedWAN,

we provide an overview of our deployment environment and tar-
get applications. Google’s WAN is among the largest in the Internet,
delivering a range of search, video, cloud computing, and enterprise
applications to users across the planet. �ese services run across a
combination of data centers spread across the world, and edge de-
ployments for cacheable content.

Architecturally, we operate two distinct WANs. Our user-facing
network peers with and exchanges tra�c with other Internet do-
mains. End user requests and responses are delivered to our data
centers and edge caches across this network. �e second network,
B�, provides connectivity among data centers (see Fig. �), e.g., for
asynchronous data copies, index pushes for interactive serving sys-
tems, and end user data replication for availability. Well over ���
of internal application tra�c runs across this network.

We maintain two separate networks because they have di�erent
requirements. For example, our user-facing networking connects
with a range of gear and providers, and hence must support a wide
range of protocols. Further, its physical topology will necessarily be
more dense than a network connecting a modest number of data
centers. Finally, in delivering content to end users, it must support
the highest levels of availability.

�ousands of individual applications run across B�; here, we cat-
egorize them into three classes: i) user data copies (e.g., email, doc-
uments, audio/video �les) to remote data centers for availability/-
durability, ii) remote storage access for computation over inherently
distributed data sources, and iii) large-scale data push synchroniz-
ing state across multiple data centers. �ese three tra�c classes are
ordered in increasing volume, decreasing latency sensitivity, and de-
creasing overall priority. For example, user-data represents the low-
est volume on B�, is the most latency sensitive, and is of the highest
priority.

�e scale of our network deployment strains both the capacity
of commodity network hardware and the scalability, fault tolerance,
and granularity of control available from network so�ware. Internet
bandwidth as a whole continues to grow rapidly [��]. However, our
ownWAN tra�c has been growing at an even faster rate.

Our decision to build B� around So�ware De�ned Networking
and OpenFlow [��] was driven by the observation that we could not
achieve the level of scale, fault tolerance, cost e�ciency, and control
required for our network using traditional WAN architectures. A
number of B�’s characteristics led to our design approach:

● Elastic bandwidth demands: �e majority of our data cen-
ter tra�c involves synchronizing large data sets across sites.
�ese applications bene�t from as much bandwidth as they
can get but can tolerate periodic failures with temporary
bandwidth reductions.● Moderate number of sites: While B�must scale among multi-
ple dimensions, targeting our data center deployments meant
that the total number of WAN sites would be a few dozen.● End application control: We control both the applications and
the site networks connected to B�. Hence, we can enforce rel-
ative application priorities and control bursts at the network
edge, rather than through overprovisioning or complex func-
tionality in B�.● Cost sensitivity: B�’s capacity targets and growth rate led to
unsustainable cost projections. �e traditional approach of
provisioningWAN links at ��-��� (or �-�x the cost of a fully-
utilized WAN) to protect against failures and packet loss,
combined with prevailing per-port router cost, would make
our network prohibitively expensive.

�ese considerations led to particular design decisions for B�,
which we summarize in Table �. In particular, SDN gives us a
dedicated, so�ware-based control plane running on commodity
servers, and the opportunity to reason about global state, yielding
vastly simpli�ed coordination and orchestration for both planned
and unplanned network changes. SDN also allows us to leverage
the raw speed of commodity servers; latest-generation servers are
much faster than the embedded-class processor in most switches,
and we can upgrade servers independently from the switch hard-
ware. OpenFlow gives us an early investment in an SDN ecosys-
tem that can leverage a variety of switch/data plane elements. Crit-
ically, SDN/OpenFlow decouples so�ware and hardware evolution:
control plane so�ware becomes simpler and evolves more quickly;
data plane hardware evolves based on programmability and perfor-
mance.
We had several additional motivations for our so�ware de�ned

architecture, including: i) rapid iteration on novel protocols, ii) sim-
pli�ed testing environments (e.g., we emulate our entire so�ware
stack running across the WAN in a local cluster), iii) improved
capacity planning available from simulating a deterministic cen-
tral TE server rather than trying to capture the asynchronous rout-
ing behavior of distributed protocols, and iv) simpli�ed manage-
ment through a fabric-centric rather than router-centricWAN view.
However, we leave a description of these aspects to separate work.

3. DESIGN
In this section, we describe the details of our So�ware De�ned

WAN architecture.

3.1 Overview
Our SDN architecture can be logically viewed in three layers, de-

picted in Fig. �. B� serves multiple WAN sites, each with a num-
ber of server clusters. Within each B� site, the switch hardware
layer primarily forwards tra�c and does not run complex control
so�ware, and the site controller layer consists of Network Control
Servers (NCS) hosting both OpenFlow controllers (OFC) and Net-
work Control Applications (NCAs).
�ese servers enable distributed routing and central tra�c engi-

neering as a routing overlay. OFCs maintain network state based on
NCA directives and switch events and instruct switches to set for-
warding table entries based on this changing network state. For fault
tolerance of individual servers and control processes, a per-site in-

“A few dozen” 
warehouse-scale 

computers 
(WSCs)

Each WSC has on the order of 
20 “clusters” (CAAQA-term: “arrays”) 
that typically host one application.
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Figure 6.5 Hierarchy of switches in a WSC. (Based on Figure 1.2 of Barroso and Hölzle [2009].)

~2500 servers in an array
~20 arrays in a warehouse
A few dozen warehouses

Total: A few million servers
An array ...

Warehouses connect 
to two networks.
Google’s internal 
network (B4), and 
the “outside world” 
(public Internet 

+ private 
direct-connections)
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Figure 6.8 The Layer 3 network used to link arrays together and to the Internet [Greenberg et al. 2009]. Some WSCs use a 
separate border router to connect the Internet to the datacenter Layer 3 switches.

The “outside world” network ...

Applications, on arrays, communicate via “S” switches.

Load balancers (LB) distribute user traffic to arrays.

Specialized routers for public Internet interconnect.
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B4: The Google internal network ...

Design Decision Rationale/Bene�ts Challenges
B� routers built from
merchant switch silicon

B� apps are willing to trade more average bandwidth for fault tolerance.
Edge application control limits need for large bu�ers. Limited number of B� sites means
large forwarding tables are not required.
Relatively low router cost allows us to scale network capacity.

Sacri�ce hardware fault tolerance,
deep bu�ering, and support for
large routing tables.

Drive links to ����
utilization

Allows e�cient use of expensive long haul transport.
Many applications willing to trade higher average bandwidth for predictability. Largest
bandwidth consumers adapt dynamically to available bandwidth.

Packet loss becomes inevitable
with substantial capacity loss dur-
ing link/switch failure.

Centralized tra�c
engineering

Use multipath forwarding to balance application demands across available capacity in re-
sponse to failures and changing application demands.
Leverage application classi�cation and priority for scheduling in cooperation with edge rate
limiting.
Tra�c engineering with traditional distributed routing protocols (e.g. link-state) is known
to be sub-optimal [��, ��] except in special cases [��].
Faster, deterministic global convergence for failures.

No existing protocols for func-
tionality. Requires knowledge
about site to site demand and im-
portance.

Separate hardware
from so�ware

Customize routing and monitoring protocols to B� requirements.
Rapid iteration on so�ware protocols.
Easier to protect against common case so�ware failures through external replication.
Agnostic to range of hardware deployments exporting the same programming interface.

Previously untested development
model. Breaks fate sharing be-
tween hardware and so�ware.

Table �: Summary of design decisions in B�.

Figure �: B� architecture overview.

stance of Paxos [�] elects one of multiple available so�ware replicas
(placed on di�erent physical servers) as the primary instance.

�e global layer consists of logically centralized applications (e.g.
an SDN Gateway and a central TE server) that enable the central
control of the entire network via the site-levelNCAs.�e SDNGate-
way abstracts details of OpenFlow and switch hardware from the
central TE server. We replicate global layer applications across mul-
tiple WAN sites with separate leader election to set the primary.

Each server cluster in our network is a logical “Autonomous Sys-
tem” (AS)with a set of IP pre�xes. Each cluster contains a set of BGP
routers (not shown in Fig. �) that peerwith B� switches at eachWAN
site. Even before introducing SDN, we ran B� as a single AS pro-
viding transit among clusters running traditional BGP/ISIS network
protocols. We chose BGP because of its isolation properties between
domains and operator familiarity with the protocol.�e SDN-based
B� then had to support existing distributed routing protocols, both
for interoperability with our non-SDN WAN implementation, and
to enable a gradual rollout.

We considered a number of options for integrating existing rout-
ing protocols with centralized tra�c engineering. In an aggressive
approach, we would have built one integrated, centralized service
combining routing (e.g., ISIS functionality) and tra�c engineering.
We instead chose to deploy routing and tra�c engineering as in-
dependent services, with the standard routing service deployed ini-
tially and central TE subsequently deployed as an overlay. �is sep-

aration delivers a number of bene�ts. It allowed us to focus initial
work on building SDN infrastructure, e.g., the OFC and agent, rout-
ing, etc. Moreover, since we initially deployed our network with no
new externally visible functionality such as TE, it gave time to de-
velop and debug the SDN architecture before trying to implement
new features such as TE.
Perhaps most importantly, we layered tra�c engineering on top

of baseline routing protocols using prioritized switch forwarding ta-
ble entries (§ �). �is isolation gave our network a “big red button”;
faced with any critical issues in tra�c engineering, we could dis-
able the service and fall back to shortest path forwarding. �is fault
recovery mechanism has proven invaluable (§ �).
Each B� site consists of multiple switches with potentially hun-

dreds of individual ports linking to remote sites. To scale, the TE ab-
stracts each site into a single node with a single edge of given capac-
ity to each remote site. To achieve this topology abstraction, all traf-
�c crossing a site-to-site edge must be evenly distributed across all
its constituent links. B� routers employ a custom variant of ECMP
hashing [��] to achieve the necessary load balancing.
In the rest of this section, we describe how we integrate ex-

isting routing protocols running on separate control servers with
OpenFlow-enabled hardware switches. § � then describes how we
layer TE on top of this baseline routing implementation.

3.2 Switch Design
Conventional wisdom dictates that wide area routing equipment

must have deep bu�ers, very large forwarding tables, and hardware
support for high availability. All of this functionality adds to hard-
ware cost and complexity. We posited that with careful endpoint
management, we could adjust transmission rates to avoid the need
for deep bu�ers while avoiding expensive packet drops. Further,
our switches run across a relatively small set of data centers, so
we did not require large forwarding tables. Finally, we found that
switch failures typically result from so�ware rather than hardware
issues. By moving most so�ware functionality o� the switch hard-
ware, we can manage so�ware fault tolerance through known tech-
niques widely available for existing distributed systems.
Even so, the main reason we chose to build our own hardware

was that no existing platform could support an SDN deployment,
i.e., one that could export low-level control over switch forwarding
behavior. Any extra costs from using custom switch hardware are
more than repaid by the e�ciency gains available from supporting
novel services such as centralized TE. Given the bandwidth required

Connected to the array switch network.

Data plane 
uses the 
single-chip 
switches 
shown 
earlier.

Data plane 
controlled 
by Google 
code that 
runs on 
x86 servers.

A “software defined network” (SDN). 
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stance of Paxos [�] elects one of multiple available so�ware replicas
(placed on di�erent physical servers) as the primary instance.

�e global layer consists of logically centralized applications (e.g.
an SDN Gateway and a central TE server) that enable the central
control of the entire network via the site-levelNCAs.�e SDNGate-
way abstracts details of OpenFlow and switch hardware from the
central TE server. We replicate global layer applications across mul-
tiple WAN sites with separate leader election to set the primary.

Each server cluster in our network is a logical “Autonomous Sys-
tem” (AS)with a set of IP pre�xes. Each cluster contains a set of BGP
routers (not shown in Fig. �) that peerwith B� switches at eachWAN
site. Even before introducing SDN, we ran B� as a single AS pro-
viding transit among clusters running traditional BGP/ISIS network
protocols. We chose BGP because of its isolation properties between
domains and operator familiarity with the protocol.�e SDN-based
B� then had to support existing distributed routing protocols, both
for interoperability with our non-SDN WAN implementation, and
to enable a gradual rollout.

We considered a number of options for integrating existing rout-
ing protocols with centralized tra�c engineering. In an aggressive
approach, we would have built one integrated, centralized service
combining routing (e.g., ISIS functionality) and tra�c engineering.
We instead chose to deploy routing and tra�c engineering as in-
dependent services, with the standard routing service deployed ini-
tially and central TE subsequently deployed as an overlay. �is sep-

aration delivers a number of bene�ts. It allowed us to focus initial
work on building SDN infrastructure, e.g., the OFC and agent, rout-
ing, etc. Moreover, since we initially deployed our network with no
new externally visible functionality such as TE, it gave time to de-
velop and debug the SDN architecture before trying to implement
new features such as TE.
Perhaps most importantly, we layered tra�c engineering on top

of baseline routing protocols using prioritized switch forwarding ta-
ble entries (§ �). �is isolation gave our network a “big red button”;
faced with any critical issues in tra�c engineering, we could dis-
able the service and fall back to shortest path forwarding. �is fault
recovery mechanism has proven invaluable (§ �).
Each B� site consists of multiple switches with potentially hun-

dreds of individual ports linking to remote sites. To scale, the TE ab-
stracts each site into a single node with a single edge of given capac-
ity to each remote site. To achieve this topology abstraction, all traf-
�c crossing a site-to-site edge must be evenly distributed across all
its constituent links. B� routers employ a custom variant of ECMP
hashing [��] to achieve the necessary load balancing.
In the rest of this section, we describe how we integrate ex-

isting routing protocols running on separate control servers with
OpenFlow-enabled hardware switches. § � then describes how we
layer TE on top of this baseline routing implementation.

3.2 Switch Design
Conventional wisdom dictates that wide area routing equipment

must have deep bu�ers, very large forwarding tables, and hardware
support for high availability. All of this functionality adds to hard-
ware cost and complexity. We posited that with careful endpoint
management, we could adjust transmission rates to avoid the need
for deep bu�ers while avoiding expensive packet drops. Further,
our switches run across a relatively small set of data centers, so
we did not require large forwarding tables. Finally, we found that
switch failures typically result from so�ware rather than hardware
issues. By moving most so�ware functionality o� the switch hard-
ware, we can manage so�ware fault tolerance through known tech-
niques widely available for existing distributed systems.
Even so, the main reason we chose to build our own hardware

was that no existing platform could support an SDN deployment,
i.e., one that could export low-level control over switch forwarding
behavior. Any extra costs from using custom switch hardware are
more than repaid by the e�ciency gains available from supporting
novel services such as centralized TE. Given the bandwidth required
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Figure �: A custom-built switch and its topology.

at individual sites, we needed a high-radix switch; deploying fewer,
larger switches yieldsmanagement and so�ware-scalability bene�ts.

To scale beyond the capacity available from individual switch
chips, we built B� switches from multiple merchant silicon switch
chips in a two-stage Clos topology with a copper backplane [��].
Fig. � shows a ���-port ��GE switch built from �� individual
��x��GEnon-blocking switch chips. We con�gure each ingress chip
to bounce incoming packets to the spine layer, unless the destination
is on the same ingress chip. �e spine chips forward packets to the
appropriate output chip depending on the packet’s destination.

�e switch contains an embedded processor running Linux. Ini-
tially, we ran all routing protocols directly on the switch. �is al-
lowed us to drop the switch into a range of existing deployments
to gain experience with both the hardware and so�ware. Next, we
developed an OpenFlow Agent (OFA), a user-level process running
on our switch hardware implementing a slightly extended version of
the Open Flow protocol to take advantage of the hardware pipeline
of our switches. �e OFA connects to a remote OFC, accepting
OpenFlow (OF) commands and forwarding appropriate packets
and link/switch events to the OFC. For example, we con�gure the
hardware switch to forward routing protocol packets to the so�ware
path. �e OFA receives, e.g., BGP packets and forwards them to the
OFC, which in turn delivers them to our BGP stack (§�.�).

�e OFA translates OF messages into driver commands to set
chip forwarding table entries. �ere are two main challenges here.
First, we must bridge between OpenFlow’s architecture-neutral ver-
sion of forwarding table entries and modern merchant switch sil-
icon’s sophisticated packet processing pipeline, which has many
linked forwarding tables of various size and semantics. �e OFA
translates the high level view of forwarding state into an e�cient
mapping speci�c to the underlying hardware. Second, the OFA ex-
ports an abstraction of a single non-blocking switch with hundreds
of ��Gb/s ports. However, the underlying switch consists ofmultiple
physical switch chips, each with individually-managed forwarding
table entries.

3.3 Network Control Functionality
Most B� functionality runs on NCS in the site controller layer co-

located with the switch hardware; NCS and switches share a dedi-
cated out-of-band control-plane network.

Paxos handles leader election for all control functionality. Paxos
instances at each site perform application-level failure detection
among a precon�gured set of available replicas for a given piece of
control functionality. When a majority of the Paxos servers detect
a failure, they elect a new leader among the remaining set of avail-
able servers. Paxos then delivers a callback to the elected leader with
a monotonically increasing generation ID. Leaders use this genera-
tion ID to unambiguously identify themselves to clients.

Figure �: Integrating Routing with OpenFlow Control.

We use a modi�ed version of Onix [��] for OpenFlow Control.
From the perspective of this work, the most interesting aspect of
the OFC is the Network Information Base (NIB).�e NIB contains
the current state of the network with respect to topology, trunk con-
�gurations, and link status (operational, drained, etc.). OFC repli-
cas are warm standbys. While OFAs maintain active connections to
multiple OFCs, communication is active to only one OFC at a time
and only a single OFC maintains state for a given set of switches.
Upon startup or new leader election, the OFC reads the expected
static state of the network from local con�guration, and then syn-
chronizes with individual switches for dynamic network state.

3.4 Routing
One of the main challenges in B� was integrating OpenFlow-

based switch control with existing routing protocols to support hy-
brid network deployments. To focus on core OpenFlow/SDN func-
tionality, we chose the open source Quagga stack for BGP/ISIS on
NCS. We wrote a Routing Application Proxy (RAP) as an SDN ap-
plication, to provide connectivity between Quagga and OF switches
for: (i) BGP/ISIS route updates, (ii) routing-protocol packets �ow-
ing between switches and Quagga, and (iii) interface updates from
the switches to Quagga.
Fig. � depicts this integration in more detail, highlighting the in-

teraction between hardware switches, the OFC, and the control ap-
plications. A RAPd process subscribes to updates from Quagga’s
RIB and proxies any changes to a RAP component running in the
OFC via RPC.�e RIBmaps address pre�xes to one ormore named
hardware interfaces. RAP caches theQuagga RIB and translates RIB
entries into NIB entries for use by Onix.
At a high level, RAP translates from RIB entries forming a

network-level view of global connectivity to the low-level hardware
tables used by the OpenFlow data plane. B� switches employ ECMP
hashing (for topology abstraction) to select an output port among
these next hops. �erefore, RAP translates each RIB entry into two
OpenFlow tables, a Flow table which maps pre�xes to entries into a
ECMP Group table. Multiple �ows can share entries in the ECMP
Group Table. �e ECMP Group table entries identify the next-hop
physical interfaces for a set of �ow pre�xes.
BGP and ISIS sessions run across the data plane using B� hard-

ware ports. However, Quagga runs on an NCS with no data-plane
connectivity.�us, in addition to route processing, RAPmust proxy
routing-protocol packets between the Quagga control plane and the

Figure �: A custom-built switch and its topology.

at individual sites, we needed a high-radix switch; deploying fewer,
larger switches yieldsmanagement and so�ware-scalability bene�ts.
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Fig. � shows a ���-port ��GE switch built from �� individual
��x��GEnon-blocking switch chips. We con�gure each ingress chip
to bounce incoming packets to the spine layer, unless the destination
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appropriate output chip depending on the packet’s destination.

�e switch contains an embedded processor running Linux. Ini-
tially, we ran all routing protocols directly on the switch. �is al-
lowed us to drop the switch into a range of existing deployments
to gain experience with both the hardware and so�ware. Next, we
developed an OpenFlow Agent (OFA), a user-level process running
on our switch hardware implementing a slightly extended version of
the Open Flow protocol to take advantage of the hardware pipeline
of our switches. �e OFA connects to a remote OFC, accepting
OpenFlow (OF) commands and forwarding appropriate packets
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hardware switch to forward routing protocol packets to the so�ware
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We use a modi�ed version of Onix [��] for OpenFlow Control.
From the perspective of this work, the most interesting aspect of
the OFC is the Network Information Base (NIB).�e NIB contains
the current state of the network with respect to topology, trunk con-
�gurations, and link status (operational, drained, etc.). OFC repli-
cas are warm standbys. While OFAs maintain active connections to
multiple OFCs, communication is active to only one OFC at a time
and only a single OFC maintains state for a given set of switches.
Upon startup or new leader election, the OFC reads the expected
static state of the network from local con�guration, and then syn-
chronizes with individual switches for dynamic network state.

3.4 Routing
One of the main challenges in B� was integrating OpenFlow-

based switch control with existing routing protocols to support hy-
brid network deployments. To focus on core OpenFlow/SDN func-
tionality, we chose the open source Quagga stack for BGP/ISIS on
NCS. We wrote a Routing Application Proxy (RAP) as an SDN ap-
plication, to provide connectivity between Quagga and OF switches
for: (i) BGP/ISIS route updates, (ii) routing-protocol packets �ow-
ing between switches and Quagga, and (iii) interface updates from
the switches to Quagga.
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teraction between hardware switches, the OFC, and the control ap-
plications. A RAPd process subscribes to updates from Quagga’s
RIB and proxies any changes to a RAP component running in the
OFC via RPC.�e RIBmaps address pre�xes to one ormore named
hardware interfaces. RAP caches theQuagga RIB and translates RIB
entries into NIB entries for use by Onix.
At a high level, RAP translates from RIB entries forming a

network-level view of global connectivity to the low-level hardware
tables used by the OpenFlow data plane. B� switches employ ECMP
hashing (for topology abstraction) to select an output port among
these next hops. �erefore, RAP translates each RIB entry into two
OpenFlow tables, a Flow table which maps pre�xes to entries into a
ECMP Group table. Multiple �ows can share entries in the ECMP
Group Table. �e ECMP Group table entries identify the next-hop
physical interfaces for a set of �ow pre�xes.
BGP and ISIS sessions run across the data plane using B� hard-

ware ports. However, Quagga runs on an NCS with no data-plane
connectivity.�us, in addition to route processing, RAPmust proxy
routing-protocol packets between the Quagga control plane and the

Google builds network gear out of single-chip switches 
by assembling them into CLOS and fat-tree networks.

Core
Switches

Edge
Switches

Aggregation
Switches

Fig. 1: A 3-tier (5-stage) fat tree using 4-port switching
elements. This example is equivalent to a 16-port switch.

require planning and overhead cable trays. They are also more
difficult to test and to replace after a break. This in turn
increases the cost of the network.
The fat-tree topology is very promising because it provides

an enormous amount of bisection bandwidth while using only
small, uniform switching elements. Figure 1 shows a small
example of the fat tree topology constructed from 4-port
switching elements. Bandwidth scaling is achieved by having
multiple, redundant paths through the network. However, if we
are not careful, these links can translate into a large degree
of cabling complexity, making the network impractical to
construct and maintain.

II. TECHNOLOGIES
DCNs are composed of racks, switches, cables, and trans-

ceivers. This section briefly reviews these four technologies.

A. Racks
Almost all data processing and networking equipment is

housed in large metal racks [8]. A typical rack measures 0.6
m wide by 1.0 m deep by 2.0 m high, has an unloaded weight
of 170 kg, and can support a maximum load of 900 kg [9].
A 2.0 m high rack is partitioned into 42 vertical rack units
(denoted as RU, or simply U). Each RU is 44.45 mm (1.75
in) high. Rack-mountable equipment occupies one or more
rack units.
Racks are lined up side-by-side in rows. To assist with

cooling, rows face front-to-front and back-to-back to form
what are called cold aisles and hot aisles [10]. A cold aisle
is at least 1.22 m (4 ft) wide and allows human access to the
front panels of the racks. A hot aisle is at least 0.9 m wide
and is heated by the air exhaust from the servers’ cooling fans.
Most cables are in the hot aisles.
Generally, there are three ways to route cables between

racks. If the racks are in the same row, then the simplest
way is to run the cables inside the racks. Specialized wire
management solutions exist to facilitate this. If there are lots
of cables, then it may be best to leave the top one or two RUs
empty. If the racks are in different rows, then it is common to
run the cables along the ceiling, suspended in overhead cable
trays. This is standard practice since it reduces clutter and
prevents safety hazards [10]. Some data centers have raised

floors with removable tiles. The space underneath the floor
can also be used to route cables, including power cables.

B. Switches
The most common Ethernet switch in the data center is the

so-called top-of-rack (TOR) switch. This is a 1-RU switch that
is placed in the top position in a rack and connects to all of
the compute nodes in that rack. These switches are becoming
commodities due to the recent emergence of merchant silicon.
TOR1G in Table I is a 48-port GbE / 4-port 10GbE switch.
Prices typically range between $2,500 and $10,000. TOR10G
is a 24-port 10GbE switch, with prices between $5,000 and
$15,000. Both switches consume approximately 200 W of
power.

TOR1G TOR10G EOR
GbE Ports 48 0 0

10GbE Ports 4 24 128
Power (W) 200 200 11,500
Size (RU) 1 1 33

TABLE I: Ethernet switch models. Prices vary.

Also present in data centers are so-called end-of-row (EOR)
switches. An EOR switch derives its name from the fact that
it is placed in a rack, sometimes by itself due to its size, and
all nearby switches in other racks connect directly to it. EOR
switches are also called modular switches, because they accept
a variety of modules, called line cards, with different Layer
1 interfaces and different combinations of switching fabrics
and network processors. EOR in Table I is a 128-port 10GbE
switch. Prices range between $500,000 and $1,000,000.

C. Cables and Transceivers
Table II lists properties of Ethernet cables and transceivers.
The term “Ethernet cable” usually refers to unshielded

twisted pair (UTP) copper cable. UTP cable is available in
different grades, which do not always correspond directly with
IEEE Layer 1 standards. For example, Cat-5e allows GbE
links of up to 100 m and Cat-6a allows 10GbE links of up to
100 m. Twinax (“InfiniBand”) shielded cable allows 10GbE
links of up to 15 m, but with different engineering tradeoffs.
For example, since twinax is shielded, the manufacturing cost
is higher than UTP, but transceivers are less expensive and
consume less power.
Optical fiber cables are becoming more common in the data

center as 10GbE is introduced. Multimode fiber (MMF) is
preferred over single-mode fiber (SMF) because optical trans-
ceivers for multimode fiber are significantly less expensive.
OM-3 “laser grade” MMF allows 10GbE links longer than
300 m. Distribution fiber cable can pack multiple fiber strands
within a single physical cable. Typical densities are multiples
of 12. A bidirectional link actually requires two fibers, so a
72-strand fiber cable only has 36 bidirectional communication
channels.
A transceiver converts signals between a circuit board and

a communications cable. For UTP and twinax copper cable,

And are moving into 
network chip design too.
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Figure 6.5 Hierarchy of switches in a WSC. (Based on Figure 1.2 of Barroso and Hölzle [2009].)

~2500 servers in an array
~20 arrays in a warehouse
A few dozen warehouses

Total: A few million servers
An array ...

What sort of “apps” 
run on an array?
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Request-based parallelism ...
In some 
applications, 
each machine 
can handle a net 
query by itself. 

Example: 
serving static 
web pages.  
Each machine 
has a copy of 
the website.

but I intentionally ignore them here because they
are well studied elsewhere and because the issues
in this article are largely orthogonal to the use of
databases.

Advantages
The basic model that giant-scale services follow
provides some fundamental advantages: 

■ Access anywhere, anytime. A ubiquitous infra-
structure facilitates access from home, work,
airport, and so on.

■ Availability via multiple devices. Because the
infrastructure handles most of the processing,
users can access services with devices such as
set-top boxes, network computers, and smart
phones, which can offer far more functionali-
ty for a given cost and battery life.

■ Groupware support. Centralizing data from
many users allows service providers to offer
group-based applications such as calendars, tele-
conferencing systems, and group-management
systems such as Evite (http://www.evite.com/).

■ Lower overall cost. Although hard to measure,
infrastructure services have a fundamental cost
advantage over designs based on stand-alone
devices. Infrastructure resources can be multi-
plexed across active users, whereas end-user
devices serve at most one user (active or not).
Moreover, end-user devices have very low uti-
lization (less than 4 percent), while infrastruc-
ture resources often reach 80 percent utiliza-
tion. Thus, moving anything from the device
to the infrastructure effectively improves effi-
ciency by a factor of 20. Centralizing the
administrative burden and simplifying end
devices also reduce overall cost, but are harder
to quantify.

■ Simplified service updates. Perhaps the most
powerful long-term advantage is the ability to
upgrade existing services or offer new services
without the physical distribution required by
traditional applications and devices. Devices
such as Web TVs last longer and gain useful-
ness over time as they benefit automatically
from every new Web-based service.

Components
Figure 1 shows the basic model for giant-scale
sites. The model is based on several assumptions.
First, I assume the service provider has limited
control over the clients and the IP network.
Greater control might be possible in some cases,
however, such as with intranets. The model also

assumes that queries drive the service. This is true
for most common protocols including HTTP, FTP,
and variations of RPC. For example, HTTP’s basic
primitive, the “get” command, is by definition a
query. My third assumption is that read-only
queries greatly outnumber updates (queries that
affect the persistent data store). Even sites that we
tend to think of as highly transactional, such as e-
commerce or financial sites, actually have this
type of “read-mostly” traffic1: Product evaluations
(reads) greatly outnumber purchases (updates), for
example, and stock quotes (reads) greatly out-
number stock trades (updates). Finally, as the side-
bar, “Clusters in Giant-Scale Services” (next page)
explains, all giant-scale sites use clusters.

The basic model includes six components:

■ Clients, such as Web browsers, standalone e-
mail readers, or even programs that use XML
and SOAP initiate the queries to the services.

■ The best-effort IP network, whether the public
Internet or a private network such as an
intranet, provides access to the service.

■ The load manager provides a level of indirection
between the service’s external name and the
servers’ physical names (IP addresses) to preserve
the external name’s availability in the presence
of server faults. The load manager balances load
among active servers. Traffic might flow through
proxies or firewalls before the load manager.

■ Servers are the system’s workers, combining
CPU, memory, and disks into an easy-to-repli-
cate unit. 

IEEE INTERNET COMPUTING http://computer.org/internet/ JULY • AUGUST 2001 47

Giant-Scale Services

Client

Client

Client

Load
manager

Persistent data store

Client

IP network

Single-site server

Optional
backplane

Figure 1.The basic model for giant-scale services. Clients connect via
the Internet and then go through a load manager that hides down
nodes and balances traffic.Load manager is a special-purpose computer that assigns 

incoming HTTP connections to a particular machine.
Image from  Eric Brewer’s IEEE Internet Computing article.
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Or ... many servers work on one request.

In other 
applications, 
many machines 
work together on 
each transaction.

Example: Web 
searching. The 
search is 
partitioned over 
many machines, 
each of which 
holds a part of 
the database.

Altavista web search engine did not use 
clusters. Instead, Altavista used 
shared-memory multiprocessors. This 
approach could not scale with the web.

above 20 Gbits per second. They detect down
nodes automatically, usually by monitoring open
TCP connections, and thus dynamically isolate
down nodes from clients quite well.

Two other load-management approaches are
typically employed in combination with layer-4
switches. The first uses custom “front-end” nodes
that act as service-specific layer-7 routers (in soft-
ware).2 Wal-Mart’s site uses this approach, for
example, because it helps with session manage-
ment: Unlike switches, the nodes track session
information for each user.

The final approach includes clients in the load-
management process when possible. This general
“smart client” end-to-end approach goes beyond
the scope of a layer-4 switch.3 It greatly simplifies
switching among different physical sites, which in
turn simplifies disaster tolerance and overload
recovery. Although there is no generic way to do
this for the Web, it is common with other systems.
In DNS, for instance, clients know about an alter-
native server and can switch to it if the primary
disappears; with cell phones this approach is
implemented as part of roaming; and application
servers in the middle tier of three-tier database
systems understand database failover.

Figures 2 and 3 illustrate systems at opposite
ends of the complexity spectrum: a simple Web farm
and a server similar to the Inktomi search engine
cluster. These systems differ in load management,
use of a backplane, and persistent data store.

The Web farm in Figure 2 uses round-robin
DNS for load management. The persistent data
store is implemented by simply replicating all con-
tent to all nodes, which works well with a small
amount of content. Finally, because all servers can
handle all queries, there is no coherence traffic
and no need for a backplane. In practice, even
simple Web farms often have a second LAN (back-
plane) to simplify manual updates of the replicas.
In this version, node failures reduce system capac-
ity, but not data availability.

In Figure 3, a pair of layer-4 switches manages
the load within the site. The “clients” are actually
other programs (typically Web servers) that use the
smart-client approach to failover among different
physical clusters, primarily based on load.

Because the persistent store is partitioned
across servers, possibly without replication, node
failures could reduce the store’s effective size and
overall capacity. Furthermore, the nodes are no
longer identical, and some queries might need to
be directed to specific nodes. This is typically
accomplished using a layer-7 switch to parse

URLs, but some systems, such as clustered Web
caches, might also use the backplane to route
requests to the correct node.4

High Availability
High availability is a major driving requirement
behind giant-scale system design. Other infra-
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Giant-Scale Services

Client

Client

Client

Round-
robin DNS

Simple replicated store

Client

IP network

Single-site server

Figure 2. A simple Web farm. Round-robin DNS assigns different
servers to different clients to achieve simple load balancing. Persis-
tent data is fully replicated and thus all nodes are identical and can
handle all queries.

Program

Program

Program

Load
manager

Partitioned data store

Program

IP network

Single-site server

Myrinet 
backplane

Figure 3. Search engine cluster. The service provides support to other
programs (Web servers) rather than directly to end users.These pro-
grams connect via layer-4 switches that balance load and hide faults.
Persistent data is partitioned across the servers, which increases
aggregate capacity but implies there is some data loss when a server
is down. A backplane allows all nodes to access all data.
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Concrete example: Advertising Click Prediction
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Advertisers pay Google $1.47, 
on average, if Google Search 
displays their ad in response 
to the search term 
mt fuji vacation. 
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Since Google is only paid if the 
user clicks, they predict, in real 
time, which of the bidding ads 
is most likely to yield a click. 

Hawaii ad penalized.
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ABSTRACT
Predicting ad click–through rates (CTR) is a massive-scale
learning problem that is central to the multi-billion dollar
online advertising industry. We present a selection of case
studies and topics drawn from recent experiments in the
setting of a deployed CTR prediction system. These include
improvements in the context of traditional supervised learn-
ing based on an FTRL-Proximal online learning algorithm
(which has excellent sparsity and convergence properties)
and the use of per-coordinate learning rates.

We also explore some of the challenges that arise in a
real-world system that may appear at first to be outside
the domain of traditional machine learning research. These
include useful tricks for memory savings, methods for as-
sessing and visualizing performance, practical methods for
providing confidence estimates for predicted probabilities,
calibration methods, and methods for automated manage-
ment of features. Finally, we also detail several directions
that did not turn out to be beneficial for us, despite promis-
ing results elsewhere in the literature. The goal of this paper
is to highlight the close relationship between theoretical ad-
vances and practical engineering in this industrial setting,
and to show the depth of challenges that appear when ap-
plying traditional machine learning methods in a complex
dynamic system.

Categories and Subject Descriptors
I.5.4 [Computing Methodologies]: Pattern Recognition—
Applications

Keywords
online advertising, data mining, large-scale learning

1. INTRODUCTION
Online advertising is a multi-billion dollar industry that

has served as one of the great success stories for machine
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learning. Sponsored search advertising, contextual advertis-
ing, display advertising, and real-time bidding auctions have
all relied heavily on the ability of learned models to predict
ad click–through rates accurately, quickly, and reliably [28,
15, 33, 1, 16]. This problem setting has also pushed the
field to address issues of scale that even a decade ago would
have been almost inconceivable. A typical industrial model
may provide predictions on billions of events per day, using
a correspondingly large feature space, and then learn from
the resulting mass of data.
In this paper, we present a series of case studies drawn

from recent experiments in the setting of the deployed sys-
tem used at Google to predict ad click–through rates for
sponsored search advertising. Because this problem setting
is now well studied, we choose to focus on a series of topics
that have received less attention but are equally important
in a working system. Thus, we explore issues of memory
savings, performance analysis, confidence in predictions, cal-
ibration, and feature management with the same rigor that
is traditionally given to the problem of designing an e↵ec-
tive learning algorithm. The goal of this paper is to give the
reader a sense of the depth of challenges that arise in real
industrial settings, as well as to share tricks and insights
that may be applied to other large-scale problem areas.

2. BRIEF SYSTEM OVERVIEW
When a user does a search q, an initial set of candidate

ads is matched to the query q based on advertiser-chosen
keywords. An auction mechanism then determines whether
these ads are shown to the user, what order they are shown
in, and what prices the advertisers pay if their ad is clicked.
In addition to the advertiser bids, an important input to the
auction is, for each ad a, an estimate of P (click | q,a), the
probability that the ad will be clicked if it is shown.
The features used in our system are drawn from a vari-

ety of sources, including the query, the text of the ad cre-
ative, and various ad-related metadata. Data tends to be
extremely sparse, with typically only a tiny fraction of non-
zero feature values per example.
Methods such as regularized logistic regression are a nat-

ural fit for this problem setting. It is necessary to make
predictions many billions of times per day and to quickly
update the model as new clicks and non-clicks are observed.
Of course, this data rate means that training data sets are
enormous. Data is provided by a streaming service based on
the Photon system – see [2] for a full discussion.
Because large-scale learning has been so well studied in

recent years (see [3], for example) we do not devote signif-

Basic idea: Billions of “features” are developed to 
predict, given an ad and a search, how likely it is 
that the searcher will click on the ad.

a vector: feature values for the search.
b vector: feature values for the ad.

Example 50 features: Does geo info indicate that 
the searcher is in the state of (1) Alabama? 
(2) Alaska .... (50) Wyoming. Binary, sparse features. 
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learning. Sponsored search advertising, contextual advertis-
ing, display advertising, and real-time bidding auctions have
all relied heavily on the ability of learned models to predict
ad click–through rates accurately, quickly, and reliably [28,
15, 33, 1, 16]. This problem setting has also pushed the
field to address issues of scale that even a decade ago would
have been almost inconceivable. A typical industrial model
may provide predictions on billions of events per day, using
a correspondingly large feature space, and then learn from
the resulting mass of data.
In this paper, we present a series of case studies drawn

from recent experiments in the setting of the deployed sys-
tem used at Google to predict ad click–through rates for
sponsored search advertising. Because this problem setting
is now well studied, we choose to focus on a series of topics
that have received less attention but are equally important
in a working system. Thus, we explore issues of memory
savings, performance analysis, confidence in predictions, cal-
ibration, and feature management with the same rigor that
is traditionally given to the problem of designing an e↵ec-
tive learning algorithm. The goal of this paper is to give the
reader a sense of the depth of challenges that arise in real
industrial settings, as well as to share tricks and insights
that may be applied to other large-scale problem areas.

2. BRIEF SYSTEM OVERVIEW
When a user does a search q, an initial set of candidate

ads is matched to the query q based on advertiser-chosen
keywords. An auction mechanism then determines whether
these ads are shown to the user, what order they are shown
in, and what prices the advertisers pay if their ad is clicked.
In addition to the advertiser bids, an important input to the
auction is, for each ad a, an estimate of P (click | q,a), the
probability that the ad will be clicked if it is shown.
The features used in our system are drawn from a vari-

ety of sources, including the query, the text of the ad cre-
ative, and various ad-related metadata. Data tends to be
extremely sparse, with typically only a tiny fraction of non-
zero feature values per example.
Methods such as regularized logistic regression are a nat-

ural fit for this problem setting. It is necessary to make
predictions many billions of times per day and to quickly
update the model as new clicks and non-clicks are observed.
Of course, this data rate means that training data sets are
enormous. Data is provided by a streaming service based on
the Photon system – see [2] for a full discussion.
Because large-scale learning has been so well studied in

recent years (see [3], for example) we do not devote signif-

To rank each ad: Take the dot product of a and b
for each ad, give the highest-valued ads placement.

“n” here is in the billions, but non-zero “a” and “b” 
values are in the thousands.  In a few milliseconds. 

Array partitioning: A master finds “candidate ads” 
for a search query, and parcels out click predict 
for candidates to many servers. Result returns to 
the master for final decisions on ad placement.
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Figure 6.5 Hierarchy of switches in a WSC. (Based on Figure 1.2 of Barroso and Hölzle [2009].)

~2500 servers in an array
~20 arrays in a warehouse
A few dozen warehouses

Total: A few million servers
An array ...

Guidelines for 
writing applications for 

the array.
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6 key parameters scale across dimension of 
“by one server”, “by 80-server rack” and “by array”

To get more DRAM and disk capacity, 
you must work on a scale larger than a single server.

But as you do, latency and bandwidth degrade, 
because network performance << a server bus, 

and because array network is under-provisioned.
Exception: disk latency is roughly scale-independent.
you must work on a scale larger than a single server.77Thursday, March 20, 14



After Spring Break ...

Tomasulo machines ...

Enjoy your week off !
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