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Security Goals for an Election
- Integrity: No election fraud

* Transparency: Everyone must be able
to verify that the election was
conducted appropriately

* Privacy: No one learns how the voter
has voted

wswe |+ Secret ballot: Voter cannot prove how
" she voted
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Breakthrough! — the Australian secret ballot.

Ballot printed by govt. Ballot boxes monitored by
observers. Ballots counted, by hand, in public.
Competing interests keep each other honest.
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Question: How do election security goals apply to
touchscreen (DRE) electronic voting machines?

1. Machine must allow each authorized voter
to vote exactly once; must prevent tfampering
with votes after they are cast.

2. Machine should be verifiably trustworthy.

3. Machine must randomize the order in
which votes were cast.

4. Machine must not give voter a “receipt”.

< Security Goals for an Election:
Integrity, Transparency, Privacy, Secret ballot

Nov 4, 2002:
State of Georgia votes on Diebold DREs.

March 18, 2003:
Diebold source code leaks.

July 23, 2003:

Tadayoshi Kohno, Adam Stubblefield, Avi Rubin,
Dan Wallach, "Analysis of an Electronic Voting
System”.




The voter authorization protocol

QueryStatus

ACTIVE (0x01)

(record vote) smartcard

SetStatus CANCELED (0x08)
—_—
Status = CANCELED

Succeeded

The voter authorization protocol

QueryStatus [Are youa valid card?]

ACTIVE (0x01) [Yup.]

(record vote) smartcard

[Please cancel yourself.]
SetStatus CANCELED (0x08)
__Setstatus CANCELED

Status = CANCELED
Succeeded [Ok]

<~ oucceeded [YR.]

Attack!

QueryStatus

ACTIVE (0x01
(record vote)

SetStatus CANCELED (0x08)

Succeeded

malicious
smartcard

QueryStatus

ACTIVE (0x01
(record another vote)

SetStatus CANCELED (0x08)
_ =>trorarts WA EEE

Succeeded

Authenticating election officials

What kind of card are you?
An administrator card.

smartcard
What's the secret PIN?
2301

[

% What's the secret PIN?
2301

Ok, you have admin access.

Source code excerpts

#define DESKEY ((des_key*)”F2654hD4™)

DESCBCEncrypt((des_c_block*)tmp,
(des_c_black*)record.m_Data, totalSize,
DESKEY , DES_ENCRYPT) ;

Source code excerpts

// LCG - Linear Congruential Generator -

// used to generate ballot serial numbers

// A psuedo-random-sequence generator

// (per Applied Cryptography, Bruce Schneier)

int TcgGenerator(int lastSN) {
return ((TastSN*1366) + 150889)%714025;
}

“Unfortunately, linear congruential
generators cannot be used for cryptography.”
— Applied Cryptography, p.369
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Trojan Horses and the Insider Threat

Ronald Dale Harris

Employee, Gaming Control Board, 1983-1995

Arrested, Jan 15,1995
Convicted, Sept 23, 1997, for rigging slot machines

Attempted Trojan Horse in Linux Kernel

;chedule(),‘
goto repeat;

}
if ((options == (__WCLONE|__WALL)) &&)

retval = -EINVAL;
retval = -ECHILD;
end_wait4:

current->state = TASK_RUNNING;

Trojan Horses and Voting Machines

Malicious logic hidden by an insider might, e.g.,
record votes incorrectly to favor one candidate.
Extremely difficult to prevent or detect.

Potential solutions:
- Verify that the software is free of Trojans.
(beyond the state of the art)

* Verify that output of the sw is correct.
- Voter-verified paper audit trail, 1% audits
+ Optical scan (paper ballots)
+ Ballot marking devices (paper ballots)
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Statistical audit

+ After election, randomly choose 1% of
machines and manually recount the paper
records on those machines. If paper count
# electronic count, there was fraud.

+ If » 100 machines cheat, detection is likely.
Consequently: If paper count = electronic count,
then no more than ~100 machines cheated.

The tallies are t, ..., 1,
Prover sh th ¢ hine i Verifier
(Elec. Official)| 2% meThe paper Tor machine l. skeptical voter)

(voter-verified paper audit trail)

TURN OVERTO
CONTUE VOTING




Conclusions

- E-voting security is hard, because computers
aren't transparent.

+ All known solutions use paper. Secure

paperless voting is an open research problem.
- Computer science is deeply relevant to
democracy.

* Technical principles:

- Two-person control, separation of duties
- Statistical audit

- Security against malicious insiders
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More than 4,500 North Carolina votes
lost because of mistake in voting
machine capacity

JACKSONVILLE, N.C. (AP) — More than
4,500 votes have been lost in one North
Carolina county because officials believed a
computer that stored ballots electronically
could hold more data than it did. Scattered
other problems may change results in races
around the state.

Officials said UniLect Corp., the maker of the
county’s electronic voting system, told them
that each storage unit could handle 10,500
votes, but the limit was actually 3,005 votes.

Machine error gives Bush 3,893 extra
votes in Ohio

By John McCarthy, Associated Press

COLUMBUS, Ohio — An error with an
electronic voting system gave President Bush
3,893 extra votes in suburban Columbus,
elections officials said.

Franklin County’s unofficial results had Bush
receiving 4,258 votes to Democrat John Kerry’s
260 votes in a precinct in Gahanna. Records
show only 638 voters cast ballots in that
precinct. Bush'’s total should have been
recorded as 365.

Broward Vote-Counting Blunder Changes Amendment Result
POSTED: 1:34 pm EST November 4, 2004

BROWARD COUNTY, Fla. -- The Broward County Elections Department has egg on its face today
after a computer glitch misreported a key amendment race, according to WPLG-TV in Miami.

Amendment 4, which would allow Miami-Dade and Broward counties
to hold a future election to decide if slot machines should be allowed at
racetracks, was thought to be tied. But now that a computer glitch for
machines counting absentee ballots has been exposed, it turns out the
amendment passed.

"The software. = O COTTETITOT 000-uates in a
Mhal happens when it gets to 32,000 is the software stai y x
Broward County Mayor

nting backward," said Broward County Mayor Ilene Lieberman,
Tlene Lieberman says

That means that Amendment 4 passed in Broward County by more voting counting error is an
than 240,000 votes rather than the 166,000-vote margin reported
‘Wednesday night. That increase changes the overall statewide results
in what had been a neck-and-neck race, one for which recounts had
been going on today. But with news of Broward’s error, it’s clear amendment 4 passed.

"embarrassing mistake."
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We would like to explain in further technical detail what caused this issue, should you or others at
the county have questions, The 32,767 capacity limitation at a single precinct level is a function

of the design and definition of the results database used by ERM. The data storage element

used to record votes at the precinct level is a two byte binary field. 32,767 is 2 to the 15" power,

which is the maximum number held by a twa byte word (16 bits) in memary, where the most
sianificant bit is reserved as the sign bit (a plus or minus indicator). Additionaily, ERM precinct

count level data Is stored in a binary computer format known as two’s complement. Data on ERM
results reports are printed as the absolute value of the twa's complement of the assoclated data

in the ERM database. This means that once the 32,767 limitation is reached, additional
incremental tallies of vote results would not be printed correctly (32,768 through 65, 536 would
actually be represented as 65,536 to 32,768).
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