Homework 5
CS161 Computer Security, Fall 2008
Assigned : 11/26/08
Due : 12/3/08

For your solutions you should submit a hard copy; either hand writtenspstgpled together or a print
out of a typeset documehnt

1. SQL injection [7 points]

SQL's prepared statements add ti “syntax to the languagesel ect * from f oo where
bar=?. ‘*?'’ can then be replaced with a string using a separate funs@arst ri ng ().
This is more secure than building up queries by concatenating stringsdessezt St ri ng() un-
derstands enough of the SQL language to ensure that its argument®peeypmterpreted by the
database server. For example, if the “ bar” column of a database costangs, therset Stri ng
ensures that its parameter is a string, and the server interprets it asiraydsiia, instead of inter-
preting it as a SQL language construct.

NOTE : For details of SQL prepared statements in Java, you should read :
http://java. sun. com docs/ books/tutorial /jdbc/ basics/ prepared. htm .

Suppose that a credit card web site uses a form like the one below tkahadkser to select a month
by number. Assume that the form posted from the user is used to gener@@Llaquery using a
prepared statement and string concatenation.

String mane = request. get Paraneter("nonth");
String uid = session.getCurrentUserld());
PreparedSt at ement pstnt = conn. prepar eSt at enent
(" SELECT usernane, startdate, transaction, anmount
FROM transaction_history
VWHERE user=" + uid + " AND nont h=" + nmame");
pstnt.execute(); pstnt.close();

(a)[3 points] Explain very briefly why this site is vulnerable to SQL injection, even thougtiénapts
to use Java Preparestatements.

(b) [4 points] Rewrite the above code using Preparestatement placeholder paramsiegs?’) to
eliminate all SQL injection bugs. Explain what will your fixed code do when ttecker attempts the
attack you outlined in part (a)?

2. DNS Cache Poisoning [5 points]

1|ATEX is the most suitable tool for typesetting mathematical documents, butugkesf other editors are perfectly acceptable



Consider a bank web site, hostedhdtt ps: // st ockbank. cont , that uses HTTPS (which is
HTTP over SSL/TLS) for all communication. When viewed in a web browseppose the bank
web page fetches and executes a JavaScriptlfioips: / / st ockbank. com scri pt s/ after 2
seconds of loading the web page.

Recall that whenever a browser connects to a server using HTTPSeer sends a certificate to
the browser, and the browser checks to make sure that the certificaieswad for the domain the
browser requested. Suppose your browser has a bug in the waysttf€&PS connections: if there
is one HTTPS connection open to a server, then while this session is still @peew connections
via HTTPS to the same site are assumed to be part of the existing SSL seskthnsdo not require
a certificate check.

Explain how a remote attacker could exploit this bug using DNS cache pogsdninead the cookie
of the banking web page when a victim user visits the bank web page. Fayuéstion, you may
assume that the victim’'s browser does not cache the DNS bindings (IEssédrfor a resolved host
name), i.e, it performs a separate DNS lookup for each HTTP request.

. More DNSattacks [8 pointg]

Java web applets can be run off the web using the Java virtual machingafthenterpreter) in the
browser. The Java Virtual Machine (JVM) in the browser enforcesdanee origin policy just like the
rest of the browser. Suppose the browser’s JVM has the following impitien of the same origin
policy: it allows a Java web applet, obtained from a site A, to communicate @teiork sockets
with all those IP addresses that belong to domain A, and writi those that belong to site A. For
instance, the JVM prevents applets from site A to setup a socket connext®addresses belonging
to other host names. As expected, the JVM relies on the DNS resolutiorcprttadetermine which
IP addresses belong to which host name.

Recall that in the DNS protocol, an DNS authoritative server can respiahdnultiple IP addresses
for a queried host name. So, for instance, if a users visits the web pagéwf 0o. comcontaining

a Java applet, and if the DNS server bimagv. f 00. comto two IP addresses, say X and Y, then the
JVM would allow the applet to read data from and send data to X and Y uictesitr

(a)[4 points] Suppose Alice’s company, FooBar Corp., hosts important confidentaihdents on an
internal web server dtoobar . cont i nt er nal / , allowing access to it for only its employees. Foo-
Bar’s firewall only allows access to the internal web server from withirctimapany’s local intranet;
direct connections to this web server from outside the company netwetd@cked. Show how an
attacker (employee of a different company), owning a registered welaiti@t t acker . com can
steal FooBar’s confidential documents if he can entice Alice to atsitacker . comfrom her office
machine. Your attack must exploit the above mentioned weakness in the D8 grand the way
Alice’s JVM handles multiple IP bindings for a hostname.

(b) [4 points] Recall that DNS-SEC is a data integrity and origin authentication protocdDf8
records. For the purpose of answering this question, assume thantiofis of DNS-SEC are im-
plemented by providing a signed certificate that allow a DNS module to verifyatfalS record
comes from a DNS server that is registered as the authoritative DNS §ervibat domain. So
for instance, if you visit the CS dept. homepagecat ber kel ey. edu, your machine will re-
ceive cryptographically signed messages that states that the IP aftiress ber kel ey. edu is
128.32.139.48, and that the DNS server which provides this IP addragthizrized to provide them
for ber kel ey. edu

Suppose DNS-SEC was ubiquitously deployed on the Internet and Pediarnal network. Would
your attack in part (a) still work? If not, explain how DNS-SEC prevengsdtiack. If yes, explain



why DNS-SEC does not prevent it and suggest a simple fix to preveatttmk.

4. Firewalls[10 pointg]
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Figure 1: Network Topology of the organization.

Suppose your company has the network topology shown in Figure 1.

It has two firewalls: one for the DMZand another for the internal network.
You want to ensure the following properties :

(a) Unless otherwise specified, all traffic should be denied.

(b) The satellite networks, except 12.0.0.0, should be able to communicatenyitb\MZ host over
port HTTP (port 80).

(c) Satellite network 9.2.1.0 should be able to communicate with 9.3.11.4 over $§BZpo

(d) Nobody outside the DMZ should be able to contact the internal network.

(e) Any host in the internal network should be allowed to talk to the hosts in DYMZ vsftp (port 21)
(f) Any host in the internal network should be able to connect to HTT#ess(port 80) on the Internet

Create stateless firewall policies for the firewalls FW1 and FW2 by filling ulesah figure 2 and

figure 3. Create only as many rules as you need in the tables below, kewpitiger of rules to a
minimum. Rules are evaluated by the firewalls in top-to-bottom order, with ruléehig receiving

priority over those lower down. For simplicity, you can assume that the firewas not need to keep
track of whether a packet is recieved on an in-bound link or outboundilmkattacks that spoof the
internal IP of the organization as the source IP in the packet (disciusstaks) are not in scope for
this question.

(a) [6 points] Show the firewall table entries for FW1 and FW2. The flags field can hakes
“ACK” and None. The value "ACK”, if present in the flags field, implies tha¢ ttule will be
satisfied iff the packet has the ACK bit set. You may assume that an initialrepeest packet
in TCP does not have the ACK bit set in the header; all other TCP packets d

(b) [2 points] Suppose the machine with IP address 9.2.1.1 suddenly starts generating @nmens
traffic to a HTTP web server in the DMZ. How would you change your fakwile to block the
offending machine from attacking the DMZ machine.

2DMZ is an abbreviated term for a demarcation zone or perimeter netweyris a physical or logical subnetwork that contains
and exposes an organization’s external services to the Internetufihese of a DMZ is to add an additional layer of security to an
organization’s local network; an external attacker only has accespitpraent in the DMZ, rather than the whole of the network.



| SRCIP| SRC Port| DEST IP | DEST Port] flags (ACK) | Allow / Drop |

Figure 2: FW 1 Table

SRC IP| SRC Port| DEST IP | DEST Port| flags (ACK) | Allow / Drop |

Figure 3: FW 2 Table

(c) [2 points] Suppose your employees download lots of videos from the new SnailTebsite at
1.2.3.4:80. How can you change your firewall rules to stop employeesdcoassing SnailTube
website?



