
Software Security: 
Principles (Part Deux) 

CS 161: Computer Security 
Prof. David Wagner 

February 5, 2014 









“Separation of responsibility.” 









“Defense in depth.” 



“Company	
  policy:	
  passwords	
  must	
  be	
  at	
  least	
  10	
  
characters	
  long,	
  contain	
  at	
  least	
  2	
  digits,	
  1	
  
uppercase	
  character,	
  	
  1	
  lowercase	
  character,	
  and	
  
1	
  special	
  character.”	
  





TC-­‐0	
  



What a piece of work is a man! how Noble in

Reason! how infinite in faculty! in form and moving

how express and admirable! in Action, how like an Angel!

in apprehension, how like a God!

     -- Hamlet Act II, Scene II 	



“Humans are incapable of securely storing high-quality cryptographic	


keys, and they have unacceptable speed and accuracy when performing	


cryptographic operations. (They are also large, expensive to maintain,	


difficult to manage, and they pollute the environment. It is astonishing	


that these devices continue to be manufactured and deployed. But they	


are sufficiently pervasive that we must design our protocols around	


their limitations.)”	


	


    -- Network Security: Private Communication in a Public World,���
       Charlie Kaufman, Radia Perlman, & Mike Speciner, 1995 	





“Psychological acceptability.” 











“Consider human factors.” 













“Threat models change.” 







“Threat models change.” 

“Design security in from the start.” 
        (Beware bolt-on security.) 















“Don’t rely on security through 
obscurity.” 




