Symmetric-Key Cryptography
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Prof. David Wagner




P P, P;

Plaintext Plaintext Plaintext
LIT T T T 171 [T 111 | HEEEEEEE
v v v
Block Cipher Block Cipher Block Cipher
Key —=  Encryption Key —=| Encryption Key —=  Encryption
' ' '
CLITTTTTT] [TTTTTT] N ..
. C, . C, . C,
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption
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Electronic Codebook (ECB) mode decryption
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Encrypted with ECB




Later (identical) message again encrypted with ECB
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Cipher Block Chaining (CBC) mode encryption
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Cipher Block Chaining (CBC) mode decryption
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Encrypted with CBC
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Counter (CTR) mode encryption

(Nonce = Same as V)
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Counter (CTR) mode decryption

(Note, CTR decryption uses block cipher’s encryption functionality, not decryption)



