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Tracking Your Web Surfing 
•  The sites you visit learn: 

– The URLs you’re interested in 
•  Google/Bing also learns what you’re searching for 

– Your IP address 
•  Thus, your service provider & geo-location 
•  Can often link you to other activity including at other 

sites 
– Your browser’s capabilities, which OS you run, 

which language you prefer 
– Which URL you looked at that took you there 

•  Via “Referer” header 



Tracking Your Web Surfing, cont. 

•  Oh and also cookies. 
•  Cookies = state that server tells browser to 

store locally 
– Name/value pair, plus expiration date  

•  Browser returns the state any time visiting 
the same site 

•  Where’s the harm in that? 
And are these used much anyway? 



Let’s remove all 
of our cookies 



Cool, no web site is tracking us … 



We do a search on 
“private browsing” 





Google has stored 
a couple of cookies 
on our system 



Goodness knows 
what info they 
decided to put in 
the cookie 



But it lasts for 
6 months … 



We click on the top result 



Note that this mode is 
privacy from your family, 
not from web sites! 



Ironically, we’ve 
gained a bunch of 
cookies in the process 



This one sticks 
around for two years. 



How did YouTube 
enter the picture?? 



YouTube is remembering 
the version of Flash I’m 
running … 



We navigate to The 
New York Times … 





What a lot of 
yummy cookies! 



Here are the ones 
from the website 
itself … 



This one tracks the details 
of my system & browser 



doubleclick.net - 
who’s that? 
And how did it get 
there from visiting 
www.nytimes.com? 



Third-Party Cookies 
•  How can a web site enable a third party to plant 

cookies in your browser & later retrieve them? 
–  Answer: using a “web bug” 
–  Include on the site’s page (for example): 

•  <img	  src="http://doubleclick.net/ad.gif"	  width=1	  
height=1>	  

•  Why would a site do that? 
–  Site has a business relationship w/ DoubleClick 
–  Now DoubleClick sees all of your activity that involves 

their web sites (each of them includes the web bug) 
•  Because your browser dutifully sends them their cookies for 

any web page that has that web bug  
•  Identifier in cookie ties together activity as = YOU 

* 

* Owned by Google, by the way 



Remember this 2-year 
Mozilla cookie? 



Google Analytics 
•  Any web site can (anonymously) register with 

Google to instrument their site for analytics 
–  Gather information about who visits, what they do 

when they visit 
•  To do so, site adds a small Javascript snippet 

that loads http://www.google-analytics.com/ga.js 
–  You can see sites that do this because they introduce 

a "__utma" cookie 
•  Code ships off to Google information associated 

with your visit to the web site 
–  Shipped by fetching a GIF w/ values encoded in URL 
–  Web site can use it to analyze their ad “campaigns” 
–  Not a small amount of info … 





Values Reportable via 
Google Analytics 



Still More Tracking Techniques … 

•  Any scenario where browsers execute 
programs that manage persistent state 
can support tracking by cookies 
– Such as …. Flash ?  



My browser had 
Flash cookies 
from 67 sites! 

Sure, this is where you’d 
think to look to analyze 
what Flash cookies are 
stored on your machine 

Some Flash cookies “respawn” 
regular browser cookies that you 
previously deleted! 



Facebook “Like” button 
(an IFRAME hosted on 
facebook.com) 



What does Facebook learn? 
•  Many pages include a Facebook “Like” button. 
•  What are the implications, for user tracking? 



Tracking – So What? 
•  Cookies etc. form the core of how Internet 

advertising works today 
–  Without them, arguably you’d have to pay for content 

up front a lot more 
•  (and payment would mean you’d lose anonymity anyway) 

–  A “better ad experience” is not necessarily bad 
•  Ads that reflect your interests; not seeing repeated ads 

•  But: ease of gathering so much data so easily ⇒ 
concern of losing control how it’s used 
–  Content shared with friends doesn’t just stay with 

friends … 



When you interview, they 
Know What You’ve Posted 





Tracking – So What? 
•  Cookies etc. form the core of how Internet 

advertising works today 
–  Without them, arguably you’d have to pay for content 

up front a lot more 
•  (and payment would mean you’d lose anonymity anyway) 

–  A “better ad experience” is not necessarily bad 
•  Ads that reflect your interests; not seeing repeated ads 

•  But: ease of gathering so much data so easily ⇒ 
concern of losing control how it’s used 
–  Content shared with friends doesn’t just stay with 

friends … 
–  You really don’t have a good sense of just what you’re 

giving away … 













How To Gain Better Privacy? 
•  Force of law 

– Example #1: web site privacy policies 
•  US sites that violate them commit false advertising 
•  But: policy might be “Yep, we sell everything about 

you, Ha Ha!” 



The New Yorker’s Privacy 
Policy (when you buy their archives) 

7.  Collection of Viewing Information.  You 
acknowledge that you are aware of and consent 
to the collection of your viewing information 
during your use of the Software and/or Content.  
Viewing information may include, without 
limitation, the time spent viewing specific pages, 
the order in which pages are viewed, the time of 
day pages are accessed, IP address and user ID.  
This viewing information may be linked to 
personally identifiable information, such as name 
or address and shared with third parties. 



How To Gain Better Privacy? 
•  Force of law 

– Example #1: web site privacy policies 
•  US sites that violate them commit false advertising 
•  But: policy might be “Yep, we sell everything about 

you, Ha Ha!” 
– Example #2: SB 1386 

•  Requires an agency, person or business that conducts 
business in California and owns or licenses 
computerized 'personal information' to disclose any 
breach of security (to any resident whose unencrypted 
data is believed to have been disclosed) 

•  Quite effective at getting sites to pay attention to 
securing personal information 





How To Gain Better Privacy? 
•  Technology 

– Special browser extensions 
– Tor and anonymizers – wait for Friday! 


