Tracking on the Web
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Tracking Your Web Surfing

* The sites you visit learn:

— The URLs you're interested in
« Google/Bing also learns what you’re searching for

— Your IP address
* Thus, your service provider & geo-location

« Can often link you to other activity including at other
sites

— Your browser’s capabilities, which OS you run,
which language you prefer

— Which URL you looked at that took you there

e Via “Referer” header



Tracking Your Web Surfing, cont.

 Oh and also cookies.

* Cookies = state that server tells browser to
store locally
— Name/value pair, plus expiration date

* Browser returns the state any time visiting
the same site

 Where's the harm in that?
And are these used much anyway?



The following cookies are stored on your computer:

accounts.google.com
auth.berkeley.edu
cnn.com

facebook.com
google.com
markets.on.nytimes.com
nytimes.com

us.cnn.com
wt.o.nytimes.com

Vv vyvyVvyVvyYYVYyYY YyY

Name: <no cookie selected>

Content: <no cookie selected>
Host: <no cookie selected> Let’'s remove all

of our cookies

Path: <no cookie selected>

Send For: <no cookie selected>

Expires: <no cookie selecteg
[ Remove Cookies ( [ Remove All Cookies ]




The following cookies are stored on your computer:

‘Site A& Cookie Name

Cool, no web site is tracking us ...

Mame: <no cookie selected>
Content: <no cookie selected>
Host: <no cookie selected>
Path: <no cookie selected>
Send For: <no cookie selected>
Expires: <no cookie selected>

(:Remnve Enukies) (_Ftemwe All Cﬂﬂl{iES:]
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IU Mozilla Firefox Start Page

Mozilla Firefox Start Page

EJ - private browsing| \Q ¥ A B~
private browsing Suggestio
private browsing on ipad mozilla
private browsing on chrome

private browsing safari ipad
private browsing safari
private browsing android
private browsing internet e_..
private browsing firefox an...
private browsing mode chr..
private browsing firefox m/..

_ rivate browsing firefox mobile

4 ) @& Goto a Website

G()uglﬁ Search

You're the director. Mobile is the star. Enter Firefox Flicks, our
global video contest about the power of mobile.

We do a search on
“private browsing”

* % O % O ¥

Downloads Bookmarks History Add-ons Sync Settings
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private browsing - Google Search

J private browsing - Google Search [ -+ 1

6:1 & hups:/ fwww.google.com/search?g=private+browsing&ie=utf-8&oe=utf-8&ag=t&rls=org.m

c ] (' private browsing

Q) (¥[8

Search

Ima Maps Play YouTube Mews Gmail Drive Calendar More ~

private browsing

Web Images Maps Shopping Applications More - Search tools

Private Browsing - Browse the web without saving information about ...
support.mozilla.org/.../private-browsing-browse-web-without-saving-inf... ~

When using a shared computer, Private Browsing is great for viewing websites without
saving stuff like cookies, temp files and a history of the pages you visit.

Firefox 20 Launches With Improved Private Browsing, New ...
. techcrunch.com/.../firefox-20-launches-with-per-tab-private-bro... ~

by Frederic Lardinois - in 18,052 Google+ circles
Apr 2, 2013 — Firefox 20 is now available for download. The emphasis of

today's release is on Firefox's private browsing mode, which now allows
Firefox ...

Privacy mode - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Privacy_mode ~

Internet Explorer & in InPrivate mode. Google Chrome in Incognito mode. Privacy mode
or "private browsing”, sometimes informally referred to as "porm mode”, ..

Firefox 20 improves private browsing, fixes three critical flaws | ZDNet
www.zdnet.com/firefox-20-improves-private-browsing-fixes-three-critic... -

Apr 3, 2013 — Mozilla has released the latest version of its Firefox web browser which
features new enhancement to private browsing and fixes a number of ...

Private Browsing - Web Browsers - About.com
browsers.about.com » ... » Web Browsers » Web Browser Glossary » FAQs ~

The methods for activating private browsing mode differ across browsers, operating
systems, and device types. These step-by-step tutorials teach you how to ...

* |




S e  Cookies

Search: (O
The following cookies are stored on your computer:
Site Cookie Name
¥ google.cc

google.com PREF

Name: NID
Content: 67=wM7cm7WZI9DNmOB4IMS8Vu1lK3Ngl Google has stored
Domain: .google.com a couple of cookies
Path: /

on our system
Send For: Any type of connection y

Expires: October 28, 2014 at 2:11:10 PM

| Remove Cookie | | Remove All Cookies |




N TN 2.1, 1 J o ——
Search: (O
The following cookies are stored on your computer:
Site Cookie Name
¥ google.com
google.com PREF
google.com NID
Name: NID

@7=wM7cm7WZIQDNmOB4IMSSVu 1K3Ngu05|u2t2Rkv@
Domain: .google.com

‘ d":th= i f Goodness knows

end For: Any type of connection -

Expires: October 28, 2014 at 2:11:10 PM Wha,t info they _
decided to put In

| Remove Cookie | | Remove All Cookies | ,
the cookie




® OO | Cookies

Search: Q.

The following cookies are stored on your computer:

Site Cookie Name
¥ google.com

google.com PREF
google.com NID

Name: NID
Content: 67=wM7cm7WZISDNmO0OB4IMS8VulK3NgLrOSIUZt2RkVeQw_zbA:

Domain: .google.com _
Path: / But it lasts for
Send For: A i 6 months ...

: October 28, 2014 at 2:11:10 PM

| Remove Cookie | | Remove All Cookies |




e®0o private browsing - Google Search

‘ private browsing - Google Search %

@:l s https://www.google.com/search?g=private+browsing&ie=utf-8&oe=utf-8&ag=t&rls=org.m 77 [ ] (V private browsing Q) [lr] [‘ﬂ‘] [ﬂ "]

Search Ima Maps Play YouTube Mews Gmail Drive Calendar More ~
} private browsing “ Sign in
Web Images Maps Shopping Applications More - Search tools ﬂ
About 30,800,000 results (0.15 seconds)
rivate Browsing - Browse the web without saving information about ...
SUDDOTT - — - - — -

When using a shared computer, Private Browsing is great for viewing websites
saving stuff like cookies, temp files and a history of the pages you visit.

Firefox 20 Launches With Improved Private Browsing, New ...
- techcrunch.com/.../firefox-20-launches-with-per-tab-private-bro... ~

il by Frederic Lardinois - in 18,052 Google+ circles
Apr 2, 2013 — Firefox 20 is now available for download. The emphasis of

today's release is on Firefox's private browsing mode, which now allows
Firefox ...

Privacy mode - Wikipedia, the free encyclopedia We C“Ck on the tOp reSU|t

en.wikipedia.org/wiki/Privacy_mode -
Internet Explorer & in InPrivate mode. Google Chrome in Incognito mode. Privacy mode
or "private browsing”, sometimes informally referred to as "porm mode”, ..

Firefox 20 improves private browsing, fixes three critical flaws | ZDNet
www.zdnet.com/firefox-20-improves-private-browsing-fixes-three-critic... -

Apr 3, 2013 — Mozilla has released the latest version of its Firefox web browser which
features new enhancement to private browsing and fixes a number of ...

Private Browsing - Web Browsers - About.com

browsers.about.com » ... » Web Browsers » Web Browser Glossary » FAQs ~
The methods for activating private browsing mode differ across browsers, operating
systems, and device types. These step-by-step tutorials teach you how to ...

.



anOon Private Browsing - Browse the web without saving information about the sites you visit | Firefox Help

4 )& support.mozilla.org/en-Us/kb/private-browsing-browse-web-without-saving-info Trv @ v private browsing Q A =
ASKAQUESTION  SIGNIN/REGISTER ) ENGLISH mozillav
I ll
mozilla support

Products & Services . HotTopics | M ion Box

Note that this mode is

privacy from your family,
@ Fil'efox Mac 05 X | Firefox 20 not from Web SiteS!

ECITING TOOLS

Private Browsing - Browse the wel without
RELATED ARTICLES saving information about the sites yQu visit
Mobile Private Browsing - As you browse the web, Firefox remembers lots of information for you: sites you'e visited, files
Browse the web on your ownloaded, and more. There may be times, however, when you don't want o
mobile device without ur computer to see this information, such as when shopping for a birthday present,
saving or syncing
information about the sites Private Browsing allows you to browse the Internet without saving any information about
you visit which sites and pages you've visited. This article explains what information is not saved when in

Private Browsing and gives you step-by-step instructions for using it.

Remove recent browsing,
search and download
history Warning: Private Browsing doesn't make you anonymaous on the Internet. Your Internet

service provider, employer, or the sites themselves can still track what pages you visit.
P P T TP Priviate Browecineg alen doecn't nratert vall frorm kevlaooere ar emvvare that mav bhe

alel



® OO Cookies

Search: O

The following cookies are stored on your computer:

Site ' Cookie Name
¥ google.com
google.com PREF
google.com NID

¥ support.mozilla.org

' support.mozilla.org o -
support.mozilla.org __utmb
support.mozilla.org __utmc
support.mozilla.org __utmz
¥ youtube.com
youtube.com VISITOR_INFO1_LIVE
youtube.com YSC
youtube.com ) PREF
Name: _ utma \M
Content: 62528430.549021593.1398719659.139871 398719659.:
Dor::tl:: ./support.mozulla.org Ironically, We’ve

Send For: Any type of connection gained a bunch Of
Expires: April 27, 2016 at 2:14:27 PM cookies in the process

' Remove Cookie | | Remove All Cookies |




e OO0 Cookies

Search: | Q

The following cookies are stored on your computer:

Site ' Cookie Name
¥ google.com
google.com PREF
google.com NID

¥ support.mozilla.org

support.mozilla.org

support.mozilla.org __utmb
support.mozilla.org __utmc
support.mozilla.org __utmz

¥ youtube.com
youtube.com VISITOR_INFO1_LIVE
youtube.com YSC
youtube.com PREF

Name: __utma
Content: 62528430.549021593.1398719659.1398719659.1398719659..

Domain: .support.mozilla.org

Path: / This one sticks
Send For: Any type of connection / around for tWO years

Expires: April 27, 2016 at 2:14:27 PM

' Remove Cookie | | Remove All Cookies |




e OO0 Cookies

Search: | Q

The following cookies are stored on your computer:

Site ' Cookie Name
¥ google.com
google.com PREF
google.com NID

¥ support.mozilla.org

support.mozilla.org

support.mozilla.org __utmb
support.mozilla.org __utmc
support.mozilla.org __utmz
¥ youtube.com
youtube.com VISITOR_INFO1_LIVE
youtube.com YSC
youtube.com PREF
Name: __utma
Content: 62528430.549021593.1398719659.13 59.1398719659.:
Domain: .support.mozilla.org .
Path: / How did YouTube
Send For: Any type of connection enter the piCtU re??

Expires: April 27, 2016 at 2:14:27 PM

' Remove Cookie | | Remove All Cookies |




® OO Cookies

Search: O

The following cookies are stored on your computer:

Site ' Cookie Name

¥ google.com
google.com PREF
google.com NID

¥ support.mozilla.org
support.mozilla.org __utma
support.mozilla.org __utmb
support.mozilla.org _utmc
support.mozilla.org __utmz

¥ youtube.com
youtube.com VISITOR_INFO1_LIVE
outube.com YSC

Name: PREF

Content: fv=13.0.0

Domain: .youtube.com

Path: / YouTube is remembering

Send For: Any type of connection ~— the version Of Flash I'm
Expires: April 27, 2016 at 2:14:17 PM running o

| Remove Cookie | | Remove All Cookies |
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Iﬁ Private Browsing - Browse the ...

Private Browsing - Browse the web without saving information about the sites you visit | Firefox Help
a www.nytimes.com

= % [ (B}~ private browsing

ASK A QUESTION SIGN IM / REGISTER

&) ENGLISH mozillav

mozilla suppo

Products & Services

We navigate to The
New York Times ...

@ FiI'EfOX Mac 05 X | [Firefox 20 |

Search Mozilla Support

Suggestion Box

EDITING TOOLS
Private Browsing - Browse the web without
RELATED ARTICLES saving information about the sites you visit
Mobile Private Browsing -
Browse the web on your

mobile device without
saving or syncing

information about the sites
you visit

As you browse the web, Firefox remembers lots of information for you: sites you've visited, files
you've downloaded, and more. There may be times, however, when you don't want other users
on your computer to see this information, such as when shopping for a birthday present.

Private Browsing allows you to browse the Internet without saving any information about

which sites and pages you've visited. This article explains what information is not saved when in
Private Browsing and gives you step-by-step instructions for using it.
Remove recent browsing,
search and download
history

Warning: Private Browsing doesn't make You anonymaous on the Internet. Your Internet
Wrsar +m o merbl e mmom o et e

service provider, employer, or the sites themselves can still track what pages you visit.
Priviate Browecineg alen doecn't nratert vall frorm kevlaooere ar emvvare that mav bhe

R



J & The New York Times - Breaking...

The New York Times - Breaking News, World News & Multimedia

Lt

<] | @) www.nytimes.com

& | (BY~ Google Q) (¥ B3~

= secTions Q SEARCH

SHOP
MARCJUACOBS.COM

LITTLE MARC

INTERNATIONAL  FR3ZFH

Ehe New Pork Eimes

Monday, April 28, 2014 IE] Today’s Paper

Personalize Your Weather E v

SUBSCRIBE NOW Register

WORLD US.

madewithibm

NEW YORK BUSINESS OPINION SPORTS SCIENCE ARTS

FASHION & STYLE  VIDEO All Sections

@ Expand to watch the unfolding stories

U.S. Announces
More Sanctions
Against Russia
Over Ukraine

By PETER BAKER and MARK
LANDLER

The United States ordered
travel bans and asset freezes
for seven Russian officials,
including two said to be in
President Vladimir V. Putin’s
inner circle, and froze assets
for 17 firms.

= 284 Comments

- Mayor of Eastern Ukraine
City Is Shot

- Putin Rival Takes Message to
East Ukraine

TimesMinute

ohamed Ab Ghany

Egypt Sentences More Than 680 to Death

The Muslim Brotherhood's spiritual leader and hundreds of
others were sentenced on charges of inciting or committing

violence. Supporters, above, reacted to the verdict Monday.

- m 130 Comments

Chernobyl: Capping a

PR . D R .

<. |

The Opinion Pages
EDITORIAL THE STONE
Political Executions in What Does Buddhism
Egypt Require?
It is clear from the sentencing The reality of rebirth
of 680 people to death in a may not be ‘o
mass trial that the country’s necessary. But
judges have become a believing in it
government tool. probably is.
* Editorial: Smartphones and * Gessen: Salon of the Exiled
the 4th Amendment - Op-Ed: The Wire Next Time
* Krugman: High Plains * Op-Docs | ‘Verbatim: What Is
Moochers

a Photocopier?’

Today’s Times Insider
Behind the scenes of The New York Times

- Thinking of Wine as Food With Eric Asimov
- Introducing Times Insider

&

The New YJork Eimes

HOME DEI| IVERY

MARKETS » At close 04/28/2014

S.&P. 500 Dow Nasdaq



Cookies

ol e — 0 e A e i B e D Sl e " Bl e s e e D M i e . L Bl e s B e e B M Sl e o B e e B 0|
_—

Search: O

The following cookies are stored on your comM

What a lot of
yummy cookies!

Site ?/ILCﬁ)kie Name

> _dotomi.com
doubleclick.net

» dynamicyield.com

» google.com

> imrworldwide.com

b krxd.net

» markets.on.nytimes.com

> revsci.net

> scorecardresearch.com

» support.mozilla.org
wt.0.nytimes.com

> youtube.com

I mediaEIex.com

N

/

Name: <no cookie selected>
Content:
Host:
Path:
Send For:

Expires:

<no cookie selected>
<no cookie selected>
<no cookie selected>
<no cookie selected>
<no cookie selected>

| Remove Cookies | | Remove All Cookies |
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Cookies

Search:

@ Here are the ones

The following cookies are stored on your computer:

Site

¥ nyti .com .
nytimes.com RMID t If
nytimes.com nyt5_disable N\ I Se =oem
nytimes.com _dyid
nytimes.com _dyfs \
nytimes.com _cb_ls
nytimes.com nytnow3p
nytimes.com kxtag28172.day
nytimes.com nyt-m
nytimes.com nyt-recommend
nytimes.com adxcl
nytimes.com adxcs
nytimes.com tagx-|
nytimes.com tagx-s
nytimes.com tagx-p
nytimes.com WT_FPC
nytimes.com _dyaud_page
nytimes.com _dysvar_8765260
nytimes.com _dyuss_8765260
nytimes.com _dycst
nytimes.com _dy_geo
nytimes.com _dyaud_nchc
nytimes.com _dyaud_sess
nytimes.com _dyus_8765260
nytimes.com rsi_segs
nytimes.com kxtag27935.day
nytimes.com kxtag27728.day
nytimes.com kxtag15486.day
nytimes.com kxtag21418.day
nytimes.com kxtag22998.day
nytimes.com kxtag21233.day
nytimes.com kxtag28173.day
nytimes.com _chartbeat?2

ytimes.com _chartbeat_uuniq
Name: WT_FPC
Content: id=281888c3-14a8-4805-ad44-ea4fb68e0535:lv=1398728093820:55=1398727411934
Domain: .nytimes.com
Path: /
Send For: Any type of connection
Expires: April 25, 2024 at 4:34:53 PM

| Cookie Name from the WebSite

[ Remove Cookie ] | Remove All Cookies |
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Search: (Q

The following cookies are stored on your computer:

Site | Cookie Name
nytimes.com _dyus_8765260
nytimes.com rsi_segs
nytimes.com kxtag27935.day
nytimes.com kxtag27728.day
nytimes.cor . . kxtag15486.day
nimes.con [ NS one tracks the details kxtag21418.day
nytimes.corn kxtag22998.day
nytimes.cormn Of my SyStem & browser kxtag21233.day
nytimes.cor kxtag28173.day
nytimes.com _chartbeat?2
nytimes.com _chartbeat_uunig
nytimes.com kxsegs
nvtimes.com krux seas

Name: kxtech

Content: [device%3DComputer%26manufacturer%3DApple%2 520Inc.%260s%3DMac¥%252005%2520X%26browser¥%3DFirefox%25202 ]
Host: www.nytimes.com
Path: /
Send For: Any type of connection
Expires: May 28, 2014 at 2:26:53 PM

[ Remove Cookie J [ Remove All Cookies]
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Search: (O

The following cookies are stored on your computer:

Site ' Cookie Name
» dotomi.com
¥ doubleclick.net

doubleclick.net id
dynamicyield.com
google.com
imrworldwide.com

krxd.net

markets.on.nytimes.com doubleclick.net -

mediaplex.com who’s that?

nytimes.com .

revsci.net And how did it get

scorecardresearch.com there from visi tlng
www.nytimes.com?

srv.dynamicyield.com
support.mozilla.org
web2.checkm8.com

VVYy VvV vV VYV VYyYVYyYYVYYYYY

wt.o.nytimes.com
Name: id
Content: 22936ce7e6020029|)t=1398720412|et=730|cs=002213fd48b84774786¢
Domain: <doubleclick.net
Path: /
Send For: Any type of connection
Expires: April 27, 2016 at 2:26:52 PM

[ Remove Cookie J | Remove All Cookies |




Third-Party Cookies

 How can a web site enable a third party to plant
cookies in your browser & later retrieve them?

— Answer: using a “web bug”

— Include on the site’s page (for example):

e <img src="http://doubleclick.net/ad.gif" width=1
height=1>

« Why would a site do that?

— Site has a business relationship w/ DoubleClick

— Now DoubleClick sees all of your activity that involves
their web sites (each of them includes the web bug)

» Because your browser dutifully sends them their cookies for
any web page that has that web bug

« |dentifier in cookie ties together activity as = YOU



e OO0 Cookies

Search: | Q

The following cookies are stored on your computer:

Site ' Cookie Name
¥ google.com
google.com PREF
google.com NID

¥ support.mozilla.org

- support.mozilla.org __utma

support.mozilla.org __utmb
support.mozilla.org __utmc
support.mozilla.org __utmz

¥ youtube.com
youtube.com VISITOR_INFO1_LIVE
youtube.com YSC
youtube.com PREF

Name: __utma
Content: 62528430.549021593.1398719659.1398719659.1398719659..

Domain: .support.mozilla.org Remember thIS 2_year
Path: / . .
Mozilla cookie?

Send For: Any type of connection

Expires: April 27, 2016 at 2:14:27 PM

' Remove Cookie | | Remove All Cookies |




Google Analytics

* Any web site can (anonymously) register with
Google to instrument their site for analytics
— Gather information about who visits, what they do
when they visit

 To do so, site adds a small Javascript snippet
that loads http://www.google-analytics.com/ga.js

— You can see sites that do this because they introduce
a"__utma" cookie

« Code ships off to Google information associated
with your visit to the web site
— Shipped by fetching a GIF w/ values encoded in URL
— Web site can use it to analyze their ad “campaigns”
— Not a small amount of info ...



http:dAwww .goog le-analvtics..coms/__utm.gif Yutmey=4.9.180utnn=4854934 53150t nhn=twww . =
idereel .comtutme=8{user Type )9{Loggediut )11 {2 Weutncs=UTF -GEutnsr=1658x1ARALLENEC=
24-bitEutmul=en-ustutmje=180tnf |=10.2 riE3Eutmdt=Watch Online | Americaon Idol Ep
izodes - American Idol ep 23 - wia wideobb.com - SideReeltutmhid="Y243943530tmr=H
sAtmp=Sdmerican_Idol/seqzon-18/epizode-253/ L inks /8841441 et mac=UA-1471 3587 - 3tutmoc
=__utma=18585845: . 2B00E5230 7 . 1257459230 . 1291654285 . 1291691625 .9 +__utmz=10585843
2.1287459238 .1 .1 .utnesr={direct i |utmccn={direct ) |utmcmd={none ) ;Eutmu=00AAE

hitp://pubads . .g.doubleclick .net /gampad,/ads?corre lator=1291 9054780495 0ut put=Jz0n _
htmlEcal lback=06A_goog lesetadContentsbBy3 lotForSvnceimnp l=sic |l ient=ca-pub-"77"55864421
83834968z Llothame=w [v_728x90_atfipage_z lots=wlv_728x98_at.fecust_params=tit le=Amer
ican®d2Bldo léstate= loggedoutinoqutop lay=toook 1e=10=75911f fE1976adAR i T=1257459258 :
S=ALNI_ZMOH1Jqg70f _neADng [E0Gad4YbuCgtlr [=http i/ Awww sidereel .comsamerican_Idol /s
eazon-1A/epizode-23/ Links/6b4144liref=http /A wuw . sidereel .comamerican_Idol /zeqs
on-18/epizode-23/zeqrchilmt=1291 9054 7754t =1 2919054780695 cc=1 A0 i w=8088h 1 h="7"7 281
f1=1tadk=156946882760_te=—42000_his=hiu_java=truetu_h=1858E._w=168880_ah=1808E4_
aw=168880_cd=24c0_np lug=18c._nmime=05&f lash=18.2 .1553egads=v2600_vid=28B67852502 .1
2874592538 00_21d=1291691698830_h1d="724394353800_fc=true

http:/googleads.g.doubleclick .net/pagead/adviewai=62b9cRoCZTFUHCtDaqQGpk Zxqt_m
q7 IgCmdxbZCWEytvxwAlARGE IMe9rBoedAGDI L ELGGLvEDgGh I BEHdSdvEzalR Lemh LBCE jb2Z6A0k 3M 1h
40TEf Y AP LAQnaAURodHRWD 1 Svdad 3L nMp 2y Wb =L mby b S9BERWA waliNhb [ 912692 3N LY sNvb 1AxMC9
lcGlzbZR ILTIzLZxpbmtzLzY 1INDEBNDGY AoAK LA T YwAIEvALhmE4b4A T AGQIKND T4NTLIEM JMAOJADY AF.
YaAowCgAMBEAD JCegDml joA-YCOOMAAABE4AQELS 1gh=1x AUEWwn 3T (i



Values Reportable via
Google Analytics

Affiliation
Billing City
Billing Country
Billing Region

Browser Lang.
Complete URL
Cookie Values
Current Page
Event Tracking
Flash Version
Grand Total

Host Name
Java-enabled
Language Encoding
Order ID

Page Title

Product Code
Product Name
Profile Number
Repeat Campaign Visit
Quantity

Screen Color Depth

Screen Resolution
Shipping Cost

Special Event

Start Campaign Sess.
Tax

Tracking Code Version
Unique GIF ID

Unit Price

User Defined Var
Variations on an ltem



Still More Tracking Techniques ...

* Any scenario where browsers execute
programs that manage persistent state
can support tracking by cookies

—Such as ....



—[TaV http:/ /www.macromedia.com/support/docu mentatinn,.’en,FﬂashplaverfhEIprEnings_manager[@

Flash Player Help

Website Privacy Settings panel

TAEBLE OF CONTENTS Adobe Flash Player™ Settings Manag Sure’ thIS IS Where you,d
L AR think to look to analyze

Flash Player Help : : ) .
Settings Manager Website Privacy Settings what Flash cookies are

= Global Privacy Settings Panel For websites y ou hav e already visited, view o
sattings for access to your camera and / or mick

= Global Storage Settings Panel StOI’ed on yOur machine

= Global Security Settings Panel O &5 Aways ask
) ) ) Ahay low
= (Global Motifications Settings Panel g: Ay &
A ' : Alway s deny - =
= \Website Privacy Settings Panel Visited . | Delete website ||__Delete allsites |
= Wehsite Storage Settings Panel Wacy Websites Used Lirmit
%] www theonion.com 3KB 100 KB ;\

Display Settings @ d.scribd.com 2KB 100 KB >

_ k] mail. google.com 1 KB 100 KB A
Local Storage Setings \K static.usnews.com . 100 KB L+
Microphone Settings
Camera Settings Note: The Settings Manager that ysu see above is not an image; it is the actual
Frivacy Settings Settings Manager. Click the tabs to ses different panels, and click the options
Local Starage Pop-Up Cuestion in the panels to change your Adobe Flash\Rlayer settings.

Privacy Pop-Up Question

Security Pop-Up Question The list of websites above is stored on your computer o M y b rowse r h ad
or change your privacy settings or local storage settings )
to this list, or to any of the information that the website F | aS h COO k| eS
T ., [vour computer. .

Some Flash cookies “respawn from 67 SlteS'

regular browser cookies that you |Use this panel to specify privacy settings for any of the

previously deleted! requested permission to use your camera or microphone or to store information

on your computer.

About Updating Adobe Flash Player




srnet Expnlorer bua lets hacker control vo PC
| z Internet Explorer bug lets hack... ] o= [

money.cnn.com/2014/04/28/technology/security/ & | (B}~ facebook "recorQ

Internet Explorer bug lets
hacker control your PC

By Jose Pagliery @Jose_Pagliery April 28, 2014: 2:27 PM ET

(3 Recommend LI} @S P3G

A new bug in Internet Explorer allows hackers to commandeer your computer.

4 K 2K 455 206 1K

Lf) in |

If you're using Internet Explorer and click on the wrong link, a
hacker could hijack your computer.




What does Facebook learn?

 Many pages include a Facebook “Like” button.
* What are the implications, for user tracking?



Tracking — So What?

 Cookies etc. form the core of how Internet
advertising works today

— Without them, arguably you'd have to pay for content
up front a lot more
* (and payment would mean you'd lose anonymity anyway)

— A “better ad experience” is not necessarily bad
» Ads that reflect your interests; not seeing repeated ads
« But: ease of gathering so much data so easily =
concern of losing control how it's used

— Content shared with friends doesn’t just stay with
friends ...



careerbuildercn _ _
More Employers Screening Candidates

via Social Networking Sites

Five tips for creating a positive online image
Rosemary Haefner, Vice President of Human Resources at CareerBuilder

When you interview, they
Know What You've Posted

Gone are the days when all job seekers had to worry about were their résumés and
cover ]etters Today, th{:-se documents remain a stap]e of e Job-search process, but

Forty-five percent of employers reported in a June 2009 CareerBuilder survey that
they use social ﬂetwnrkmg sites to screen p{:-tentlal employees; compared to only 22
percent of ¢ ors ercent of employers plan to start using social

etwnrkmg sites f{:-r the screening process. More than 2,600 hiring managers
participated in the survey.




Why employers disregard candidates after screening online

Thirty-five percent of employers reported they have found content on social
networking sites that caused them not to hire the candidate, including:

¢ (Candidate posted provocative or inappropriate photographs or information --
53 percent

¢ Candidate posted content about them drinking or using drugs -- 44 percent

¢ Candidate bad-mouthed their previous employer, co-workers or clients -- 35
percent

¢ Candidate showed poor communication skills -- 29 percent
¢ Candidate made discriminatory comments -- 26 percent
¢ Candidate lied about qualifications -- 24 percent

¢ (Candidate shared confidential information from previous employer -- 20
percent



Tracking — So What?

 Cookies etc. form the core of how Internet
advertising works today

— Without them, arguably you'd have to pay for content
up front a lot more
* (and payment would mean you’d lose anonymity anyway)

— A “better ad experience” is not necessarily bad
* Ads that reflect your interests; not seeing repeated ads
« But: ease of gathering so much data so easily =
concern of losing control how it's used

— Content shared with friends doesn’t just stay with
friends ...

— You really don’'t have a good sense of just what you're
giving away ...



Login Join Twitter!

My baby girl.... http://t.co/5qLfLV6

2 minutes ago via Twitter for Android

BritBangert

Brittany Bangert

@ 2011 Twitter About Us Contact Blog Status Resources APl Business Help Jobs Terms Privacy



] o
bW'bP'c Click here to login or create an account » £ | Sign in with Twitter

€ @BritBangert
= Brittany Bangert April 5, 2011

Do you own a business?
Be found on Google for free

Claim your free listing today »

Google places

Share this photo

ﬂ Put this photo on your website

Views 11

Login to leave a comment

Events

Tags
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| Can

Raising awareness about inadvertent information sharing

How Why About Us Contact Us

Who have we stalked recently? Links

ICanStalkl was able to stalk at 51 Great Jones
. S5t New York NY

1 minute ago -

ICanStalkl was able to stalk at
http: //maps.google. cnmf?q 5? 1344444444 12. 7141666667

2 minutes ago -

ICanStalkl was able to stalk at
http: //maps.google. cnmf?q— 15 ?38[]555556 -47. 8986111111

2 minutes ago -

Did you know that a lot
. ICanStalklU was able to stalk at 920 Hawley 5t of smart phones encode

Taylorville IL the location of where
1 minute ago - . . .

pictures are taken?

ICanStalkl was able to stalk at Anyone who has a copy

http: //maps.google. cnmf?q 13 ?83[][]558?9 100.518500685 can i this
4 minutes ago - information.

ICanStalkl was able to stalk at

http: //maps.google. cnmf? 3? ?85166556? 122.404166667 . : :
qm.ﬁmsagop 8008 & Disabling Geo-Tagging

on your phone is easy.



How To Gain Better Privacy?

 Force of law

— Example #1: web site privacy policies
« US sites that violate them commit false advertising

 But: policy might be “Yep, we sell everything about
you, Ha Ha!”



THE NEW YORRER s Privacy

POI |Cy (when you buy their archives)

/. Collection of Viewing Information. You
acknowledge that you are aware of and consent
to the collection of your viewing information
during your use of the Software and/or Content.
Viewing information may include, without
limitation, the time spent viewing specific pages,
the order in which pages are viewed, the time of
day pages are accessed, IP address and user ID.
This viewing information may be linked to
personally identifiable information, such as name
or address and shared with third parties.



How To Gain Better Privacy?

 Force of law

— Example #1: web site privacy policies
« US sites that violate them commit false advertising

 But: policy might be “Yep, we sell everything about
you, Ha Ha!”

— Example #2: SB 1386

* Requires an agency, person or business that conducts
business in California and owns or licenses
computerized 'personal information’ to disclose any
breach of security (to any resident whose unencrypted
data is believed to have been disclosed)

* Quite effective at getting sites to pay attention to
securing personal information
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Home » Mews » Security

Security

May 8, 2009 1:53 PM PDT
UC Berkeley computers hacked, 160,000 at risk

Michelle Meyers AfA = Print [®] E-mail % Share G§& 20 comments

This post was updated at 2:76 p.m. PDT with comment from an outside database secunty software vendor.

Hackers broke into the University of California at Berkeley's health services center computer and potentially stole
the personal information of mare than 160,000 students, alumni, and others, the university announced Friday.

At particular risk of identity theft are some 97,000 individuals whose Social Security numbers were accessed in the
breach, but it's still unclear whether hackers were able to match up those 35Ns with individual names, Shelton
Waaaener, UCE's chief technology officer, said in a press conference Friday afternoon.



How To Gain Better Privacy?

* Technology
— Special browser extensions
— Tor and anonymizers — wait for Friday!



