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First off 

•  Can I have a volunteer, please? 



THE CS161 EPIC LIP SYNC 
BATTLE 



Injection attacks 

•  What does this have to do with computer 
security? 



LOGISTICS 



Course Structure 
•  Absorb material presented in lectures and 

section 
•  3 course projects (24% total) 

– Done individually or in small groups 
•  ~4 homeworks (16% total) 

– Done individually 
•  Two midterms (30%) 

– Mon Feb 22 and Mon Mar 28, 8-9:30pm 
•  A comprehensive final exam (30%) 

– Tue May 10, 7-10pm  



Textbooks 
•  No required textbook.  If you want extra reading: 
•  Optional: Introduction to Computer Security, 

Goodrich & Tamassia 
•  Optional: The Craft of System Security, Smith & 

Marchesini  



Class Policies 
•  Late homework: no credit 
•  Late project: -10% if < 24 hrs, -20% < 48 hrs, 

-40% < 72 hrs, no credit ≥ 72 hrs 
•  Never share solutions, code, etc., or let any other 

student see them.  Work on your own (unless 
assignment states otherwise). 

•  If lecture materials available prior to lecture, don’t 
use to answer questions during class 

•  Participate in Piazza 
–  Send course-related questions/comments, or ask in 

office hours.  No email please: it doesn’t scale. 
 



OVERVIEW OF THIS COURSE 



What is Computer Security? 

•  Allow intended use of computer systems 

•  Prevent unwanted use that may cause harm 



Why should you care? 
•  Impacts everyone’s day-to-day life 

–  Millions of compromised computers, millions of stolen 
passwords 



Learn About Security 

Make a Difference 



THREAT MODELS 



Threat models 

•  High-level goal is risk management, not 
bulletproof protection. 
–  Much of the effort concerns raising the bar and 

trading off resources 
•  How to prudently spend your time & money? 

•  Key notion of threat model: what you are 
defending against 
–  Determines which defenses are worthwhile 











Threats have evolved… 

•  1990’s: bragging rights 

•  late 2000’s: financially motivated 
–  Spam, pharmaceuticals, credit card theft, identity theft 















Threats have evolved… 

•  Attackers have become more sophisticated; 
arms race between attackers and defenders 
fuels rapid innovation in malware 

•  Many attacks aim for profit and are facilitated by 
a well-developed “underground economy” 



Threats have evolved… 

•  1990’s: bragging rights 

•  late 2000’s: financially motivated 
–  Spam, pharmaceuticals, credit card theft, click fraud 

•  2010’s: politically motivated 
–  Government actors: Stuxnet, Flame, Aurora 
–  Private activism: Anonymous, Wikileaks 













Lesson 

•  To protect computer systems, you must know 
your enemy 

•  Security is not about perfection: it’s about 
defenses that are good enough to stop the 
threats you’re likely to encounter 



AMAZING EXPLOITS 



Epic Hack: Internet worm 

•  The first Internet worm 
•  A grad student experimented (in the lab) with 

self-spreading malware 
•  It got out. 
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Epic Hack: Internet worm 

•  The first Internet worm 
•  A grad student experimented (in the lab) with 

self-spreading malware 
•  It got out. 
•  And took down the Internet. 

•  There is a lesson here. 



Epic Hack: Sarah Palin 

•  Guy wants to mess with 
Sarah Palin’s campaign 

•  Tries logging into her Yahoo Mail 
account, sees her security questions… 



Epic Hack: Sarah Palin 
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Epic Hack: Sarah Palin 

•  Sentenced to 1 year 
in federal prison 



Epic Hack: Sarah Palin 

•  Aftermath: in 2012, someone hacks Mitt 
Romney’s email account 



Epic Hack: Sarah Palin 

•  Aftermath: in 2012, someone hacks Mitt 
Romney’s email account 

•  … by guessing the name of his pet dog 



Epic Hack: Google 



Epic Hack: 
Target 



Questions? 



Coming Up … 
•  Friday’s lecture: Buffer overflows, 

memory safety, and more 
•  Join Piazza 
•  Get your class account online 



BONUS FOR THE BORED 



Epic Hack: Prisoner’s Dilemma 

•  You and a conspirator are arrested.  Do you 
stay silent (“cooperate”), or rat out your 
conspirator (“defect”)? 

•  Competition: Submit a program to play 
prisoner’s dilemma.  Submit multiple entries, if 
you like.  Tournament held to play off entries 
against each other. 

B: Cooperate B: Defect 
A: Cooperate -1, -1 -3, 0 
A: Defect  0, -3 -2, -2 

What would your 
strategy be?


