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1997 - The Internet of Every Computer
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2007 - The Internet of Every Body
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2017 - The Internet of Everyday Things
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000%! Wiring Devices

Enjoy Wireless Plug-In Lighting or
Appliance Control
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2014 CES 2014: Connec’;gd
Home And WearablesTo

2014 Will Be The Year Of Take Center Stage
Wearable Technology

An oasis of gadgets at CES 2014 will highlight the
powers of Bluetooth and wearable computing, the
connected home and the quantified self.
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Broad Technology Trends

Bell’ s Law: a new computer

Moore’ s Law: # transistors
class emerges every 10 years

on cost-effective chip doubles

every 18 months

Transistors Com pute rS
Per Die
Per Person

® 1965 Actual Data 16 2 ¥
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128M Itanium™ -

~_Mainframe

1975 Projection
Pentiume® 4

Memory ly
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Today: 1 million transistors per $ 103:1

years

Same fabrication technology provides CMOS radios
for communication and micro-sensors



‘Low-Tech’ Enabling Technology

Network

- Sensors
Storage Communication
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The Systems Challenge
Monitoring & Managing Spaces and Things
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Leading Internet Research Perspective
~ 1999

“Resource constraints may cause us to give up the
layered architecture.”

“Sheer numbers of devices, and their unatten~
deployment, will preclude reliance on bro~ )
communication or the configuration ¢ ¢--..y needed to
deploy and operate networked de" T\

“There are significant robu*’\Ne"',eand scalability
advantages to designir-  .ications using localized
algorithms.”

“Unlike traditional networks, a sensor node may not
need an identity (e.g. address).”

“It is reasonable to assume that sensor networks can
be tailored to the application at hand.”




Key WSN Research Developments

Event-Driven Component-Base Operating System
— Framework for building System & Network abstractions
— Low-Power Protocols
— Hardware and Application Specific

Idle listening
— All the energy is consumed by listening for a packet to receive
=> Turn radio on only when there is something to hear

Reliable routing on Low-Power & Lossy Links
— Power, Range, Obstructions => multi-hop

— Always at edge of SNR => |oss is common
=> monitoring, retransmission, and local rerouting

Trickle — don’t flood (tx rate < 1/density, and < info
change)

— Connectivity is determined by physical points of interest, not
network designer.

— never naively respond to a broadcast
— re-broadcast very very politely




Decade of Networking (sans

Architecture)
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CC2420 Driver
802.15.4 Encryption

Media Access Control
Media Management Control 1348 20
6LoWPAN + IPv6 2550

Checksums

SLAAC

DHCPv6 Client

24038 ROM DHCPv6 Proxy
3598 RAM ICNIPve

Unicast Forwarder

(including runtime) Multicast Forwarder
Message Buffers

* Production implementation on TI msp430/cc2420 Router
* Footprint, power, packet uDP
size, & bandwidth TCP

 Open version 27k / 4.6k

4/29/14 18
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Internet of Every Thing — standardized
2010

ROLL T. Winter, Ed.
Internet-Draft
Intended status: Standards Track P. Thubert, Ed.
Expires: April 4, 2011 Cisco Systems
A. Brandt
2008-02-15 charter Sigma Designs
T. Clausen
LIX, Ecole Polytechnigue
Routing Over Low power and Lossy networks (roll) J. Hui
................................................ Arch Rock Corporation
R. Kelsey
Charter Ember Corporation
P. Levis
Current Status: Active Working Group Stanford University
) K. Pister
Chalséségsseur <jpveécisco.com> Dust Networks
David Culler <culler@eecs.berkeley.edu> il
r JP. Vasseur
o Cisco Systems
I October 1, 2010
Alliance '
Enabling the ‘ . RPL: IPvé6 Routing Protocol for Low power and Lossy Networks
INTERNET OF THINGS draft-ietf-roll-rpl-12
Abstract
3 z'QBee Low power and Lossy Networks (LLNs) are a class of network in which
A"lan(e both the routers and their interconnect are constrained. LLN routers
—_— — .

ZigBee Smart Energy Version 2.0 Documents

ZigBee Smart Energy version 2.0 will be IP-based and offer a variety of new features.

4/29/14 19



Smart meter rollouts

" Open IRV6, ...
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Deployment to more than
50% ofend-users

© 2012 The Institute for Electric Efficiency

¥ Installed Smart Meters
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http://www.edisonfoundation.net/iee/Documents/IEE_SmartMeterRollouts 0512.pdf
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Hardware
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Mote inside

* UP => Arm Cortex

* Radio => 802.15.4g
narrow=band freq. hopper

* TinyOS too
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Example 2004 Mote: TelosB

user button

reset button
SR photodiode
»~ PAR photodiode

g, SHT11 humidity / temp
QPZ@. 6 pin expansion

(bottom)
TI MSP430 F1611

ST M25P80 flash
serial ID

CC2420
IEEE 802.15.4 radio




Microcontrollers

Mote Tvpe WeC | René | René | Dot Mica | Mica2Dot* | Mica2* Telos
Year 1998 | 1999 2000 | 2000 2001 2002 2002 2004
Microcontroller

ATO0LS8535 2163 TT MSP430

RAM (

Active

Sleep Power (W)

Wakeup Time (us) 1000 36 180 180 6
Nonvolatile storage

Chip 241.C256 AT45DB041B ST M25P&0
Conmmection type I°C SPI SPI
Size (KB) 32 512 1024
Communication

Radio TR1000 CC1000 CC2420

Data rs

Moduls e

Recelve Power (mW) 9 12 29 38
Transmit Power at 0dBm (mW) 36 36 42 35
Power Consumption

Minimum Operation (V) 2.7 2.7 2.7 1.8
Total Active Power (mW) 24 27 44 89 41
Programming and Sensor Interface

Expansion none | 51-pim | 51-pin | none [ 51-pin 19-pin 51-pin 16-pin
Communication IEEE 1284 (programming) and RS232 USB
Integrated Sensors no no no yes no no no ves

2008 EECS194-5 24



Mote Characteristics

Limited resources
— RAM, ROM, Computation, Energy
= Wakeup, do work as quickly as possible, sleep

Hardware modules operate concurrently
— No parallel execution of code (not Core 2 Duos!)
=» Asynchronous operation is first class

Diverse application requirements
= Efficient modularity

Robust operation
— Numerous, unattended, critical
=» Predictable operation

EECS194-5




What we mean by “Low Power”

« 2 AA =>1.5 amp hours (~4 watt hours)
« Cell =>1 amp hour (3.5 watt hours)

Cell: 500 -1000 mW => few hours active
WiFi: 300 - 500 mW => several hours
GPS: 50 -100 mW => couple days

System design

Leakage (~RAM)

WSN: 50 mW active, 20 uW passiv
450 uW => one year
45 uW => ~10 years

Nobody fools
mother nature

— % *
Ave Power = fact Fact + fsleep I:,sleep + fwaking I:’waking




Storm 2014

JTAG

GPIO

EXT. ANT

PRIMARY SPI  |»

2XIRQ
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6XADC
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usB

Table 4: A small sample of available Cortex-M4 processors

Vendor Device fmax{Mhz)  SRAM(KB) Flash(KB) Sleep(uA) Wake(uS)
NXP LPC408x 120 96 512 550 240
STMicro STM32F372xx 72 32 256 1.32 427
Silabs EFM32WG990 48 32 256 0.95 2
Freescale K20Dx 50 16 128 1.3 130
Atmel SAM4L 48 64 512 3 1.5

UCB CS162 Fa14 L41
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A Low-Power Standard Link

802.15.4 802.15.1 802.15.3 802.11 802.3

m 720 11,000+ 11,000+ 100,000+

Low Power,

Cable Cable
Replacement | Replacement

Large Scale,
Low Cost

Throughput Throughput

 Low Transmit power, Low Signal-to-noise Ratio (SNR),
modest BW, Little Frames

@

BTLE

31



The “Idle Listening” Problem

* The power consumption of “short range” (i.e., low-
power) wireless communications is roughly the same
when

— transmitting,

— receiving,

— or simply ON, “listening” for potential reception.
— IEEE 802.15.4, Zwave, Bluetooth, ..., WiFi

« Radio must be ON (listening) in order receive
anything.
— Transmission is rare
— Listening happens all the time

=Energy consumption dominated by idle listening

32



Communication Power - Passive
Vigilance

Sleep [ransmit
~0 yA ~20 mAx1-5ms
[20 - 100 uAs]

N N

U e

Listen Reosihe
~20 mAx * 7?7 @) mA X3S me

Time

» Time

* Listen just when there is something to hear ...

9/26/2011 CWSN'11 33



3 Basic Solution Techniques

Scheduled Listening
— Arrange a schedule of communication Time Slots
— Maintain coordinated clocks and schedule I I I

— Listen during specific “slots”
— Many variants:
» Aloha, Token-Ring, TDMA, Beacon Q /'
plconets
» S-MAC, T- MAC PEDAMACS, T @
Sampled Listening

— Listen for very short interv. terr .
transmlsswnrg [ I I I I I I L
— On detection, listen actively tc ive
— DARPA packet radio, LPL, BMAC, ¥’
— Maintain “always on” illusion, Robus Wm
Listen after send (with powered infrastructure) I I l I I I I I .

— .é\fter transmit to a receptive device, listen for a short
ime

— Many variants: 802.11 AMAT, Key fobs, remote H H

modems, ...

Many hybrids possible




Receiver diversity
through dynamic
rerouting

RAM




Key IPv6 Contributions TR Nply -

. i1 E
« Large simple address V——
— Network ID + Interface ID
— Plenty of addresses, easy to allocate and manage
« Autoconfiguration and Management
— ICMPv6
* Integrated bootstrap and discovery
— Neighbors, routers, DHCP
* Protocol options framework 128 bits
e X v ID il

— Plan for extensibility

6-to-4 translation for compatibility

V

36



6LoWPAN - IPv6 over 802.15.4

UDP datagram or
TCP stream segment ..., modbus, BacNET/IP, ..., HTML, XML, ..., ZCL

fransport header application payload

Network packet -

— 40 B + = JJ
clsflow|BAHIHs NH | src |P| dst IB net payload ,
T 16B 16 B )
Link frame ) 1280 Bytes  — ;
ctrl len src UID dst UID MIN Jink payload chk

v

« 128 Bytes MAX

« Large IP Address & Header => 16 bit short address / 64
bit EUID

 Minimum Transfer Unit => Fragmentation
 Short range & Embedded => Multiple Hops

37



6LoWPAN adaptation layer

1: phy

QY6

Serial

X3T9.5

Madem
4!SDN i

FDDI

Sonet

802.5
ken Ring

DSL

PRS

[aYaVallal 1

raWal A 4

802.15.4
LoWPAN

i 802.3an

Ethernet
1G bT

802.11n
WiFi

38



6LoWPAN - IP Header
Optimization

Network packet

“ 40 B >
clsflowlenhopsNH | src 1P| dst IH net payload
Link frame « 3B — ,
ctrl len src UIDdst UID | hops chk

N\
6LoWPAN adaptation header

 Eliminate all fields in the IPv6 header that can be derived from the
802.15.4 header in the common case

— Source address : derived from link address

— Destination address : derived from link address

— Length : derived from link frame length
— Traffic Class & Flow Label : zero

— Next header : UDP, TCP, or ICMP

« Additional IPv6 options follow as options

39



6LoWPAN RFC6282 |

2: link
Serial || X3T95| =22 [ goos 2 15 4
Modem || FDDI ken Ring 1
—11SDN [[ Sonet o] proo—s 802 15 4e
DSL | 802.11n I
onn aw A I 802.15. 4g
1- oh Ethernet e o
phy 1G bT

4/29/14 40



Complete Embedded IPv6 Stack

App  GIE B @Sy G2se 00 encs
Tran L ey

Forwarder Router
Routing

Brotocol

Stateless
Autoconf

Multicast Unicast

wBuffer, . Queue Forwarding Table
o |

Send ana
Default '

Media Management Control

ICMPyv

Net

Routing Table
_Prefix| | Next |

Adaptation

o>
>
S

o)
—1
o)

Remote Media Link Stats Local Media

ta ck .
Addr  Period  Phase  Pending RSS! S (it
Sample Phase

41
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Adding up the pieces

ROM RAM

r R m
| CC2420 Driver
. o : 802.15.4 Encryption 1194 m

Media Access Control

l o o e e e e = e |

SLAAC
() »
4036 RO DHCPV6 Client
DHCPv6 Proxy
0R RA
° ICMPV6
a - C

Unicast Forwarder
* Production implementation on TI msp430/cc2420 T
Message Buffers
Router
UDP

TCP

42



Real World - “Signals” and “Information”

Correlation Between Sap Flow and Light, VPD and Temperature
with Height in the Canopy Through Time (Loess Smoothing)

Interior tree

70m [~ G Wireless weather

. What is the bandwidth ~| = =% e 4

e TNy
T =y

of the weather? -
+ What is the nyquistof ° |
the soil? =
* What is the placement  ° |
noise? e -
+ What is the sampling N
jitter error? s T
H : g gmm %
* How do you classify it? .
* How do you search it? B o paaas

12:00
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Networking the Physical World
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Acceleration during the MA to CA FedEX shipment
MEDFORD, P

FRANKLIM, &

FRANKLIN, D

INDIANPOLIS, A&

Log(Acceleration count)

INDIAMNPOLIS, D
SAN JOSE, A
OAKLAND, A

Montréal
X Otftawa

OAKLAND, D MIiT;Medford

BERKELEY, A o Toronto [ 22

i

i
New York

i
O

20

Acceleration bins Philadelphia

o) Chicago O

.« Washington D.C.

‘indianapolis

) UPS Package Trackiny ozilla Firefox
oakiand

berkeley San iose
L ; [ I

UPS United States

Tracking e |

> Track by Tracking Nunbes Il Track by Tracking Number
- .
TN .
e,
§ LosiAngeles
. -

Delivered to:
Shipped or Billed on:

Tracking Number:
service Tyy
weight:

Package Progress:

Location Date Activity

san M. DELIVERY
08/02/2006  7:58 AM.  OUT FOR DELIVERY

2006 4:39 AM.  ARRIVAL SCAN
SAN PABLO, 006 12:13 AM.  DEPARTURE SCAN
ca, Us

A 07/31/2006  1:42PM.  ARRIVAL SCAN
Hooskans, 07/26/2006 853 AM.  DEPARTURE SCAN JNassau
us 07/27/2006  10:02P.M,  BILLING INFORMATION

Tracking results provided by UPS: 09/12/2006 1:03 A.M. Eastern Time (USA)




The “Killer App” for WSNs

* Energy and the environmental
impact of extraction, use, and
disposal

 THE problem of the Industrial
Age

 We need to find Information Age
solutions to THE Industrial Age
Problem

« => Fundamental transformation
in the architecture of the electric
grid

CWSN'11



raditional Load-Following Gri

Baseline + Dispatchable Tiers

100

—

ot 2 3 4 5 6 7 B 98 0 U £ 3 ¥ 5 K 7 8B B 0 A 2 B U B B 0 B B

J l —KW 9/27/10
| (N —KW9/14/10

8/22/2011

[«]» ] [&] [15] [ +]@ hutp:/ www.openbms.org/smap/plot & ] (Q- fraction of califonria land ust®)

Anonymous user. loain

SMAP Archive Plotting Engine

420000

4000001 \
3800001

S 3600001

£ 3400001 /

H

£ 320000

3000001

280000 \

260000

240000

220000

0500 1200 1800 30u 0600 1200 1800 3wl 0600 1200 1800 OlAg 0600 12:00 1800
Reading Time (America/Los_Angeles)

& G perand
(ComaiCameia 1) Frém o 20 011 090500 [Wordoy a1 3013 977 now | reset ()

2547@www.openbms.org permalink | datalcsv] | console | detail
00: base stream

@1 period: 3005 method: nearest

02: period: 3600s method: nearest

MAP | st | app by sevedh

under granis Any opinions, indings, and concusians or
‘s maserial foundatan,

Any-Time | sy | Quey | duariohs | imersld

0.204 seconds | 547 points

S0



Towards an ‘Aware’ Energy
Infrastructure

Oblivious Loads

Non-Dispatchable
Sources

8/22/2011 iPower



How can we transform buildings
into fundamentally more agile
machines?

* Programmable
« Separation of the hardware capabilities (primitives)

» from the universe of potential behaviors
(applications)
« allow them to be tailored to our desires
— To the full extent of the underlying capabilities

 And become good citizens of the grid



Software Defined Buildings

Building Application Programming Interface (BAS)

— Enable application portability and innovation

Building Operation System & Services (BOSS)
— Physical services and distributed device drivers
— Middle services: mapping, transactions, RAS
— Application services: baselining, ensemble, ...

Innovate in Model-Driven Predictive Control
— objectives: efficiency, satisfaction, supply-following

Rich Human-Building Interaction
— Location, personal and ambient devices, gestures, ...

Introduce meaningful security




BOSS Architecture - first cut

; Bldg
prognostics/
External 3;;,:@2”; diagnostics | Model Agvartlceid Entity/Rel CPS
Interaction interaction Training ontr Graph Applicat
pplication
S Application Programming InterfaceAgiﬁuntlme .
Environment
i IStream Query ISubmit/CaIIback IRequest/Auth Token
System Services
C_onte_xt & Transaction Manager Reliability
Hlstorlan. . Authorization Faulst;'lc'::lﬁlt';nce
fjmeSerie Driver arﬁ',%,eér Data Archiving
metadata A A Hard
N__ N\ w7 ardware
Driver || Driver Driver Independence
publish4 4 4 4 Deplo t k
yment key,
v \ 4 ¥ __command+ config & base
sMAP sMAP sMAP sMAP metadata
driver inst driver inst driver inst drlver inst | H Hardware
f L T Presentation Layer
6LoVWPAN XML/HTTP BACT’[/IP OPC-DA
00 ModBus
Y
|:||:| RS-485 Physical
COZﬁO?OH/. . Data feeds, 5 Systems
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