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1 The Internet of Things

The internet of things (IoT) loosely refers to a set of physical devices that are connected to the internet.
This includes devices such as appliances, utilities, smart vehicles, etc. They typically contain sensors to
collect information or actuators to provide some useful function.

While securing IoT devices does not strictly speaking require any new security concepts or techniques,
there are a few IoT-specific concerns which may inform design decisions in this space:

• IoT is typically more decentralized than a traditional web model with a server and a client.

• IoT devices are typically resource constrained.

• Since many devices operate in homes, there are higher privacy concerns.

• Cost of attacks can be much greater, and can have physical effects. For example, an attacker can
control a smart vehicle.

1.1 System Model: Device/Gateway/Cloud

A typical IoT system is modeled with three components: devices, gateways, and the cloud.

• Devices represent the physical devices that make up the IoT. Devices are typically resource con-
strained, in compute, power, storage, availability, or networking.

• Gateways serve as a bridge to connect devices to the cloud. They are typically resource unconstrained,
and can perform necessary cryptographic operations on behalf of devices. Examples include routers,
or a home server.
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• The Cloud represents the Internet and the services it provides.

A device-cloud model may not be as useful because it does not capture the resource-constrained nature of
devices.

1.2 Device Life-cycle

1. Pre-deployment refers to the manufacturing stage of the device. Security concerns include com-
promised firmware, compromised cryptographic keys, manufacturer backdoors, etc. The manufacturer
also typically implements a software update mechanism which may be compromised.

2. Ordering refers to the process of a user purchasing and receiving a device, and the manufacturer
sending a PIN to the user to register the device with the cloud. Security concerns include receiving
the wrong device, or credentials being known to an attacker.

3. Deployment refers to the user installing a device and registering with the cloud and home gateway.
Security concerns include problems with account creation (i.e. phishing), or an attacker compromising
the account.

4. Functioning refers to the device running. Security concerns include compromised privacy, compro-
mised cloud services, and compromised gateways.

5. Retirement refers to disposal and unregistering a device from the cloud. Security concerns include
left-over privacy sensitive material on devices.

2 Authentication of Things

Authentication of Things (AoT) intends to provide two services: authentication and access control.

1. Authentication refers to identifying a device, i.e. ”who is who?”

2. Access Control refers to moderating which devices can control other devices. For example, only
devices with thermometers should be able to adjust the temperature of a home.

2.1 Threat Model

AoT assumes that the manufacturer, home server (gateway), and the root user is trusted. It also assumes
devices are not physically compromised.

2.2 Implementation

Implementing AoT requires several setup steps up to the deployment stage.

1. Pre-deployment:

(a) The manufacturer installs keys/certificates on the device for communicating with the cloud, and
to the manufacturer (for updates).

(b) The manufacturer establishes a shared symmetric key for secure communication with the cloud.

(c) The manufacturer assigns a PIN to the deivce.

2. Ordering:

(a) When the client purchases a device, the manufacturer gives the PIN to the client.
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3. Deployment: Deployment requires establishing secure connection between the device and the home
server/gateway.

(a) User enters the PIN into the new device.

(b) The new device and a user’s root device (i.e. smartphone) exchange keys via Diffie-Hellman key
exchange (Sec. 3). The root device then securely gives the new device public keys for the home
server/gateway, providing authentication.

(c) The gateway then sends keys to the new device for access control. Each function (i.e. ther-
mostat readings) is associated with a public key used to verify signatures for that function (i.e.
PubKeythermostat). Only devices which can provide the associated function know the private key
used to sign the data (i.e. only thermometers have PrivKeythermostat), so the new device can be
sure that any data with a valid signature came from a valid device.

3 Diffie-Hellman Key Exchange

AoT uses the Diffie-Hellman key exchange to establish secure communication between the new device and
the user’s root device.

Diffie-Hellman Key exchange between two users (Alice and Bob) involves three steps. We assume g and
p are large integers that are publicly known.

1. Alice picks a random secret a and sends (ga mod p) to Bob.

2. Bob picks a random secret b and sends (gb mod p) to Alice.

3. Alice computes (gab mod p) = ((gb)a mod p) and Bob computes (gab mod p) = ((ga)b mod p). Now
both users have established the same secret (gab mod p).

Diffie-Hellman assumes that an attacked cannot recover a having seen (ga mod p) for computational reasons.

3.1 Man in the Middle Attacks

Standard Diffie-Hellman is vulnerable to Man-in-the-Middle (MitM) attacks. An attacker Eve can send (ge

mod p) to both Alice and Bob, and establish two separate secrets: (gae mod p) with Alice and (geb mod p)
with Bob.

One way to circumvent this issue with a trusted user is to have Alice output a collision-resistant hash
of her secret, h(gae), and have the user give this to Bob. Now, Bob can hash his own key and see that
h(gae) 6= h(geb) if a MitM attack has occurred. If an attack is detected, Alice and Bob can attempt another
key exchange.

One way this is implemented on physical devices is to have Device 1 (”Alice”) output a QR-code that the
user scans into Device 2 (”Bob”). This saves the user the pain of trying to enter long cryptographic hashes
into devices.
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