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New-‐School	  Machine	  Structures	  
(It’s	  a	  bit	  more	  complicated!)	  

•  Parallel	  Requests	  
Assigned	  to	  computer	  
e.g.,	  Search	  “Katz”	  

•  Parallel	  Threads	  
Assigned	  to	  core	  
e.g.,	  Lookup,	  Ads	  

•  Parallel	  InstrucWons	  
>1	  instrucWon	  @	  one	  Wme	  
e.g.,	  5	  pipelined	  instrucWons	  

•  Parallel	  Data	  
>1	  data	  item	  @	  one	  Wme	  
e.g.,	  Add	  of	  4	  pairs	  of	  words	  

•  Hardware	  descripWons	  
All	  gates	  @	  one	  Wme	  

•  Programming	  Languages	  
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Processor-‐DRAM	  Gap	  (latency)	  
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Time	  
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1980	  microprocessor	  executes	  ~one	  instrucWon	  in	  same	  Wme	  as	  DRAM	  access	  
2015	  microprocessor	  executes	  ~1000	  instrucWons	  in	  same	  Wme	  as	  DRAM	  access	  



Big	  Idea:	  Memory	  Hierarchy	  
Processor	  

Size	  of	  memory	  at	  each	  level	  

Increasing	  
distance	  from	  
processor,	  
decreasing	  	  
speed	  

Level	  1	  

Level	  2	  

Level	  n	  

Level	  3	  

.	  .	  .	  

Inner	  

Outer 

Levels	  in	  
memory	  
hierarchy	  

As	  we	  move	  to	  outer	  levels	  the	  latency	  goes	  up	  
	  and	  price	  per	  bit	  goes	  down.	  Why?	  
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Library	  Analogy	  

•  WriWng	  a	  report	  based	  on	  books	  on	  reserve	  
–  E.g.,	  works	  of	  J.D.	  Salinger	  

•  Go	  to	  library	  to	  get	  reserved	  book	  and	  place	  on	  
desk	  in	  library	  

•  If	  need	  more,	  check	  them	  out	  and	  keep	  on	  desk	  
–  But	  don’t	  return	  earlier	  books	  since	  might	  need	  them	  

•  You	  hope	  this	  collecWon	  of	  ~10	  books	  on	  desk	  
enough	  to	  write	  report,	  despite	  10	  being	  only	  
0.00001%	  of	  books	  in	  UC	  Berkeley	  libraries	  
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Real	  Memory	  Reference	  PaBerns	  

Donald J. Hatfield, Jeanette Gerald: Program Restructuring for Virtual 
Memory. IBM Systems Journal 10(3): 168-192 (1971)	
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Big	  Idea:	  Locality	  

•  Temporal	  Locality	  (locality	  in	  Wme)	  
– Go	  back	  to	  same	  book	  on	  desktop	  mulWple	  Wmes	  
–  If	  a	  memory	  locaWon	  is	  referenced,	  then	  it	  will	  tend	  to	  
be	  referenced	  again	  soon	  

•  SpaCal	  Locality	  (locality	  in	  space)	  
– When	  go	  to	  book	  shelf,	  pick	  up	  mulWple	  books	  on	  J.D.	  
Salinger	  since	  library	  stores	  related	  books	  together	  

–  If	  a	  memory	  locaWon	  is	  referenced,	  the	  locaWons	  with	  
nearby	  addresses	  will	  tend	  to	  be	  referenced	  soon	  
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Memory	  Reference	  PaBerns	  

Donald J. Hatfield, Jeanette Gerald: Program 
Restructuring for Virtual Memory. IBM Systems 
Journal 10(3): 168-192 (1971)	
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Principle	  of	  Locality	  

•  Principle	  of	  Locality:	  Programs	  access	  small	  
porWon	  of	  address	  space	  at	  any	  instant	  of	  Wme	  

•  What	  program	  structures	  lead	  to	  temporal	  
and	  spaWal	  locality	  in	  instrucWon	  accesses?	  	  

•  In	  data	  accesses?	  
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Memory	  Reference	  PaBerns	  
Address	  

Time	  

Instruc<on	  
	  	  	  fetches	  

Stack	  
accesses	  

Data	  
accesses	  

n	  loop	  itera<ons	  

subrou<ne	  
call	  

subrou<ne	  
return	  

argument	  access	  

scalar	  accesses	  



Cache	  Philosophy	  
•  Programmer-‐invisible	  hardware	  mechanism	  to	  
give	  illusion	  of	  speed	  of	  fastest	  memory	  with	  
size	  of	  largest	  memory	  
– Works	  fine	  even	  if	  programmer	  has	  no	  idea	  what	  
a	  cache	  is	  

– However,	  performance-‐oriented	  programmers	  
today	  someWmes	  “reverse	  engineer”	  cache	  design	  
to	  design	  data	  structures	  to	  match	  cache	  

– We’ll	  do	  that	  in	  Project	  3	  
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Memory	  Access	  without	  Cache	  

•  Load	  word	  instrucWon:	  lw $t0,0($t1)!
•  $t1	  contains	  1022ten,	  Memory[1022]	  =	  99	  
	  

1.  Processor	  issues	  address	  1022ten	  to	  Memory	  
2.  Memory	  reads	  word	  at	  address	  1022ten	  (99)	  
3.  Memory	  sends	  99	  to	  Processor	  
4.  Processor	  loads	  99	  into	  register	  $t0	  
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Processor	  

Control	  

Datapath	  

Adding	  Cache	  to	  Computer	  
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Memory	  Access	  with	  Cache	  
•  Load	  word	  instrucWon:	  lw $t0,0($t1)!
•  $t1	  contains	  1022ten,	  Memory[1022]	  =	  99	  
•  With	  cache	  (similar	  to	  a	  hash)	  

1.  Processor	  issues	  address	  1022ten	  to	  Cache	  
2.  Cache	  checks	  to	  see	  if	  has	  copy	  of	  data	  at	  address	  

1022ten	  
2a. 	  If	  finds	  a	  match	  (Hit):	  cache	  reads	  99,	  sends	  to	  processor	  
2b. 	  No	  match	  (Miss):	  cache	  sends	  address	  1022	  to	  Memory	  

I.  Memory	  reads	  99	  at	  address	  1022ten	  
II.  Memory	  sends	  99	  to	  Cache	  
III.  Cache	  replaces	  word	  with	  new	  99	  
IV.  Cache	  sends	  99	  to	  processor	  

3.  Processor	  loads	  99	  into	  register	  $t0	  
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Administrivia	  

•  Midterm	  1	  results	  out	  last	  week	  
•  Project	  2-‐1	  due	  Sunday	  March	  15th,	  11:59PM	  
– Use	  pinned	  Piazza	  threads!	  
– We’ll	  penalize	  those	  who	  ask,	  but	  don’t	  search!	  

•  Guerilla	  secWons	  starWng	  this	  weekend	  
– OpWonal	  secWons,	  focus	  on	  lecture/exam	  material,	  
not	  projects	  

– Vote	  for	  Wme	  on	  Piazza	  poll	  
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Midterm	  Score	  DistribuWon	  

17	  

Mean:	  	  	  	  	  	  56.1	  
Min:	  	  	  	  	  	  	  	  	  16.5	  
Max:	  	  	  	  	  	  	  	  	  90.0	  
Median:	  	  	  58.0	  
Std.	  Dev.:	  15	  



In	  the	  News:	  RowHammer	  Exploit	  

•  CMU	  +	  Intel	  researchers	  found	  commercial	  DRAM	  
chips	  suscepWble	  to	  neighboring	  bits	  flipping	  if	  
one	  row	  of	  memory	  accessed	  frequently	  

•  Google	  Engineers	  figured	  out	  how	  to	  use	  this	  to	  
gain	  root	  access	  on	  a	  machine!	  	  Almost	  all	  laptops	  
suscepWble,	  but	  server	  ECC	  memory	  helps	  reduce	  
impact.	  
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Flipping Bits in Memory Without Accessing Them:
An Experimental Study of DRAM Disturbance Errors

Yoongu Kim1 Ross Daly⇤ Jeremie Kim1 Chris Fallin⇤ Ji Hye Lee1

Donghyuk Lee1 Chris Wilkerson2 Konrad Lai Onur Mutlu1

1Carnegie Mellon University 2Intel Labs

Abstract. Memory isolation is a key property of a reliable
and secure computing system — an access to one memory ad-
dress should not have unintended side e↵ects on data stored
in other addresses. However, as DRAM process technology
scales down to smaller dimensions, it becomes more di�cult
to prevent DRAM cells from electrically interacting with each
other. In this paper, we expose the vulnerability of commodity
DRAM chips to disturbance errors. By reading from the same
address in DRAM, we show that it is possible to corrupt data
in nearby addresses. More specifically, activating the same
row in DRAM corrupts data in nearby rows. We demonstrate
this phenomenon on Intel and AMD systems using a malicious
program that generates many DRAM accesses. We induce
errors in most DRAM modules (110 out of 129) from three
major DRAM manufacturers. From this we conclude that
many deployed systems are likely to be at risk. We identify
the root cause of disturbance errors as the repeated toggling
of a DRAM row’s wordline, which stresses inter-cell coupling
e↵ects that accelerate charge leakage from nearby rows. We
provide an extensive characterization study of disturbance er-
rors and their behavior using an FPGA-based testing plat-
form. Among our key findings, we show that (i) it takes as
few as 139K accesses to induce an error and (ii) up to one in
every 1.7K cells is susceptible to errors. After examining var-
ious potential ways of addressing the problem, we propose a
low-overhead solution to prevent the errors.

1. Introduction
The continued scaling of DRAM process technology has

enabled smaller cells to be placed closer to each other. Cram-
ming more DRAM cells into the same area has the well-
known advantage of reducing the cost-per-bit of memory.
Increasing the cell density, however, also has a negative
impact on memory reliability due to three reasons. First,
a small cell can hold only a limited amount of charge,
which reduces its noise margin and renders it more vulner-
able to data loss [14, 47, 72]. Second, the close proximity
of cells introduces electromagnetic coupling e↵ects between
them, causing them to interact with each other in undesirable
ways [14, 42, 47, 55]. Third, higher variation in process tech-
nology increases the number of outlier cells that are excep-
tionally susceptible to inter-cell crosstalk, exacerbating the
two e↵ects described above.

As a result, high-density DRAM is more likely to su↵er
from disturbance, a phenomenon in which di↵erent cells in-
terfere with each other’s operation. If a cell is disturbed
beyond its noise margin, it malfunctions and experiences a
disturbance error. Historically, DRAM manufacturers have
been aware of disturbance errors since as early as the Intel
1103, the first commercialized DRAM chip [58]. To mitigate

⇤Work done while at Carnegie Mellon University.

disturbance errors, DRAM manufacturers have been employ-
ing a two-pronged approach: (i) improving inter-cell isola-
tion through circuit-level techniques [22, 32, 49, 61, 73] and
(ii) screening for disturbance errors during post-production
testing [3, 4, 64]. We demonstrate that their e↵orts to contain
disturbance errors have not always been successful, and that
erroneous DRAM chips have been slipping into the field.1

In this paper, we expose the existence and the widespread
nature of disturbance errors in commodity DRAM chips sold
and used today. Among 129 DRAM modules we analyzed
(comprising 972 DRAM chips), we discovered disturbance
errors in 110 modules (836 chips). In particular, all modules
manufactured in the past two years (2012 and 2013) were vul-
nerable, which implies that the appearance of disturbance er-
rors in the field is a relatively recent phenomenon a↵ecting
more advanced generations of process technology. We show
that it takes as few as 139K reads to a DRAM address (more
generally, to a DRAM row) to induce a disturbance error. As
a proof of concept, we construct a user-level program that
continuously accesses DRAM by issuing many loads to the
same address while flushing the cache-line in between. We
demonstrate that such a program induces many disturbance
errors when executed on Intel or AMD machines.

We identify the root cause of DRAM disturbance errors as
voltage fluctuations on an internal wire called the wordline.
DRAM comprises a two-dimensional array of cells, where
each row of cells has its own wordline. To access a cell within
a particular row, the row’s wordline must be enabled by rais-
ing its voltage — i.e., the row must be activated. When there
are many activations to the same row, they force the word-
line to toggle on and o↵ repeatedly. According to our obser-
vations, such voltage fluctuations on a row’s wordline have
a disturbance e↵ect on nearby rows, inducing some of their
cells to leak charge at an accelerated rate. If such a cell loses
too much charge before it is restored to its original value (i.e.,
refreshed), it experiences a disturbance error.

We comprehensively characterize DRAM disturbance er-
rors on an FPGA-based testing platform to understand their
behavior and symptoms. Based on our findings, we exam-
ine a number of potential solutions (e.g., error-correction and
frequent refreshes), which all have some limitations. We pro-
pose an e↵ective and low-overhead solution, called PARA,
that prevents disturbance errors by probabilistically refresh-
ing only those rows that are likely to be at risk. In contrast to
other solutions, PARA does not require expensive hardware
structures or incur large performance penalties. This paper
makes the following contributions.

1The industry has been aware of this problem since at least 2012, which
is when a number of patent applications were filed by Intel regarding the
problem of “row hammer” [6, 7, 8, 9, 23, 24]. Our paper was under review
when the earliest of these patents was released to the public.

1
978-1-4799-4394-4/14/$31.00 c� 2014 IEEE



Cache	  “Tags”	  
•  Need	  way	  to	  tell	  if	  have	  copy	  of	  locaWon	  in	  
memory	  so	  that	  can	  decide	  on	  hit	  or	  miss	  

•  On	  cache	  miss,	  put	  memory	  address	  of	  block	  
in	  “tag	  address”	  of	  cache	  block	  
– 1022	  placed	  in	  tag	  next	  to	  data	  from	  memory	  (99)	  
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Tag	   Data	  

252	   12	  
1022	   	  99	  
131	   7	  
2041	   20	  

From	  earlier	  
instrucWons	  



Anatomy	  of	  a	  	  
16	  Byte	  Cache,	  	  
4	  Byte	  Block	  

•  OperaWons:	  
1.  Cache	  Hit	  
2.  Cache	  Miss	  
3.  Refill	  cache	  from	  

memory	  

•  Cache	  needs	  Address	  
Tags	  to	  decide	  if	  
Processor	  Address	  is	  a	  
Cache	  Hit	  or	  Cache	  Miss	  
–  Compares	  all	  4	  tags	  
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Processor	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Cache	  
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Data	  

Memory	  

1022	   99	  
252	  

7	  
20	  

12	  

131	  
2041	  



Tag	   Data	  

252	   12	  
1022	   	  99	  
131	   7	  
2041	   20	  

Tag	   Data	  

252	   12	  
1022	   	  99	  
511	   11	  
2041	   20	  

Cache	  Replacement	  
•  Suppose	  processor	  now	  requests	  locaWon	  511,	  which	  
contains	  11?	  

•  Doesn’t	  match	  any	  cache	  block,	  so	  must	  “evict”	  one	  
resident	  block	  to	  make	  room	  
– Which	  block	  to	  evict?	  

•  Replace	  “vicWm”	  with	  new	  memory	  block	  at	  address	  511	  

21	  



Block	  Must	  be	  Aligned	  in	  Memory	  

•  Word	  blocks	  are	  aligned,	  so	  binary	  address	  of	  
all	  words	  in	  cache	  always	  ends	  in	  00two	  

•  How	  to	  take	  advantage	  of	  this	  to	  save	  
hardware	  and	  energy?	  

•  Don’t	  need	  to	  compare	  last	  2	  bits	  of	  32-‐bit	  
byte	  address	  (comparator	  can	  be	  narrower)	  

=>	  Don’t	  need	  to	  store	  last	  2	  bits	  of	  32-‐bit	  byte	  
address	  in	  Cache	  Tag	  (Tag	  can	  be	  narrower)	  
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Anatomy	  of	  a	  32B	  
Cache,	  8B	  Block	  
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•  Blocks	  must	  be	  aligned	  
in	  pairs,	  otherwise	  
could	  get	  same	  word	  
twice	  in	  cache	  

⇒ Tags	  only	  have	  even-‐
numbered	  words	  

⇒ 	  Last	  3	  bits	  of	  address	  
always	  000two	  

⇒ Tags,	  comparators	  can	  
be	  narrower	  	  

•  Can	  get	  hit	  for	  either	  
word	  in	  block	  

Processor	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Cache	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Memory	  

1022	   99	  
252	  

42	  
1947	  

12	  

130	  
2040	  

1000	  
7	  
20	  

-‐10	  



Hardware	  Cost	  of	  
Cache	  

•  Need	  to	  compare	  
every	  tag	  to	  the	  
Processor	  address	  

•  Comparators	  are	  
expensive	  

•  OpWmizaWon:	  2	  sets	  
=>	  ½	  comparators	  

•  1	  Address	  bit	  selects	  
which	  set	  
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Processor	  Address	  Fields	  used	  by	  
Cache	  Controller	  

•  Block	  Offset:	  Byte	  address	  within	  block	  
•  Set	  Index:	  Selects	  which	  set	  
•  Tag:	  Remaining	  porWon	  of	  processor	  address	  

•  Size	  of	  Index	  =	  log2	  (number	  of	  sets)	  
•  Size	  of	  Tag	  =	  Address	  size	  –	  Size	  of	  Index	  	  
–	  log2	  (number	  of	  bytes/block)	  

	  

Block	  offset	  Set	  Index	  Tag	  
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Processor	  Address	  (32-‐bits	  total)	  



What	  is	  limit	  to	  number	  of	  sets?	  

•  Can	  save	  more	  comparators	  if	  have	  more	  than	  
2	  sets	  

•  Limit:	  As	  Many	  Sets	  as	  Cache	  Blocks	  –	  only	  
needs	  one	  comparator!	  

•  Called	  “Direct-‐Mapped”	  Design	  
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Mapping	  a	  6-‐bit	  Memory	  Address	  

•  In	  example,	  block	  size	  is	  4	  bytes/1	  word	  (it	  could	  be	  mulW-‐word)	  
•  Memory	  and	  cache	  blocks	  are	  the	  same	  size,	  unit	  of	  transfer	  between	  memory	  and	  

cache	  
•  #	  Memory	  blocks	  >>	  #	  Cache	  blocks	  

–  16	  Memory	  blocks/16	  words/64	  bytes/6	  bits	  to	  address	  all	  bytes	  
–  4	  Cache	  blocks,	  4	  bytes	  (1	  word)	  per	  block	  
–  4	  Memory	  blocks	  map	  to	  each	  cache	  block	  

•  Byte	  within	  block:	  low	  order	  two	  bits,	  ignore!	  (nothing	  smaller	  than	  a	  block)	  
•  Memory	  block	  to	  cache	  block,	  aka	  index:	  middle	  two	  bits	  
•  Which	  memory	  block	  is	  in	  a	  given	  cache	  block,	  aka	  tag:	  top	  two	  bits	  
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0	  5	   1	  

Byte	  Offset	  Within	  Block	  
(e.g.,	  Word)	  

2	  3	  

Block	  Within	  $	  
Index	  

4	  

Mem	  Block	  Within	  
$	  Block	  
Tag	  



One	  More	  Detail:	  Valid	  Bit	  

•  When	  start	  a	  new	  program,	  cache	  does	  not	  
have	  valid	  informaWon	  for	  this	  program	  

•  Need	  an	  indicator	  whether	  this	  tag	  entry	  is	  
valid	  for	  this	  program	  

•  Add	  a	  “valid	  bit”	  to	  the	  cache	  tag	  entry	  
– 0	  =>	  cache	  miss,	  even	  if	  by	  chance,	  address	  =	  tag	  
– 1	  =>	  cache	  hit,	  if	  processor	  address	  =	  tag	  
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Caching:	  	  A	  Simple	  First	  Example	  

00	  
01	  
10	  
11	  

Cache	  

Main	  Memory	  

Q:	  Where	  in	  the	  cache	  is	  
the	  mem	  block?	  
	  
Use	  next	  2	  low-‐order	  
memory	  address	  bits	  –	  
the	  index	  –	  to	  determine	  
which	  cache	  block	  (i.e.,	  
modulo	  the	  number	  of	  
blocks	  in	  the	  cache)	  

Tag	   Data	  

Q:	  Is	  the	  memory	  block	  in	  
cache?	  
Compare	  the	  cache	  tag	  to	  the	  
high-‐order	  2	  memory	  address	  
bits	  to	  tell	  if	  the	  memory	  
block	  is	  in	  the	  cache	  	  
(provided	  valid	  bit	  is	  set)	  

Valid	  

0000xx	  
0001xx	  
0010xx	  
0011xx	  
0100xx	  
0101xx	  
0110xx	  
0111xx	  
1000xx	  
1001xx	  
1010xx	  
1011xx	  
1100xx	  
1101xx	  
1110xx	  
1111xx	  

One	  word	  blocks	  
Two	  low	  order	  bits	  (xx)	  
define	  the	  byte	  in	  the	  
block	  (32b	  words)	  

Index	  
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•  One	  word	  blocks,	  cache	  size	  =	  1K	  words	  (or	  4KB)	  
	  

Direct-‐Mapped	  Cache	  Example	  

20	  Tag	   10	  
Index	  

Data	  	  	  Index	   Tag	  Valid	  
0	  
1	  
2	  
.	  
.	  
.	  

1021	  
1022	  
1023	  

31	  30	  	  	  	  	  	  	  .	  .	  .	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  13	  12	  	  11	  	  	  	  	  .	  .	  .	  	  	  	  	  	  	  	  	  	  2	  	  1	  	  0	  
Block	  offset	  

What	  kind	  of	  locality	  are	  we	  taking	  advantage	  of?	  

20	  

Data	  

32	  

Hit	  

30	  

Valid	  bit	  
ensures	  

something	  
useful	  in	  
cache	  for	  
this	  index	  

Compare	  	  
Tag	  with	  

upper	  part	  of	  
Address	  to	  
see	  if	  a	  Hit	  

Read	  
data	  
from	  
cache	  
instead	  

of	  
memory	  
if	  a	  Hit	  

Comparator	  



•  Four	  	  words/block,	  cache	  size	  =	  1K	  words	  
	  	  

MulWword-‐Block	  Direct-‐Mapped	  Cache	  

8	  
Index	  

Data	  Index	   Tag	  Valid	  
0	  
1	  
2	  
.	  
.	  
.	  

253	  
254	  
255	  

31	  30	  	  	  .	  .	  .	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  13	  12	  	  11	  	  	  	  .	  .	  .	  	  	  	  4	  	  3	  	  2	  	  1	  	  0	   Byte	  
offset	  

20	  

20	  Tag	  

Hit	   Data	  
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Block	  offset	  

What	  kind	  of	  locality	  are	  we	  taking	  advantage	  of?	  
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Cache	  Names	  for	  Each	  OrganizaWon	  

•  “Fully	  AssociaWve”:	  Block	  can	  go	  anywhere	  
– First	  design	  in	  lecture	  
– Note:	  No	  Index	  field,	  but	  1	  comparator/block	  

•  “Direct	  Mapped”:	  Block	  goes	  one	  place	  	  
– Note:	  Only	  1	  comparator	  
– Number	  of	  sets	  =	  number	  blocks	  

•  “N-‐way	  Set	  AssociaWve”:	  N	  places	  for	  a	  block	  
– Number	  of	  sets	  =	  number	  of	  blocks	  /	  N	  
– Fully	  AssociaWve:	  N	  =	  number	  of	  blocks	  
– Direct	  Mapped:	  N	  =	  1	  
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Range	  of	  Set-‐AssociaWve	  Caches	  
•  For	  a	  fixed-‐size	  cache,	  each	  increase	  by	  a	  factor	  of	  2	  in	  
associaWvity	  doubles	  the	  number	  of	  blocks	  per	  set	  
(i.e.,	  the	  number	  of	  “ways”)	  and	  halves	  the	  number	  of	  
sets	  –	  	  
•  decreases	  the	  size	  of	  the	  index	  by	  1	  bit	  and	  	  
increases	  the	  size	  of	  the	  tag	  by	  1	  bit	  
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Block	  offset	  Index	  Tag	  

More	  AssociaWvity	  (more	  ways)	  

Note:	  IBM	  persists	  in	  calling	  sets	  “ways”	  and	  ways	  “sets”.	  
They’re	  wrong.	  



Clickers/Peer	  InstrucWon	  
•  For	  a	  cache	  with	  constant	  total	  capacity,	  	  if	  we	  
increase	  the	  number	  of	  ways	  by	  a	  factor	  of	  2,	  
which	  statement	  is	  false:	  

•  A:	  The	  number	  of	  sets	  could	  be	  doubled	  
•  B:	  The	  tag	  width	  could	  decrease	  
•  C:	  The	  number	  of	  tags	  could	  stay	  the	  same	  
•  D:	  The	  block	  size	  could	  be	  halved	  
•  E:	  	  Tag	  width	  must	  increase	  
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Second-‐
Level	  
Cache	  
(SRAM)	  

Typical	  Memory	  Hierarchy	  
Control	  

Datapath	  

Secondary	  
Memory	  
(Disk	  

Or	  Flash)	  

On-‐Chip	  Components	  

RegFile	  

Main	  
Memory	  
(DRAM)	  Data	  

Cache	  
Instr	  
Cache	  

Speed	  (cycles):	  	  	  	  	  	  	  	  ½’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  1’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  10’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  100’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  1,000,000’s	  

Size	  (bytes):	  	  	  	  	  	  	  	  	  100’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  10K’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  M’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  G’s	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  T’s	  
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•  Principle	  of	  locality	  +	  memory	  hierarchy	  presents	  programmer	  with	  
≈	  as	  much	  memory	  as	  is	  available	  in	  the	  cheapest	  technology	  at	  the	  
≈	  speed	  offered	  by	  the	  fastest	  technology	  

	  Cost/bit:	  	  	  	  	  	  	  	  	  highest	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  lowest	  

Third-‐
Level	  
Cache	  
(SRAM)	  



Handling	  Stores	  with	  Write-‐Through	  

•  Store	  instrucWons	  write	  to	  memory,	  changing	  
values	  

•  Need	  to	  make	  sure	  cache	  and	  memory	  have	  
same	  values	  on	  writes:	  2	  policies	  

1)	  Write-‐Through	  Policy:	  write	  cache	  and	  write	  
through	  the	  cache	  to	  memory	  
–  Every	  write	  eventually	  gets	  to	  memory	  
–  Too	  slow,	  so	  include	  Write	  Buffer	  to	  allow	  processor	  
to	  conWnue	  once	  data	  in	  Buffer	  

–  Buffer	  updates	  memory	  in	  parallel	  to	  processor	  
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Write-‐Through	  
Cache	  

•  Write	  both	  values	  in	  
cache	  and	  in	  memory	  

•  Write	  buffer	  stops	  CPU	  
from	  stalling	  if	  memory	  
cannot	  keep	  up	  

•  Write	  buffer	  may	  have	  
mulWple	  entries	  to	  
absorb	  bursts	  of	  writes	  

•  What	  if	  store	  misses	  in	  
cache?	  
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Processor	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Cache	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Memory	  

1022	   99	  
252	  

7	  
20	  

12	  

131	  
2041	   Addr	   Data	  

Write	  
Buffer	  



Handling	  Stores	  with	  Write-‐Back	  

2)	  Write-‐Back	  Policy:	  write	  only	  to	  cache	  and	  
then	  write	  cache	  block	  back	  to	  memory	  when	  
evict	  block	  from	  cache	  
– Writes	  collected	  in	  cache,	  only	  single	  write	  to	  
memory	  per	  block	  

–  Include	  bit	  to	  see	  if	  wrote	  to	  block	  or	  not,	  and	  
then	  only	  write	  back	  if	  bit	  is	  set	  
•  Called	  “Dirty”	  bit	  (wriWng	  makes	  it	  “dirty”)	  
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Write-‐Back	  
Cache	  

•  Store/cache	  hit,	  write	  data	  in	  
cache	  only	  &	  set	  dirty	  bit	  
–  Memory	  has	  stale	  value	  

•  Store/cache	  miss,	  read	  data	  
from	  memory,	  then	  update	  
and	  set	  dirty	  bit	  
–  “Write-‐allocate”	  policy	  

•  Load/cache	  hit,	  use	  value	  
from	  cache	  

•  On	  any	  miss,	  write	  back	  
evicted	  block,	  only	  if	  dirty.	  
Update	  cache	  with	  new	  block	  
and	  clear	  dirty	  bit.	  
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Processor	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Cache	  

32-‐bit	  
Address	  

32-‐bit	  
Data	  

Memory	  

1022	   99	  
252	  

7	  
20	  

12	  
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2041	  

D	  
D	  
D	  
D	  
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Bits	  



Write-‐Through	  vs.	  Write-‐Back	  

•  Write-‐Through:	  
–  Simpler	  control	  logic	  
– More	  predictable	  Wming	  
simplifies	  processor	  control	  
logic	  

–  Easier	  to	  make	  reliable,	  since	  
memory	  always	  has	  copy	  of	  
data	  (big	  idea:	  Redundancy!)	  

•  Write-‐Back	  
– More	  complex	  control	  logic	  
– More	  variable	  Wming	  (0,1,2	  
memory	  accesses	  per	  
cache	  access)	  

–  Usually	  reduces	  write	  
traffic	  

–  Harder	  to	  make	  reliable,	  
someWmes	  cache	  has	  only	  
copy	  of	  data	  
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And	  In	  Conclusion,	  …	  
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•  Principle	  of	  Locality	  for	  Libraries	  /Computer	  
Memory	  

•  Hierarchy	  of	  Memories	  (speed/size/cost	  per	  
bit)	  to	  Exploit	  Locality	  

•  Cache	  –	  copy	  of	  data	  lower	  level	  in	  memory	  
hierarchy	  

•  Direct	  Mapped	  to	  find	  block	  in	  cache	  using	  Tag	  
field	  and	  Valid	  bit	  for	  Hit	  

•  Cache	  design	  choice:	  
•  Write-‐Through	  vs.	  Write-‐Back	  


