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Announcements 
•  Midterm 1 moved to Wednesday, Feb 24, 

8:00-9:30pm 
•  Enrollment has been increased (yay!) 
•  Discussion section sign-ups will be 

posted this weekend – watch Piazza, and 
sign up for sections online 
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How could Alice exploit this? 
Find a partner and talk it through. 
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char	name[20];	
	
void	vulnerable()	{	
		...	
		gets(name);	
		...	
}	



char	name[20];	
char	instrux[80]	=	"none";	
	
void	vulnerable()	{	
		...	
		gets(name);	
		...	
}	



DEMO 



char	name[20];	
char	instrux[80]	=	"none";	
	
void	vulnerable()	{	
		...	
		gets(name);	
		...	
}	



char	line[512];	
char	command[]	=	"/usr/bin/finger";	
	
void	main()	{	
		...	
		gets(line);	
		...	
		execv(command,	...);	
}	



char	name[20];	
int	(*fnptr)();	
	
void	vulnerable()	{	
		...	
		gets(name);	
		...	
}	



char	name[20];	
int		seatinfirstclass	=	0;	
	
void	vulnerable()	{	
		...	
		gets(name);	
		...	
}	



char	name[20];	
int		authenticated	=	0;	
	
void	vulnerable()	{	
		...	
		gets(name);	
		...	
}	



Linux	(32-bit)	process	memory	layout		

Reserved	for	Kernel	

user	stack	

shared	libraries	

run	5me	heap	

sta5c	data	segment	

text	segment	(program)	

unused	

-0xC0000000 

-0x40000000 

-0x08048000 

$esp	

brk	

Loaded	from	exec	

-0x00000000 

-0xFFFFFFFF 



Stack	Frame	

user	stack	

shared	libraries	

run	5me	heap	

sta5c	data	
segment	

text	segment	
(program)	

unused	

-0xC0000000 

-0x40000000 

-0x08048000 

-0x00000000 

arguments	

return	address	
stack	frame	pointer	

excep5on	handlers	

local	variables	

callee	saved	registers	

To	previous	stack	
	frame	pointer	

To		the	point	at	which	
	this	funcBon	was	called	



Code	Injec5on	



main()	{	
		f();	
}	

f()	{	
		int	x;	
		g();	
}	

g()	{	
		char	buf[80];	
		gets(buf);	
}	

0xFFFF0000

ret

main()

retx

f()

retbuf

g()



main()	{	
		f();	
}	

f()	{	
		int	x;	
		g();	
}	

0xFFFF0000

ret

main()

retx

f()

retbuf

g()

g()	{	
		char	buf[80];	
		gets(buf);	
}	



Basic Stack Exploit 
•  Overwriting the return address allows an 

attacker to redirect the flow of program 
control. 

•  Instead of crashing, this can allow 
arbitrary code to be executed. 

•  Example: attacker chooses malicious 
code he wants executed (“shellcode”), 
compiles to bytes, includes this in the 
input to the program so it will get stored in 
memory somewhere, then overwrites 
return address to point to it. 





void	vulnerable()	{	
		char	buf[64];	
		...	
		gets(buf);	
		...	
}	



void	still_vulnerable?()	{	
		char	buf	=	malloc(64);	
		...	
		gets(buf);	
		...	
}	





void	safe()	{	
		char	buf[64];	
		...	
		fgets(buf,	64,	stdin);	
		...	
}	



void	safer()	{	
		char	buf[64];	
		...	
		fgets(buf,	sizeof	buf,	stdin);	
		...	
}	



void	vulnerable(int	len,	char	*data)	{	
		char	buf[64];	
		if	(len	>	64)	
				return;	
		memcpy(buf,	data,	len);	
}	

memcpy(void	*s1,	const	void	*s2,	size_t	n);	



void	safe(size_t	len,	char	*data)	{	
		char	buf[64];	
		if	(len	>	64)	
				return;	
		memcpy(buf,	data,	len);	
}	



void	f(size_t	len,	char	*data)	{	
		char	*buf	=	malloc(len+2);	
		if	(buf	==	NULL)	return;	
		memcpy(buf,	data,	len);	
		buf[len]	=	'\n';	
		buf[len+1]	=	'\0';	
}	

Vulnerable! 
If len = 0xffffffff, allocates only 1 byte 

Is it safe?  Talk to your partner. 





BONUS FOR THE BORED 



void	vulnerable()	{	
		char	buf[64];	
		if	(fgets(buf,	64,	stdin)	==	NULL)	
				return;	
		printf(buf);	
}	



printf("100%	dude!");	
	⇒	prints value 4 bytes above retaddr as integer	

printf("100%	sir!");	
	⇒	prints bytes pointed to by that stack entry 
       up through first NUL	

printf("%d	%d	%d	%d	...");	
	⇒	prints series of stack entries as integers	

printf("%d	%s");	
	⇒	prints value 4 bytes above retaddr plus bytes 

                 pointed to by preceding stack entry	
printf("100 %	nuke’m!");	

	⇒	writes the value 3 to address pointed 
       to by stack entry 

Fun With printf Format Strings … 


