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REQUEST FOR URGENT BUSINESS RELATIONSHIP

FIRST, | MUST SOLICIT YOUR STRICTEST CONFIDENCE IN THIS
TRANSACTION. THIS IS BY VIRTUE OF ITS NATURE AS BEING UTTERLY
CONFIDENTIAL AND "TOP SECRET'". | AM SURE AND HAVE
CONFIDENCE OF YOUR ABILITY AND RELIABILITY TO PROSECUTE A
TRANSACTION OF THIS GREAT MAGNITUDE INVOLVING A PENDING

TRANSACTION REQUIRING MAXIIMUM CONFIDENCE.

WE ARE TOP OFFICIAL OF THE FEDERAL GOQVERNMENT CONTRACT
REVIEW PANEL WHO ARE INTERESTED IN IMPORATION DF GOODS
INTO OUR COUNTRY WITH FUNDS WHICH ARE PRESENTLY TRAPPED
IN NIGERIA. IN ORDER TO COMMENCE THIS BUSINESS WE SOLICIT
YOUR ASSISTANCE TO ENABLE US TRANSFER INTO YOUR ACCOUNT

THE SAID TRAPPED FUNDS.
OMG so sketchy...

THE SOURCE OF THIS FUND_IS AS FOLLOWS; DURING THE LAST
MILITARY REGIME HERE IN NIGERIA JTHE GOVERNMENT OFFICIALS
SET UP COMPANIES AND AWARDED THEMSELVES CONTRACTS

WHICH WERE GROSSLY OVER-INVOICED IN VARIOUS MINISTRIES. THE
DRESENT CIN/ILIAN COVERNMENT SETIIPD A CONTRACT REV/IEW



Discussion

* Why do Nigerian scammers say they're from
Nigeria? And why so many spelling
mistakes?



Discussion

* Why do Nigerian scammers say they're from
Nigeria? And why so many spelling
mistakes?

 Hint: It's not an accident....



Answer

« Scammers want to quickly weed out all but
the most gullible marks.

 Lesson: Crime is a business: criminals will
follow easiest route to make a buck.



Discussion

* You get an email from someone overseas
who wants to hire you as their financial agent
in the US. They'll send you a cashier’s check
for $8000, and you should deposit it in your
bank account and wire $7500 to their supplier
and keep $500 for your trouble.

 \What's that all about?



Answer

It's a scam! After you wire the money out, the
cashier’'s check will bounce and the bank will
reverse the transaction.

Possibility 1: Check fraud.

Possibility 2: Laundering money out of stolen
accounts. You're being used as an unwitting money
mule.

Specialization....



Goals For Today

* A look at profit-driven cybercrime ...
— Monetization of malware
— Monetization of spam

... Including the Underground Economy
— Elements
— Significance
— Infiltration/disruption



Cybercrime

VRIS A
AVIERIC

RONEHUNDRED DOLLARS




Discussion

» Suppose you've hacked a bunch of
machines. How could you make money from
this?



Monetizing Malware on 1 Machine

General malware monetization approaches:

— Keylogging: steal financial/email/social network
accounts

— Ransomware
— Scareware (“fake AV")



System scan progress

N\
“;] Shared Documents
@ 97 trojans

Hard drives

Y.—-’

o e

-

http:/ /protection-check07.com

Potentially dangerous software. These programs may
damage your computer and steal your private
information. Online Security Checker needs Personal
Antivirus components to repair your computer. Please
click Ok to download and install Personal Antivirus

tool.
v Local Disk (C:) &= ) Local Disk (D:)
g 353 trojans g 78 trojans B
DVD
— http:/ /protection-check07.com
@ DVD-RAM Drive (E:) Your computer remains infected by threats! They
“\\@ might lead to data loss and file structure damage, and
needed to be heal as soon as possible.
o o oI . )
- - Return to Personal Antivirus and download it secure to
Scan procedures finished. 431 Probably harmfull items was your PC
Compute ( Cancel ) ( OK )
Threats and actions:
Name Risk level Files infected State o
@ Email-Worm.Win32.Net  Critical 11.18.2008 36 Waiting removal B
¥ Email-WormWin32Myd  Critical 11.18.2008 65 Waiting removal
¥ Win 32:Delf-XQ Critical 11.18.2008 44 Waiting removal -

Description:

Advice:

You need to remove this threat as soon as possible!

This program is potentially dangerous for your system. Trojan-Downloader stealing passwords, credit cards and other
personal information from your computer.

m |

[ @ Full system cleanup




Monetizing Malware on 1 Machine

* General malware monetization approaches:

— Keylogging: steal financial/email/social network
accounts

— Ransomware
— Scareware (“‘fake AV")

— Transaction generators (“man-in-the-browser™)
« Malware watches user’s surfing ...
* ... waits for them to log into banking site (say) ...

* ... and then injects additional banking transactions like
“send $50,000 to Nigeria” ...

* ... and alters web server replies to mask the change in
the user’s balance



Monetizing Large-Scale Malware

* Monetization that leverages
— DDoS (extortion)
— Spam
— Click fraud

— Scam infrastructure
« Hosting web pages (e.g., phishing)
« Redirection to evade blacklisting/takedown (DNS)
» Proxying traffic to thwart tracing / provide IP diversity

* Which of these cause serious pain for infected user?
— None. Users have little incentive to prevent
=> Externality (cost one party’s actions impose on another)



Spam & Spam Profit




Monetizing Spam

 |In what different ways can spammers make money
off of sending spam?
— And who has incentives to thwart these schemes?
 (Other than law enforcement)
« Scheme #1. goods or services

— Examples: fake Rolexes, Viagra, university degrees
— Profit angle: increased sales
— Who'll try to stop it: brand holders



Anatomy of a modern
Pharmaceutical spam campaign

éﬂ Paid commission

Spammer

Bulk email

ommission

gx to 40% . .
’ Generic tp]]ls
(Sildenafil citrate)

Other recipients ' 7
Email with link Non-US sup)ply

(India, Mexico etc.

Patent expired
. o I > . . Mere cents per pill
Email recipient tmpotent? - Clicks on link Sale made = massive markup
! ¢  Typical value $50-100?

Shipped to customer

Diagram by Stuart Brown
modernlifeisrubbish.co.uk



Monetizing Spam

 In what different ways can spammers make money

off of sending spam?
— And who has incentives to thwart these schemes?
 (Other than law enforcement)

« Scheme #1: advertise goods or services
— Examples: fake Rolexes, Viagra, university degrees
— Profit angle: increased sales
— Who'll try to stop it: brand holders

« Scheme #2: phishing

— Profit angle: transfer $$$ out of accounts; sell accounts to
others; use accounts for better spamming (e.g. Facebook)

— Opponents: issuers of accounts

— Note: targeted phishing (“spear-phishing”) doesn’t actually
need much in the way of spam due to low volume



Monetizing Spam, cont.

* Scheme #3: scams
— Examples: pen pal relationships, 419 (“Nigerian™)
— Profit angle: con victim into sending money
— Opponents: scambaiters (e.g., www.419eater. com)

« Scheme #4: recruiting crooks/underlings
— Examples: money mules, reshippers
— Profit angle: enables profiting from cybercrime
— Opponents: ?



Monetizing Spam, cont.

e Scheme #3: scams

— Examples: pen pal relationships, 419 (“Nigerian™)
— Profit angle: con victim into sending money

— Opp( Money mules take incoming (fraudulent)
financial transfers to their bank accounts,
wire-transfer 90% out of country, keep 10%

19eater.com)

« Scheme #4: recruiting crooks/underlings

— Examples: money mules, reshippers

— Profit angle: enables profiting from cybercrime

— Opponents: ?



Monetizing Spam, cont.

Scheme #3: scams
— Examples: pen pal relationships, 419 (“Nigerian™)
— Profit angle: con victim into sending money

— Opponents: SCal Reshippers receive shipments of goods (e.q., n)
a laptop bought using a stolen account) and

re-mail them outside the country

Scheme #4: recruiting crooks/underlings

— Examples: money mules, reshippers

— Profit angle: enables profiting from cybercrime
— Opponents: ?



Monetizing Spam, cont.

« Scheme #5: pump-and-dump

— Example: “Falcon Energy (FPK) is about to go through the
roof! Don’t miss out on $eriou$ Profit$!”

— Profit angle: penny-stock momentarily goes up,
dump pre-bought shares when it does

— Opponents: Securities and Exchange Commission

— Note: unlike other monetization techniques, the “back
channel” is out-of-band
* No link in messages back to the scammer

« Scheme #6: recruiting bots

— Examples: “important security patch!”, “someone sent you
a greeting card!”

— Profit angle: get malware installed on new machines
— Opponents: ?



" B
Welcome to Storm!

AwesomePostcard.Com

<« @ /|‘ @ htp:// / v | (|Gl Google

Awﬁwuwwmwgoa“ﬁ‘

Your download will start in 5 seconds.
If your download does not start, click here

©2000-2008 AwesomePostCard.com - All rights reserved.

Done

Would you like to be one of our newest bots?
Just read your postcard!

(Or even easier: just wait 5 seconds!)



The Storm Spambot

Infected
systems




Hosted infrastructure

Infected machines

The Storm Botnet

Botmaster f"

HTTP Operated using
proxies “bulletproof hosting”

Workers



Spam “Campaign” Mechanics

Botmaster f"

HTTP
proxies

Workers



Campaign Mechanics: Harvest

Botmaster f"

proxies

Workers



Campaign Mechanics: Spamming

Botmaster 7

HTTP
proxies




Campaign Mechanics: Spamming

by

Botmaster ¥ )
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proxies
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The Rise of the
Underground Economy
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My Documents

& ProAgent ¥2.0 Public Edition

Send Menu Options

v|i5end Passwords || Give a fake eror message

Send CD-Keys || Melt server on install

Send KeyLog Disable AntiVirus Programs

Send System Information Clear Windows XP Restore Points
Send Address Book [ ] Protection for removing Local Server
Send URL History

Send Processes Log

Server con Bind with File
You can choose any icon for server | Bind with File You can bind server with any files

. you want
@ L *5 Choose |con ’ l i Select File To Bind }

Motification Y l

Your e-mail address which you will to receive information from Decryptor
Pradgent.

E-Mail: bomberman@yahoo.com Test

Remove Server

About [ % Buy Undetectable [ Help

Create Server

ProAgent - Professional Agent Copyright ® 2005 515-Team g

Recycle Bin

4/ start| [ 63 proagent AW 9:56 AM



Spy Instructors Software

‘NEW GENERATION SOFTWARE SOLUTIONS -

¥ HOMEPAGE ’#] PRODUCTS ') DOWNLOADS |’#) FORUMS '#] ABOUT US

N Y e

ProAgent v2.1 SIS - Products

Purshool Civyian
Prspr—
..E.:;: O Customer Support Department
s DU e e
Sond St Matutee < e wotme & P S
< Lt namas bam Pt v — | - \—
st
oo QN e o e Commerclal Programs
e A Freeware Programs
m—.—:..:..:'::— e s New Generation Software
1y = — Ty | Custom Speclal Programs
Phgunt - Prnnsnd Aguat (s ® T8 Tasn L Tt by 45 | aam pec og SO'UUO“S...
« ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.
SIS-IExploiter v2.0 ProAgent v2.1

« It Is an ultimate solution for monitoring spouses, children,
employees, or anyone else!

« ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

« ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a flrewall or behind a router or In a LAN,
ProAgent works In all of these condlitions without any problems.

Click here to purchase ProAgent v2.1 Speclal Edlition...

Clirk hare tn dnwnlnad DraAnant w2 1 Puhlis Fdltian AntiDote v1.2

SIS-Downloader Virtual Keyboard



allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for vou! Yes, we ha@d CAPTCHA @n all of
our bots.

Winsock (Multi-threaded) Bots
ecome an Affiliate and @ Click here for 30+ MySpace Bots

Accounts Creator
{You Just Need To Type In The CAPTCHAS To Create Accounts)

Social Networks _ _
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager FBYPE-'
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager Pa)rPaJ

5-1-39:95— 5140.00

(Winsock) 336095 $320.00
YouTube Accounts Creator ‘ m; 5-1-:05'5- £05.00
Friendster Accounis Creator _ m'r $32085  $95.00

Hi5 Accounts Creator ! m'r $12005 $95.00
Taaiilanld A sonrrmde Dleansd s r PH)'PEJ J

(All Bots Work In A Eumrmtmml Manner ﬁeyﬁaﬂleanmdﬂ]ﬂName!ﬁnﬂSmande&quﬂtﬂ,Mﬁﬁ Comments Automatically)
**Chaining Featore** Is Available On All Bots for All Networks Except Facebook
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MarasuH AxkayHTos #1 B PyHerte: Mpoaaxa AkkayHToB u PeaupexTos ¢ MrHoseHHoM JlocTasxkom

‘ Mara3sun AkkayHToB #1 B PyHer...

. ) & hitps://buyaccs.com

CEPBMC PETUUCTPALIUMA AKKAYHTOB

$# Ceivac B npopaxe

Cnyxb6a
Mail.ru
Mail.ru Mix
Mail.ru Second Hand
Mail.ru Mix S/H
Yandex.ru

Narod.ru

Kon-Bo akkoB

117025

327199

0

15811

4758

583115

Halw MarasuH akkayHTOB paj NpeanoXuTb akkayHTbl Pas/inyHbIX MOYTOBbLIX CNy»6 1 6ecnaarHbix

XOCTHMHroB ansa nobbix 3agay. Bel nonyyete akkayHTol CPA3Y nocne onnarbl 3aka3a yepe3 Webmoney.

Takxe AoCTynHa ycnyra 3anuea peaupektos Ha Pochta.ru, Cwahi.net n Ocatch.com uTo sBnsietcs
YHUKaNbHOM YCNyroi - Bbl NONy4aeTe roToBble peAupeKTbl B TEYEHUE Yaca nocne 3akasa.
Mpu nokynke akkayHToB MeHee 1000 wWTyK AeWACTBYET cneunanbHbli Tapud.

www.FreedomScripts.org - pazpaboTtka codra Ha 3aka3

Mera Codt ans nopeees - Zerber
OpnobpsaTo 3eu - Mo mu

Twidium - 6e30nacHebii M NpodecCcuoHanbHblA MHCTPYMEHT ANS PACKPYTKU TBUTTEPA

HakpyTuTb ponnosepos B TBUTTE

3apaboTan Ha NpoJaxe akKayHTOB

Kynutb akKkayHTbl OAHOKNaCCHUKOB
Kynutb akkayHTbl BKOHTakTe

LleHa 3a 1K akkayHTOB
0o 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
0o 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
0o 10K: $4 | ot 10K o 20K: $3.5 | ot 20K: $3
no 10K: $4 | ot 10K o 20K: $3.5 | ot 20K: $3
0o 10K: $20 | ot 10K go 20K: $19 | ot 20K: $18

Ao 10K: $50 | ot 10K go 20K: $50 | ot 20K: $50

? Hosoctm

06 Anp 2013
BpeMeHHO He NPoAaeM akKayHTbI
Twitter.com

15 Map 2013

OTNUYHAs UeHa Ha aKKayHTbI
Facebook.com! Bcero $80 32 1000 wr.
Jewesne He 6biBaeT!

07 ®es 2013

CeHcauMOHHas UeHa Ha aKKayHTbl
Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO
BCEMU pPerncrpaymMoHHbIMU AaHHbIMM MO
ueHe or $7 32 1000 wr!

NA en 2013

N



; eBay accounts for sale - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

@Back - &J - \ﬂ @ ;\J j---_: Search u;'\{ Favorites @§| P ‘i‘s
Address @http:;‘}'ebayseller.cc}' _'J =1 co
\ L]
CHHCUK HUCT}THH]JIX AKKOB

CepBHC 0 NpoJaiRe AKKAYHTOB AYKUBIOHA eBay.

Hodpele r03eph! ayKipIoHa ¢Bay npeanararnT BaneMy BHHMAHIIO ¢BOM AKKAYVHTBIL.
ITocTOAHHBIM KIMEHTAM H TEM, KTO Oeper Doee 5 aKKOB, pasimuHble DOHYCHI M CKIIKIL
Bcee akkayHTBI ¢ JOCTYIIOM K MBLTY XOJLA¢pa.

Be1 cann1 BbIOHpacTe aKkK (HECKOIBKO aKKOE) M3 ¢Imicka. [opopure MHe, OnnauvBacTe M I10TyHaeTe.
Bee akku mpeJBapUTENbHO MPOBEPAIOTEA TIEPE] IPOBKEN, B ¢IIy4ae, €¢I 4To-T0 He paboraet - 100% saneHa.

AKTHE/He aKTHE CMOTPHTC CAMIT ITO HO3CP I, ITo akTHEHOCTH He COPTHPYIO, TAK Kak 3T0 JIId KEEJ0T0 C}FEBEI{THBHD.

Tarke B npoaake obBaroT akke PayPal. Iensr pemroursie. ITocToaHHO He mpoaaro.

Omnmara mo WL

Ilepen moKyIIKOMH cleayeT 00A3aTEBHO 03HaKoMETBeA ¢ FAQ,
ITo paboTe ¢ TOEAPOM HE KOHCYIBTHPVIO.

PaboTa uepes rapaHT cepBHC IIPHESTCTEYETCA.

Moo 1eHEI:

seller/daep axx go 10 dugon = 5%
seller/0aep axx 10-25 dumon = 109
seller/daep akk 25-50 pumon = 15%
seller/0aep axk Doaee S0 pumon = 258



Advertisement

1 have boa wells and barclays bank logins....

have hacked hosts, mail lists, php mailer send to all inbox
i need 1 mastercard 1 give 1 linux hacked root

1 have verified paypal accounts with good balance...and 1 can cashout paypals
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Marketplace Ads for Goods
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Pay-Per-Install (PPI)




(@) Installs4Sale.net - Mozilla Firefox

Eile Edit View History Bookmarks Tools Help

@v @ || http://installs4sale.net/

£ Most Visited Getting Started . Latest Headlines “" Exchange - GraBBerZ ... " GraBBerZ CoM . http://www.sysnet.ucs... * GraBBerZ CoM Cyber Genome Progra...
GOOSIC v -” Search -~ <>§ &~ @ E:}' M~ Sidewiki ~ ﬁ Bookmarks® 33| Translate = § Autolink ~ » Q v |

|| Installs4Sale.net

KOHTAKTbI

InStalls4sale.net - HaJIe>KHBIU CepBUC 110 T

% 550525933
info [at ] installs4sale net

3arpyskam, JI0CTOUHbBIU TOBEPUSA

NMPUEMYLLECTBA

BLICTPO OCYWECTBNAEM OTTPY3KY NPaKTUYecKn B NioGoil pernoH. MpuHUMaeM 3aKa3sbl Ha
MWKCbI CTPaH 10 Bawemy Buifopy.

[NA NOCTOAHHLIX KNMEHTOB AeWCTBYIOT CKMAKKM U GOHYChI B BUOE AONONHUTENLHOTO
00bema 3arpy3ok.

[0oroeopuTcA No BCEM LEHaM W NONy4YuTb MHOWBUAYANbLHbIE YCNOBUA Bbl MOXKETe B cnyxbe
nogaepxku. Muwwure!

Signii
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Statistic

GangstaBucks.com - it pays on time!
We pay for all installs!

,,,,,
)| Al

Gﬁ' sta@Bucks L
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Gol

Main Sign up Login Rates Contacts Terms of service

Prices

Goldinstall Rates for 1K Installs for each Country.

Country
OTH
Us
GB
CA
DE
BE
IT

CZ
DK
ES

FR
NL
NO
PT
LB




Defenses




The Underground Economy

Why is its emergence significant?

Markets enable efficiencies

— Specialization: individuals rewarded for doing a single thing
particularly well

Lowers barrier-to-entry

— Only need a single skill

— Some underground market activities are
Competition spurs innovation

— Accelerates arms race

— Defenders must assume a more pessimistic threat model

Facilitates non-$ Internet attacks (political, nation-state)
— Provides actors with cheap attack components
— Provides stealthy actors with plausible cover



The Underground Economy, cont.

* What problems do underground markets face?

* Depending on marketplace architecture, can
present a target / single point of failure

« By definition, deals are between crooks
— Major issue of betrayal by “rippers”

« Markets only provide major efficiencies if they
facilitate deals between strangers

— Susceptible to infiltration



Life As A Spammer ...

« Storm infiltration study found:
— Modern spam campaigns can send of
spams using mailing lists of of addresses

— 3/4 to 5/6 of all spam delivery attempts fail before the
message is even sent to the receiver’s server ...
... due to heavy & effective use of black-listing

— |t takes around 20,000 “postcard” spams to get one
person to visit the postcard site

* 1in 10 of the visitors will click to download the postcard

— |t takes around 12,000,000 Viagra spams to get one
person to visit the site and make a purchase (~$100)

— Even given those low rates, huge volume =

~ $1.5-2M/year revenue




Life As A Spammer ...

» Storm infiltration study found:
— Modern spam campaigns can send 10s of billions of

Another study based on making purchases of
spam-advertised pharamaceuticals found that 3
merchant banks hosted 95+% of all sales ...

... suggesting a novel way to suppress spam is
to undermine the credit-card processing

— |t takes around 12,000,000 Viagra spams to get one
person to visit the site and make a purchase (~$100)

— Even given those low rates, huge volume = profitable

~ $1.5-2M/year revenue




Merchant Bank bottlenecks

Bank
100 -
80 -
% 80
& 3 banks host
U
° 4 95+9% of all sales
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O medinc.biz

€ C ft © medincbiz

YBaxaembie Bebmacrepa,
B cBA3yM ¢ cOObITUAMY NPOU3OLIEALUNMA B TEYEHUe NOC/TeHNX ABYX MECALieB, Korga noj yaap nonanu sce 6aHKOBCKUE U
NpoYecCUHroBble CYeTa KOMNaHWM, Mbl BbIHYXAEeHbl COOBLYNTD, YTO, NOCKONbKY A0 CErofHAUHEro AHA He yAanoch HauTu JOCTaTOYHO
HaZeXHOoro pelueHns ANA NPoJoNXeHus paboTbl, a JOArM Nepes NoCTaBLUuKaMi M NapTHepamu NPOAOKAIOT PaCTH, Mbl BbIHYXKAEHbI
MONTHOCTbIO OCTAHOBUTL PYHKLYMOHMPOBaHNE NapTHepcKoy nporpammbl Medinc.
Mbi 6binu pagbl paboTats € BaMy, PY3bA, N HaM Xanb, YTO COTPYAHWYECTBO B paMKax JaHHOI0 npoekTa bonee HeBO3MOXHO.
B cnyuae, ecnu Ham yAacTca HauTy HagexHoe, Mo HalleMy MHeHWIO, NPOLeCCUHIoBoe pelleHne N Bo306HoBUTb paboTy, Bce BebmacTepa
nonyyar yBefjoMAeHNA Ha NOYTOBbIE apeca, yKa3aHHble NPy perucTpaymm.

Dear webmasters,
Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to inform you, that
functioning of the Medinc partnership program will be discontinued, as no reliable solution has been found to keep it working, and the
debts to suppliers and partners keep increasing.
We were happy to work with all of you, and we are very sorry that we can‘t cooperate with you anymore within this project.
If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification sent to the
address submitted during registration.




@ GlavMed Forum

Glavmed Forum

e oru - odbuumansHbin do M NapTHE]
L.y BAXKHO: nepexop B pexxum "MAY3A"!

CKOii nporpamMmel MnasMen > ®opym > O Masmene TNorux

I sanomums?

PerucTpaumns 7.0] Kanenpapb Coobuyennn 3a cerogus

Post Reply

funny_duck

L BAXHO: nepexop B pexxnm “MAY3A"!

Momck v

[Crparmatin2] 1 - - [

perm——
#1

Pernctpaums: 23-05-2007
Coobwenuii: 273

YBaxaemble MapTHepbl,

Kak Bbl MOrM 3aMeTUTb, NocneaHune napy AHen Y Hac npo6neMb| C NpoOUECCUHIOM. PeweHne Bompoca "noaencno” B BO34yXe, N NMOoKa He ACHbl OKOHYaTesNbHble CPOKW €ro paspelweHns.

Mbl MPUHLUMMMENBHO HE XOTUM cobUpaTb "BENTUHIM" 1 Mo CyTW paboTaTb B 6aTu. Mbl TaK Ke He rOTOBbI PUCKOBATh BAWWMM AEHLraMW C MaNO3HAKOMbIMUA 1 HE OUEHb CEPbe3HbIMW MOCPEAHUKaMN. MO3TOMY C HAcTOsLWero
MOMeHTa Becb [naBMes nepexoauT B pexum "MAY3A". HuKkakue HoBble 3aKasbl 06pabaTbieaTbcst He GyAyT A0 MOMEHTa PeleHns Bonpoca C NpoLeccHroM. Bee yxke sanpoueweHHble 3aKasbl 6yayT BbiNoNHEHD, KaK 1

cneayer.

Y6eaurenbHana nuana BpeMeHHO nepeBecTH cBoOi TEag!HK Ha Apyrue wonbi/ NpoOeKTbl.

6/29/2012
Dear Partners,

As you may have noticed, in the last couple of days we've had|problemg
ﬁ We don't have a solution yet, and there is no concrete

time when it will be resolved.

From this point forward, GlavMed is switching to a "PAUSED" mode.-
*mtil the processing issue is resolved.

We urge you to temporarily switch your traffic to other shops/projects.

Gonbwe AcCHOCTM U

bnvKa, Ho B Nnobom

U1aTbCA KO MHe
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SmartAdsSolutions -
Asprox -

Palevo -

Palevo2 -

Sasfis -

CLUSTERA -
Gleishug -

Nuseek -
Blackenergy1 -
Canahom-MachBot -
Russkill -

Votwup -
Antimalware—-doctor -
Avchecker -
Securityessentials -
Securitysuite -
Securitysuite—avm -
Spyeye -

Zbot -

Zloader -

Bredolab -

Dailyppi -
Goldinstall-dI -
Goldinstall-list -
Hiloti -

Loaderadyv -
Loaderadv-ack -
Tdss -

Zlob -

Opachki -

Grum -

Pushdo -

Rustock -
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Via protocol emulation, extracted (“milked”)
> 1M malicious binaries over 6 months

Class

= adware

“ botnet

“ clickfraud
=+ ddos

» fakeav

< infosteal

= ppi

+# searchfraud
% spam



NAME % MONETIZATION K
1  Palevo 7.50 DoS.Info stealer v |/
2 Hiloti 4.69 Downloader/PPI v \
3 Zbot 3.62 Info stealer v |/
4  FakeRean 3.47 Rogue AV(s) v
5 Onlinegames 2.94 Info stealer ?
6 Rustock 2.66  Spam v
7  Ldpinch 2.64  Info stealer o7
8 Renos 2.58 Rogue AV(s) ?
9 Zlob 2.54  Rogue software v
10 Autoit 2.53 Downloader/PPI
11 Conficker 248 Worm
12 Opachki 1.95  Click Fraud v
13 Buzus 1.91 Info stealer
14  Koobface 1.17 Downloader
15  Alureon 1.16 Downloader v |/
16 Bredolab 1.15 Downloader/PPI v |/
17  Piptea .13 Downloader/PPI v
18  Ertfor 0.91 Rogue AV(s) v
19 Virut 0.91 Downloader/PPI v
20  Storm 2.0 0.80 Spam

Table 2: FireEye’s top 20 malware families observed in
their MAX Cloud network on the April-June 2010 time

The majority of
the world’ s
top malware
appeared in

PPI downloads
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MarasuH AxkayHTos #1 B PyHerte: Mpoaaxa AkkayHToB u PeaupexTos ¢ MrHoseHHoM JlocTasxkom

‘ Mara3sun AkkayHToB #1 B PyHer...

. ) & hitps://buyaccs.com

CEPBMC PETUUCTPALIUMA AKKAYHTOB

$# Ceivac B npopaxe

Cnyxb6a
Mail.ru
Mail.ru Mix
Mail.ru Second Hand
Mail.ru Mix S/H
Yandex.ru

Narod.ru

Kon-Bo akkoB

117025

327199

0

15811

4758

583115

Halw MarasuH akkayHTOB paj NpeanoXuTb akkayHTbl Pas/inyHbIX MOYTOBbLIX CNy»6 1 6ecnaarHbix

XOCTHMHroB ansa nobbix 3agay. Bel nonyyete akkayHTol CPA3Y nocne onnarbl 3aka3a yepe3 Webmoney.

Takxe AoCTynHa ycnyra 3anuea peaupektos Ha Pochta.ru, Cwahi.net n Ocatch.com uTo sBnsietcs
YHUKaNbHOM YCNyroi - Bbl NONy4aeTe roToBble peAupeKTbl B TEYEHUE Yaca nocne 3akasa.
Mpu nokynke akkayHToB MeHee 1000 wWTyK AeWACTBYET cneunanbHbli Tapud.

www.FreedomScripts.org - pazpaboTtka codra Ha 3aka3

Mera Codt ans nopeees - Zerber
OpnobpsaTo 3eu - Mo mu

Twidium - 6e30nacHebii M NpodecCcuoHanbHblA MHCTPYMEHT ANS PACKPYTKU TBUTTEPA

HakpyTuTb ponnosepos B TBUTTE

3apaboTan Ha NpoJaxe akKayHTOB

Kynutb akKkayHTbl OAHOKNaCCHUKOB
Kynutb akkayHTbl BKOHTakTe

LleHa 3a 1K akkayHTOB
0o 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
0o 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
0o 10K: $4 | ot 10K o 20K: $3.5 | ot 20K: $3
no 10K: $4 | ot 10K o 20K: $3.5 | ot 20K: $3
0o 10K: $20 | ot 10K go 20K: $19 | ot 20K: $18

Ao 10K: $50 | ot 10K go 20K: $50 | ot 20K: $50

? Hosoctm

06 Anp 2013
BpeMeHHO He NPoAaeM akKayHTbI
Twitter.com

15 Map 2013

OTNUYHAs UeHa Ha aKKayHTbI
Facebook.com! Bcero $80 32 1000 wr.
Jewesne He 6biBaeT!

07 ®es 2013

CeHcauMOHHas UeHa Ha aKKayHTbl
Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO
BCEMU pPerncrpaymMoHHbIMU AaHHbIMM MO
ueHe or $7 32 1000 wr!

NA en 2013

N



®00o Buyaccs.com: Bulk Accounts with Instant Delivery After Payment. We Accept Paypal

J B swacescom:Bulk Accountswit.. | k|
4 @ https://buyaccs.com/en/ Yv e | (B3~ Google Q) n

If you need quality bulk accounts, you've come to the right place. You can get your accounts
Bu g H c c s .com immediately after your payment - there is no need to wait.

BUY BULK ACCOUNTS AT BEST PRICES {\II the accounts are provided in any format you like. Just use our free account converter to get them
in the way you need.

Special rates are applied if you purchase less than 1000 accounts.

We accept Liberty Reserve and Paypal.

Please, review our terms and conditions before purchasing any accounts.

06 Apr 2013
Twitter accounts are not available. We will

&4 For sale start selling them shortly.

Provider Quantity Rate for 1000 06 Apr 2013
Twitter accounts are not available. We will
Hotmail.com 449292 1K-10K: $5 | 10K-20K: $4.5 | 20K+: $4 start selling them shortly.
07 Feb 2013
Hotmail.com Verified 423418 1K-10K: $6 | 10K-20K: $5.5 | 20K+: $5 €

Added Instagram accounts at a great rate:
$50 per 1000.

Outlook.com Plus 9661 1K-10K: $4 | 10K-20K: $3.5 | 20K+: $3

04 Dec 2012
Gmail.com USA PVA 4340 1K-10K: $100 | 10K-20K: $95 | 20K+: $90 Just added Fully Profiled Twitter Accounts

at a great rate - $30 per 1000. Accounts

. . . come with avatar, bio and random

Yahoo.com 14058 1K-10K: $8 | 10K-20K: $7.5 | 20K+: $7 background.
Yahoo.com USA 8688 1K-10K: $15 | 10K-20K: $15 | 20K+: $15 19 Nov 2012

Great prices for wholesale Twitter.com and a
Nokiamail.com 0 1K-10K: $10 | 10K-20K: $10 | 20K+: $9 Hotmail.com orders! ;

4
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Sha rew

Infiltrated
(Secret Service)

CarderPlanet

CardersMarket
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State-sponsored Adversaries



Russian election protests — Saturday 10 #Tp 7 y M(I) a/1bHAa{A

December 2011
» Largest political event of its kind since the fall of the USSR

]
» An estimated 50,000 people gathered in Moscow and 10,000 in #t h I
St Petersburg ' rl u m p a

» They allege widespread fraud in Sunday's polls

» More than 1,000 arrests

* Protestors pledge to take to the streets again on December 24
» They want Sunday's election results annuled

26K Twitter accounts tweet 440K ]unk messages
to drown out discourse / coordination.




Geolocation of Logins

Nonspam Logins



Geolocation of Logins

Nonspam Logins Spam Logins

26K accounts purchased from spam-as-a-service program.
Part of a “lot” of 975K. Used ~20K distinct IP addresses.




Takeaways

.- Rise of cybercrime is a major challenge for security,
because adversaries have become far more

capable...

. But cybercriminals are lazy and look for easiest way
to make a buck. So, focus defenses on the easiest
ways to turn a technical security breach into money.

- "Follow the money.”



Extra Material




Welcome to Storm! What can we sell you?

000 Canadian Pharmacy =
év v e X {J}Mﬂhnp://—...— _— V‘P 'Google Q 3

* iy Your cart: $0.00 (0 items)
$ € £ i Proceed to Checkout »

Pharma Bonus

Home  Bestsellers | Allproducts FAQ | Contactus

Canadian (§) Pharmacy

#1 Intemet Online Drugstore

]
o

For Order more than $300: 8
12 VIAGRA PILLS

10 x Viagra

> Growth Pills 120 pills
g g 100 mg 1 bottle x 60caps 100 mg
= |For other Orders: 10 x Cialis . F ill
= |4 VIAGRAPILLS 20mg «Growth O +4 Free pills
TRl ORDER NOW ORDER NOW ORDER NOW
& Male Enhancement
Searchbyname: ABCDEEGHIJKLMNOPQRSTUYWXYZS Search: | (a )
© Men's Health
© SALES - 20% OFF Today's Bestsellers
© Female Enhancement Viagra Cialis Viagra
Our o y Our o Professional
ur price ur price
© WeightLoss ' $1.21 $2.18 Our price
A
© Gums New! $3.73
@ Body-Building More info e Add to cart More info e Add to cart More info e Add to cart -
A
& Hypnotherapy =
Done Y






Kirill Levchenko

klevchen@cs.ucsd.edu

I'am a project scientist with the Systems and Networking group in the Computer
Science department at the University of California, San Diego. My current research



Received: from %$"C0%"P% "R2-6"%:gwertyuiopasdfghjklzxcvbnm™%.% "P% "R2-6"%:gqwertyuiopasdfghjkl o
zxevbnm™%"% ([%$7C6% " I"%.%" I"%.%" I"%.%"1"%"%]) by b
%$"A"% with Microsoft SMTPSVC (% Fsvcver™%); %" D" %

Message-ID: <% 0% V6 %:% "R3-50"%"%% V0~ %>

From: <% Fnames %@% Fdomains”™%>

To: <%"07%>

Subject: JOB $1800/WEEK - CANADIANS WANTED!

Date: %$"D-%"R30-600"%"%

Received: from auz.xwzww ([132.233.197.74]) by dsl-189-188-79-63.prod-infinitum.com.mx with o
Microsoft SMTPSVC(5.0.2195.6713); Wed, 6 Feb 2008 16:33:44 -0800

Message-ID: <002e01c869215$18919350%4ac5e984@auz.xwzww>

From: <katiera@experimentalist.org>

To: <voelker@cs.ucsd.edu>

Subject: JOB $1800/WEEK - CANADIANS WANTED!

Date: Wed, 6 Feb 2008 16:33:44 -0800

Figure 2: Snippet of a spam template, showing the transformation of an email header from template (top) to resulting
content (bottom). The >-symbol indicates line continuations. Bold text corresponds to the formatting macros and
their evaluation.

Synthetic diversity aims
to thwart content-based
anti-spam filtering



MACRO SEEN LIVE FUNCTIONALITY
(0) v Spam target email address.
(A) v FQDN of sending bot, as reported to the bot as part of the preceding C&C exchange.
(B) Creates content-boundary strings for multi-part messages.
(Cnum) v Labels a field’s resulting content, so it can be used elsewhere through (V); see below.
(D) v Date and time, formatted per RFC 2822.
(E) ROT-3—encodes the target email address.
(Fstring) v Random value from the dictionary named string.?
(Gstring) v Line-wrap string into 72 characters per line.
(Hstring) Defines hidden text snippets with substitutions, for use in HTML- and plain-text parts.
(D v Random number between 1 and 255, used to generate fake IP addresses.
(Jstring) Produces quoted-printable “=20" linewrapping.
(K) IP address of SMTP client.
(M) v 6-character string compatible with Exim’s message identifiers (keyed on time).
(N) 16-bit prefix of SMTP client’s IP address.
(Ostring:num) v Randomized message identifier element compatible with Microsoft SMTPSVC.
(Pnumy [-numz]:string) v Random string of num1 (up to numsz, if provided) characters taken from string.
(Qstring) Quoted-printable “=" linewrapping.
(Rnumq-nums) v Random number between num, and nums. Note, special-cased when used with (D).
(Ustring) Randomized percent-encoding of string.
(Vnum) v Inserts the value of the field identified by (Cnum).
(W) Time and date as plain numbers, e.g. “20080225190434”.
(X) Previously selected member of the “names” dictionary.
(Ynum) v 8-character alphanumeric string, compatible with Sendmail message identifiers.
(Z) v Another Sendmail-compatible generator for message identifiers.

Table 2: Storm’s spam-generation templating language.



Campaign Mechanics: Reporting

b

Botmaster ¥ )

HTTP
proxies

.ﬁg =
PAM ‘.5':

PAM‘ g
_— SP w AM‘



Under our control

Modified template
points to our server

WWW server

v |

Re-writing
Proxy

bot o bot

real email
n00b accounts

D]

our webmail
accounts

Bot Controller ) ' %

Proxying Bot w

Template points to
spammer’ s server




Axiom of Criminal Laziness



Axiom* of Criminal Laziness
Cybercrooks will work energetically to
sustain their current cash flow ...

... but will not look out strategically
beyond it to serve their long-term interests

(* This is a working hypothesis to explain the observed
pace of attacker innovation — not something definitively established)



Phases of the Spam Value Chain

Grum Botnet

e DNS Lookup
(A record)

-

L ’
(NS record) reg.ru ey Epniss|

Domain Registrar Affiliate Program

e DNS Lookup

ThGRA 3 Official Site
ST PRKCF ONNFT Russia Russia
N | ﬁ » o Payment I
¥l =
= Azerigazbank

i
User's Bank
USA

rrrrrrr

DNS Server
China

Merchant Bank
Azerbaijan

Manufacturer
India

j\

medicshopnerx.ru Pharmacy Express

@ Affiliate Program
Web Proxy/Server
Brazil

If we were to “snip” a link in this chain, which one
would be the most disruptive for our least expenditure?

Measuring URLs, DNS servers, HTTP redirection, etc. all
a matter of energetic crawling & recording.

But merchant banks / Visa / “fulfillment” ?
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50-70%

OT aoxoaa

Haww npeumywecrsa

- Jlyuwmit BEDUION CPEAM AHANOMMUHBIX PELIeHUH
- CrabunbHbie BLINNaTH

- HapexxHocTs coTpygHu4ecTsa

- Uramenayanssii noaxon

- [py»ecrsesHsIil cannopT

JononHutencHas uHGopMauus

Yonewno koxBepTHpyem cnegyioume crpans: US, CA, AU,
GB, DE, FR. YsenuueHa ONrOCPOMHOCTE paboTel M BeIXNON C
KaXoro uHcTanna. Mei roTossl NpeanoXHTL
WHAMBWOYANbHLIE PEMTBI M YCNOBMA ON/IaThI NOCTOAHHBIM
naprHepaM. Bul MOXETE MCNONb30BaTh COBCTBEHHbIE

Ton10 Cannopt

29-10-2009
JNeHaguHrKM

WHM Ha HOBOM A0OMEHE MKMAaIoT Ball
Tpad)

02-10-2009
O6xosnenne Mmogyns

O6rosnen 6ung MoayNA, yyulwweH OTCTYK U
COBMECTMMOCTb C HEKOTOPBLIMM NOaAEpaMm.
Kauaiire HOBYIO BEpCHIO

14-09-2009




Registration FAQ Top10 A support

‘\:\‘\ 3 “',' F' ( e S 3 -~ ’-'
08.05.2010

Of reven ue W|ﬂ'| rGfen'a Is Dear webmaster! We congratulate you on the
‘ Day of Victoryl Today osobnenno German
Our advantages Additional information installs go well ;)
- Best exhaust of similar solutions Successfully convert the following countries: US, CA, AU, GB, | 05/05/2010
- stable payments DE, FR. Increased long-term performance and exhaust from || Access to auto-update
- Reliability cooperation each installs. We offer individual and payment rates the ,’ Dear webmaster! To improve the stability of the
- Individual approach constant partners. You can use your own Landing drain web affiliate program and prevent discharges of our

module access Autoupdate temporarily dosed
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