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Announcements

Homework 1 due in less than a week (7/8)

Project 1 due in about a week (7/11)

Midterm 1 in two weeks (7/15)

Attend lecture and discussion sections to learn material to
appear on Midterm 1
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Alice wants confidentiality

We told Alice that we would look into symmetric key
encryption in order to prevent Eve from reading her messages.

−−−−−−−→
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IND-CPA secure

Phases Challenger C Adversary A
setup k ← Gen(1n)

encrypt plaintext
mi

←−−−−−−−−−−− for i ∈ poly(n)

ci ← Enc(k,mi )
ci

−−−−−−−−−−−→

challenge cipher
m∗0 ,m

∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c∗ ← Enc(k,m∗b )
c∗

−−−−−−−−−−−→

encrypt plaintext
m′i

←−−−−−−−−−−− for i ∈ poly(n)

ci ← Enc(k,m′i )
c′i

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−
determine win If b = b′, A wins.

∀ adversaries A, Pr[A wins game] ≤ 1
2 + negligible
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We want to achieve IND-CPA

OTP is IND-KPA (as you’ll prove in discussion tomorrow) and
not IND-CPA. We realized the reason it’s not IND-CPA is
because it is deterministic.

Today we’ll take a look at block ciphers.
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Learning objectives

Understand how to chain block ciphers to construct an
IND-CPA encryption

Understand how to use cryptographic primitives to
construct a stream cipher

Formally prove security holds via reduction proofs
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Block cipher

E(K ,M)→ C :

as a function E : {0, 1}k × {0, 1}n → {0, 1}n

if we fix the key K
$← {0, 1}k

then we get EK : {0, 1}n → {0, 1}n
permutation (bijective mapping) over the space of 2n

inputs and outputs

D(K ,C )→ M:

D : {0, 1}k × {0, 1}n → {0, 1}n

if we fix the key K
$← {0, 1}k

then we get the inverse of encryption
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Which permutation is which?

E(K ,M)→ C :

as a function E : {0, 1}k × {0, 1}n → {0, 1}n

if we fix the key K
$← {0, 1}k

then we get EK : {0, 1}n → {0, 1}n
permutation (bijective mapping) over the space of 2n

inputs and outputs

By permutation, do we mean EK (01) must output a
permutation on the input message bits (aka can only output 01
or 10 and not 00 or 11)?

No. That’s a permutation of the input. Today, permutation
refers to a bijective mapping.
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Block cipher’s security definition

For random secret key K
$← {0, 1}k , EK is indistinguishable

from a random permutation.

Phases Challenger C Adversary A

setup b
$← {0, 1}

If b = 0,

K
$← {0, 1}k , F = EK

If b = 1,

random permutation π, F = π

encrypt plaintext
mi

←−−−−−−−−−−− for i ∈ poly(n)

ci ← F (mi )
ci

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

determine win If b = b′, A wins.
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Block cipher’s security definition

For random secret key K
$← {0, 1}k , EK is indistinguishable

from a random permutation.

Phases Challenger C Adversary A

setup b
$← {0, 1}

If b = 0,

K
$← {0, 1}k , F = EK

If b = 1,

random permutation π, F = π

encrypt plaintext
mi

←−−−−−−−−−−− for i ∈ poly(n)

ci ← F (mi )
ci

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

determine win If b = b′, A wins.

∀ adversaries A, Pr[A wins game] ≤ 1
2 + negligible
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Is a block cipher IND-CPA?
(Hint: What intuition did we learn from OTP?)

No, because block ciphers are deterministic.

If you fix secret key K
$← {0, 1}k , then EK faces the same

problems as a OTP with key reuse. If you encrypt some
message twice, the ciphertext will look the exact same.
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Downsides to a block cipher

Deterministic =⇒ not IND-CPA

output is fixed based on input
no internal source of randomness

Fixed length

input/output

Our first priority when chaining up these block ciphers should
be to eliminate this deterministic behavior.
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Modes of operation (block cipher chain, not block chain)

Electronic Code Book (ECB)

Cipher Block Chaining (CBC)

Cipher Feedback (CFB)

Counter (CTR)
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Eliminate determinism

We will introduce randomness in these modes of operation by
way of an initialization vector IV , or nonce.

A nonce is some randomness intended to be used only once. In
the cryptographic sense, this means we don’t reuse the IV
across message encryptions.
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Block cipher chain I/O

Split message M into plaintext blocks P1,P2, . . . of fixed
length n

Why is the length fixed as n?

n is the arbitrary, fixed length from our block cipher

What if length of message M is not divisible by n?

pad the message (we’ll look at this later)

The resulting ciphertext C will be any existing C0 = IV
concatenated with fixed length n blocks C1,C2, . . .

Why do we include the nonce?

without the IV , messages cannot be decrypted
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ECB Encryption

Ci = E(K ,Pi ) = EK (Pi ) for i ∈ {1, 2, . . .}
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ECB Decryption

Pi = D(K ,Ci ) = DK (Ci ) for i ∈ {1, 2, . . .}
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What are some nice properties of ECB?

encryption is parallelizable

decryption is parallelizable

simple
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What’s a problem we notice with ECB?

The same problem as with block ciphers. It’s still deterministic!
We didn’t use our randomness IV .
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ECB is deterministic!

For fun and to drive this point home, let’s see what happens if
we encrypt Tux, the Linux kernel mascot.

ECB Encryption
−−−−−−−−−−−→

You can clearly still see the penguin! ECB is not IND-CPA.
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CBC Encryption

C0 = IV

Ci = E(K ,Pi ⊕ Ci−1) for i ∈ {1, 2, . . .}
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CBC Decryption

Pi = Ci−1 ⊕D(K ,Ci ) for i ∈ {1, 2, . . .}
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Is CBC parallelizable?

encryption is sequential

decryption is parallelizable
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Is CBC IND-CPA?

If IV is not reused, yes. (The proof is out of scope for the course,

but intuitively this should make sense.)

For fun and to drive this point home, let’s see what happens if
we encrypt Tux, the Linux kernel mascot.

CBC Encryption
−−−−−−−−−−−→

You can no longer see the penguin in the ciphertext!
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CFB Encryption

C0 = IV

Ci = Pi ⊕ E(K ,Ci−1) for i ∈ {1, 2, . . .}
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CFB Decryption

Pi = Ci ⊕ E(K ,Ci−1) for i ∈ {1, 2, . . .}
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What are some properties of CFB?

decryption uses the encryption block cipher

encryption is sequential

decryption is parallelizable

IND-CPA secure

Don’t need padding!

Based on these properties, CFB seems pretty good! Let’s
compare with CBC.
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Ciphertext corruption: CBC vs. CFB

What happens if, after encryption, some bits of the ciphertext
get corrupted before they can be decrypted?
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Ciphertext corruption: CBC vs. CFB

What happens if, after encryption, some bits of the ciphertext
get corrupted before they can be decrypted?

Let M = P1‖P2‖P3 and C = IV ‖C1‖C2‖C3. Say that the first
bit of C1 gets corrupted.

CBC: P1 will be uniformly corrupted. The first bit of P2 will be
corrupted. P3 will be correct.

CFB: The first bit of P1 will be corrupted. P2 will be uniformly
corrupted. P3 will be correct.
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CTR Encryption

C0 = IV

Ci = Pi ⊕ E(K ,C0 ‖ (i − 1)) for i ∈ {1, 2, . . .}
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CTR Decryption

Pi = Ci ⊕ E(K ,C0 ‖ (i − 1)) for i ∈ {1, 2, . . .}
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What are some properties of CTR?

decryption is the same as encryption (efficient)

encryption is parallelizable

decryption is parallelizable

IND-CPA secure

Doesn’t need padding!

Based on these properties alone, CTR mode looks quite
attractive! However, let’s consider what happens when the
nonce, IV , is re-used.
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IV reuse: CBC vs. CTR

Consider M = P1‖P2‖P3 and M ′ = P1‖P ′2‖P3 where P2 6= P ′2.
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Last Time. . .

There was some confusion as to why having access to a
decryption oracle gives the adversary more power than having
access to an encryption oracle.

decryption oracle

where the challenger decrypts ciphertext that the adversary
sends, see “decrypt ciphertext” phase

encryption oracle

where the challenger encrypts plaintext that the adversary
sends, see “encrypt plaintext” phase
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IND-CCA1 secure

Phases Challenger C Adversary A
setup k ← Gen(1n)

decrypt ciphertext and
ci , mj

←−−−−−−−−−−− for i, j ∈ poly(n)

encrypt plaintext mi ← Dec(k, ci )

cj ← Enc(k,mj )
mi , cj

−−−−−−−−−−−→

challenge cipher
m∗0 ,m

∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c∗ ← Enc(k,m∗b )
c∗

−−−−−−−−−−−→

encrypt plaintext

m′j
←−−−−−−−−−−− for j ∈ poly(n)

c′j ← Enc(k,m′j )

c′j
−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−
determine win If b = b′, A wins.

∀ adversaries A, Pr[A wins game] ≤ 1
2 + negligible
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IND-CCA2 secure

Phases Challenger C Adversary A
setup k ← Gen(1n)

decrypt ciphertext and
ci , mj

←−−−−−−−−−−− for i, j ∈ poly(n)

encrypt plaintext mi ← Dec(k, ci )

cj ← Enc(k,mj )
mi , cj

−−−−−−−−−−−→

challenge cipher
m∗0 ,m

∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c∗ ← Enc(k,m∗b )
c∗

−−−−−−−−−−−→

decrypt ciphertext and

c′i , m′j
←−−−−−−−−−−− for i, j ∈ poly(n), where c′i 6= c∗

encrypt plaintext m′i ← Dec(k, c′i )

c′j ← Enc(k,m′j )

m′i , c′j
−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−
determine win If b = b′, A wins.

∀ adversaries A, Pr[A wins game] ≤ 1
2 + negligible
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Last Time. . .

There was some confusion as to why having access to a
decryption oracle gives the adversary more power than having
access to an encryption oracle.

Let’s look at CTR mode to see why.
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Is CTR IND-CCA2 secure?

No. Let’s look at a counter-example. There exists an adversary
with the following strategy:

Phases Challenger C Adversary A
setup k ← Gen(1n)

decrypt ciphertext and

encrypt plaintext

challenge cipher
m∗0 = 0n,m∗1 = 1n

←−−−−−−−−−−−−

b
$← {0, 1}

c∗ ← Enc(k,m∗b )
c∗

−−−−−−−−−−−−→

decrypt ciphertext and
C∗

←−−−−−−−−−−−− Let C∗ be c∗ with the first bit flipped

encrypt plaintext (note C∗ 6= c∗)

M∗ ← Dec(k, C∗)
M∗

−−−−−−−−−−−−→ Let m∗ be M∗ with the first bit flipped

If m∗ = 0n , let b′ = 0. Else, let b′ = 1

send bit
b′

←−−−−−−−−−−−−
determine win If b = b′, A wins.
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Is CTR IND-CCA2 secure?

No. Let’s look at a counter-example. There exists an adversary
with the following strategy:

Phases Challenger C Adversary A
setup k ← Gen(1n)

decrypt ciphertext and

encrypt plaintext

challenge cipher
m∗0 = 0n,m∗1 = 1n

←−−−−−−−−−−−−

b
$← {0, 1}

c∗ ← Enc(k,m∗b )
c∗

−−−−−−−−−−−−→

decrypt ciphertext and
C∗

←−−−−−−−−−−−− Let C∗ be c∗ with the first bit flipped

encrypt plaintext (note C∗ 6= c∗)

M∗ ← Dec(k, C∗)
M∗

−−−−−−−−−−−−→ Let m∗ be M∗ with the first bit flipped

If m∗ = 0n , let b′ = 0. Else, let b′ = 1

send bit
b′

←−−−−−−−−−−−−
determine win If b = b′, A wins.

Pr[A wins game] = 1.
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Which mode is the best?

None of these! Use authenticated encryption modes. These
provide all three CIA properties!

CTR mode definitely does not have integrity! You know exactly
how the plaintext will change if you change the ciphertext.

If you just want confidentiality, use any of them (except ECB,
don’t use ECB!) without re-using the nonce.
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What if length of message M is not divisible by n?

Simple solution: Make the message divisible! Pad the message!

Bad Padding:

What’s an example message
where this could go wrong?

M = 0n/2. How would we know
where this message ends?

Good Padding:

We can use a 1 to separate the
message from the padding!
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Downsides to block cipher modes

We were able to achieve IND-CPA with CBC, CFB, CTR.
However, there is still one more issue to address.

Fixed length

input/output

Our next priority should be to construct an arbitrary length
encryption scheme.



Announcements

Review

Objectives

Block Cipher

Modes of
Operation
ECB
CBC
CFB
CTR

Padding

PRG

Stream Cipher

Summary

Break Time

Stand up, stretch! Ask your neighbor how they’re feeling today.
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Pseudorandom generator (PRG)

A function G : {0, 1}n → {0, 1}n+m where m = poly(n) s.t.

Efficient: On all inputs x , G (x) is computable in poly time

Indistinguishability: G (Un) ≈ Un+m where Uk is the

uniform distribution on {0, 1}k

On a uniformly random input r of length n, the output of
G (r) is indistinguishable from a uniformly random value r ′

of length n + m
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Indistinguishability as two mini-games!

We first consider the game where the challenger provides
random PRG output to the adversary. Let G be a PRG
function.

Phases Challenger C Adversary A

setup r
$← {0, 1}n

challenge output
G(r)

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−
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Indistinguishability as two mini-games!

Phases Challenger C Adversary A

setup r
$← {0, 1}n

challenge output
G(r)

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

In this G (Un) game, we calculate the probability the adversary
outputs bit b′ = 1, PrG(Un)[A guesses 1]. Say that b′ = 1
means the adversary thinks the value it received was the output
of a PRG.
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Indistinguishability as two mini-games!

We then consider the game where the challenger provides
random output to the adversary.

Phases Challenger C Adversary A

setup r′
$← {0, 1}n+m

challenge output
r′

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−
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Indistinguishability as two mini-games!

Phases Challenger C Adversary A

setup r′
$← {0, 1}n+m

challenge output
r′

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

In this Un+m game, we calculate the probability the adversary
outputs bit b′ = 1, PrUn+m [A guesses 1]. Again we have that
b′ = 1 means the adversary thinks the value it received was the
output of a PRG.
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Indistinguishability as two mini-games!

We now have the two probabilities PrG(Un)[A guesses 1] and
PrUn+m [A guesses 1]. We combine them by saying that if

| Pr
G(Un)

[A guesses 1]− Pr
Un+m

[A guesses 1]| = negligible,

then our PRG is secure.
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Stream cipher encryption

Let G be a PRG.

Gen(1n)→ k:

k
$← {0, 1}n

Enc(k ,m)→ c :

c = m ⊕ G (k)

Dec(k , c)→ m:

m = c ⊕ G (k)

Why does this solve our fixed
length problem?

A PRG can produce any
number of random bits.

Unfortunately, there’s still a
problem with this scheme.

It’s deterministic, so it’s not
IND-CPA. However, we can
prove IND-KPA!
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Let’s prove our stream cipher is IND-KPA. . .

Let’s write a theorem, so we know what to prove.

Theorem: PRG =⇒ stream cipher. This means that if the
PRG is secure, then the stream cipher will be secure.

Proof technique: We’ll introduce a reduction proof, a
contraposition (or contradiction) proof in disguise!
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Reduction proof

In the reduction proofs we’ll see in class, you’re trying to prove

scheme X is secure =⇒ scheme Y is secure

by proving the contrapositive, that

scheme Y is insecure =⇒ scheme X is insecure.
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scheme Y is insecure =⇒ scheme X is insecure

When a scheme is insecure, there exists some adversary that
breaks its security definition.

We assume there exists some black-box adversary, or unknown
algorithm, that breaks scheme Y.

Our goal is to use this adversary to break scheme X. We’ll do
this by explicitly defining the second adversary, writing out the
steps of its algorithm, to break scheme X.
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Stream cipher is not IND-KPA =⇒ PRG
distinguishable from random

Disclaimer: This proof is quite difficult. We would like you to
understand reduction arguments, so you understand how
security “chains”, builds from other secure subsystems.
However, we will not expect you to prove security with PRGs
on exams.

That being said, let’s see an example of a reduction proof!
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Stream cipher is not IND-KPA =⇒ PRG
distinguishable from random

We construct adversary B that can win the PRG distinguishing
game against challenger C. In order to do so, B secretly tricks
their friend A into helping them out by challenging A to break
IND-KPA.

We will assume that A can break IND-KPA every time, with
probability 1.
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Stream cipher is not IND-KPA =⇒ PRG
distinguishable from random

We first play the G (Un) game and calculate its probability.

Challenger C Adversary B Adversary A

r
$← {0, 1}n

G(r)
−−−−−−−−−−−→

m∗0 ,m
∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c = mb ⊕ G(r)
c

−−−−−−−−−−−→
b∗

←−−−−−−−−−−−

If b = b∗, b′ = 1.

Otherwise, b′ = 0.

b′
←−−−−−−−−−−−
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Stream cipher is not IND-KPA =⇒ PRG
distinguishable from random

We first play the G (Un) game and calculate its probability.
Challenger C Adversary B Adversary A

r
$← {0, 1}n

G(r)
−−−−−−−−−−−→

m∗0 ,m
∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c = mb ⊕ G(r)
c

−−−−−−−−−−−→
b∗

←−−−−−−−−−−−
If b = b∗, b′ = 1.

Otherwise, b′ = 0.

b′
←−−−−−−−−−−−

c = mb ⊕ G (r) is exactly our encryption scheme! This means
that A will succeed in guess the bit b with probability 1. So, B
will always send b′ = 1 to the challenger.

Pr
G(Un)

[A guesses 1] = 1.
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Stream cipher is not IND-KPA =⇒ PRG
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We then play the Un+m game and calculate its probability.

Challenger C Adversary B Adversary A

r′
$← {0, 1}n+m

r′
−−−−−−−−−−−→

m∗0 ,m
∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c = mb ⊕ r′
c

−−−−−−−−−−−→
b∗

←−−−−−−−−−−−

If b = b∗, b′ = 1.

Otherwise, b′ = 0.

b′
←−−−−−−−−−−−



Announcements

Review

Objectives

Block Cipher

Modes of
Operation
ECB
CBC
CFB
CTR

Padding

PRG

Stream Cipher

Summary

Stream cipher is not IND-KPA =⇒ PRG
distinguishable from random

We then play the Un+m game and calculate its probability.

Challenger C Adversary B Adversary A

r′
$← {0, 1}n+m

r′
−−−−−−−−−−−→

m∗0 ,m
∗
1

←−−−−−−−−−−−

b
$← {0, 1}

c = mb ⊕ r′
c

−−−−−−−−−−−→
b∗

←−−−−−−−−−−−
If b = b∗, b′ = 1.

Otherwise, b′ = 0.

b′
←−−−−−−−−−−−

c = mb ⊕ r ′ is exactly OTP without key re-use! This looks
entirely random to A. So A cannot succeed with better than
random chance. So, B will send a random bit b′.

Pr
Un+m

[A guesses 1] =
1

2
+ negligible.
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Stream cipher is not IND-KPA =⇒ PRG
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Combining the two together, we get that

| Pr
G(Un)

[A guesses 1]− Pr
Un+m

[A guesses 1]|

= |1− (
1

2
+ negligible)|

≈ 1

2
6= negligible.

So even though B has no idea how A figured out which bit b′

to send. Given that A can break IND-KPA of stream cipher, B
can distinguish PRG from random!
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Don’t worry if you didn’t understand!

We won’t expect you to do anything this complicated on the
exams.

Focus on gaining intuition from seeing how these security
games can be played. That way when given a simpler scheme,
you can reason about it intuitively, in words.

We will look at a much simpler example tomorrow to help you
understand reduction proofs.
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Other stream cipher constructions. . .

CFB/CTR mode

SHA-3 sponge function
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Alice learned today that. . .

Desirable security: IND-CPA

OTP and Block ciphers have weaker security than
IND-CPA

Block cipher mode of operation

Chains block ciphers together
Some modes achieve IND-CPA (don’t use ECB!)

PRG stream cipher

Uses PRG to produce randomness
XORs randomness in similar style to OTP
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