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Announcements

No lecture tomorrow!

Have a great 4th of July weekend

Homework 1 due in less than a week (7/8)

Project 1 due in about a week (7/11)

Midterm 1 in two weeks (7/15)

Attend lecture and discussion sections to learn material to
appear on Midterm 1
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What if length of message M is not divisible by n?

Simple solution: Make the message divisible! Pad the message!

Bad Padding:

What’s an example message
where this could go wrong?

M = 0n/2. How would we know
where this message ends?

Good Padding:

We can use a 1 to separate the
message from the padding!
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Pseudorandom generator (PRG)

A PRG function takes in some high entropy randomness, which
we call a “seed” or “seeding our PRG”, and returns arbitrarily
long amounts of pseudorandomness:

PRG (seed)→ pseudorandomness
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Stream cipher

Encryption of arbitrary length messages. Stream ciphers
process the message “digit-by-digit” and store some internal
state. Some constructions of stream ciphers rely on

PRG

XOR similar to OTP

CFB or CTR mode

“digit” is one n bit block of the message
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Symmetric key encryption: AES-CFB

We can chain up AES block ciphers using CFB mode to
produce an IND-CPA secure encryption scheme!

However, how can Alice set up a symmetric key with Bob?
Also, what about public key encryption techniques?
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Learning objectives

Know a subset of the assumptions which cryptography is
built upon

Some computational hardness assumptions

Learn more cryptographic primitives or tools

OWF

Understand how set up symmetric keys using asymmetric
key technique

Diffie-Hellman protocol
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Types of encryption

Encryption key Decryption key

Symmetric key encryption =

same private key for encryption and decryption

Asymmetric key encryption 6=
separate public encryption key and private decryption key

Today we will ease into public key encryption.
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Public key encryption

Alice

6=

Alice’s public encryption key:

Alice’s private decryption key:

Bob

∗ 6= ∗

Bob’s public encryption key:

∗

Bob’s private decryption key:

∗
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Today we’ll look at. . .

A subset of computational hardness assumptions, problems
that are hypothesized to be hard to solve.

Certain cryptographic protocols require these assumptions to
hold in order to be considered secure.

Diffie-Hellman key exchange

El-Gamal encryption
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Group G

When we mention some group G under multiplication, think
about the modular set of integers {1, 2, . . . , p − 1} where p is
some prime number.

Sometimes we will see this written as

(Z/pZ)∗ = Z∗p = {1, 2, . . . , p − 1}.

Interpretation of this notation: the multiplicative group (∗) of
integers (Z) modulo (/) multiples of prime p (pZ).
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Discrete Log Problem

Let G be some group under multiplication. Let g ∈ G be any
element from the group.

Given the element

ga = g · g · . . . · g︸ ︷︷ ︸
a times

∈ G

for some positive integer a, we assume that it is difficult for an
adversary to

compute a.
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Computational Diffie-Hellman (CDH)

Let G be some group under multiplication. Let g ∈ G be any
element from the group.

Given the elements
ga, gb ∈ G

for some positive integers a and b, we assume that it is difficult
for an adversary to

compute gab.
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Decisional Diffie-Hellman (DDH)

Let G be some group under multiplication. Let g ∈ G be any
element from the group.

Given the elements

ga, gb, gab ∈ G or ga, gb, g r ∈ G

for some positive integers a, b and r , we assume that it is
difficult for an adversary to

distinguish between gab and g r .
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How are these assumptions related?

DDH holds =⇒ CDH holds =⇒ Discrete Log holds

This means that Discrete Log is the weaker assumption. In
cryptography we want the most secure scheme that uses the
weakest assumptions.

Example: If your protocol requires the CDH assumption to hold
in its group G, then the Discrete Log assumption also holds.
However, DDH doesn’t necessarily hold.
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How are these assumptions related?

DDH broken ⇐= CDH broken ⇐= Discrete Log broken

Example: If CDH does not hold in your group G, then DDH
also does not holds. However, Discrete Log may still hold.
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Break Time

Stand up, stretch! Ask your neighbor how they’re feeling today.
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One Way Functions (OWF)

A function f : {0, 1}n → {0, 1}m s.t.

Efficient: On all inputs, f (x) is computable in poly(n) time

Uninvertability: ∀ probabilistic poly(n) time adversary A

Pr
x

$←{0,1}n
[f (y) = f (x) : y ← A(f (x))] = negligible

Given f computed on some random message x
$← {0, 1}n

which is f (x),

no adversary should be able to find y ∈ {0, 1}n such that
f (y) = f (x)
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Spot the OWF!

f (x) = 1

Efficient? Yes, just hardcode the output.

Uninvertible? No, every bit string y ∈ {0, 1}n is a
pre-image of 1 (we mean that ∀y ∈ {0, 1}n f (y) = 1)

f (x) = 2 · x

Efficient? Yes, just pass input to the output.

Uninvertible? No, y = f (x)÷ 2.

f (x) = G (x) where G : {0, 1}n → {0, 1}2n is a PRG

Efficient? Yes, if PRG is efficient.

Uninvertible? (Yes, but we’ll skip the proof for now.)
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PRG is indistinguishable from uniformly random
=⇒ f (x) = G (x) is a OWF

We should proceed by proving the contrapositive of this
implication:

PRG is distinguishable from uniformly random ⇐=
f (x) = G (x) is not a OWF.

Given black-box access to an algorithm that can break the
security of our OWF f , we need to explicitly define an
algorithm to break the security of our PRG G .
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

Given black-box access to an algorithm that can break the
security of our OWF f , we need to explicitly define
an algorithm to break the security of our PRG G .

In other words, given black-box access to an adversary A that
can break the uninvertability of our OWF f , we need to
explicitly define the strategy of adversary B to break the
indistinguishability of our PRG G .
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

Let’s understand the setup! Ignore adversary A for now.
Remember indistinguishability? Let G be our PRG.
G (Un) game:

Phases Challenger C Adversary B Adversary A

setup r ← {0, 1}n

challenge output
G(r)

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

U2n game:
Phases Challenger C Adversary B Adversary A

setup r′ ← {0, 1}2n

challenge output
r′

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

Well adversary B needs to guess when they are given a PRG,
by sending b′ = 1, with greater than random chance to break
indistinguishability!
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

Let’s understand the setup! Ignore adversary A for now.
Remember indistinguishability? Let G be our PRG.

G (Un) game:
Phases Challenger C Adversary B Adversary A

setup r ← {0, 1}n

challenge output
G(r)

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

U2n game:
Phases Challenger C Adversary B Adversary A

setup r′ ← {0, 1}2n

challenge output
r′

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

We need to make sure that

| Pr
G(Un)

[B sends b′ = 1]− Pr
U2n

[B sends b′ = 1]| 6= negligible.
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

Let’s understand the setup! To do so, B needs to challenge
their friend A into breaking OWF. Ignore challenger C for now.

Challenger C Adversary B Adversary A
f (z)

−−−−−−−−−−−→
z

←−−−−−−−−−−−

We assume that adversary A succeeds every time, which means
with probability 1. Remember B has no idea how A does it.



Announcements

Review

Objectives

Public Key Setup

Computational
Hardness
Assumptions
Discrete Log
CDH
DDH

OWF

Diffie-Hellman

Summary

PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

How can we combine these two interactions in order for B to
succeed in distinguishing the PRG from uniform random?
G (Un) game:

Phases Challenger C Adversary B Adversary A

setup r ← {0, 1}n

challenge output
G(r)

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

U2n game:
Phases Challenger C Adversary B Adversary A

setup r′ ← {0, 1}2n

challenge output
r′

−−−−−−−−−−−→

send bit
b′

←−−−−−−−−−−−

Challenger C Adversary B Adversary A
f (z)

−−−−−−−−−−−→
z

←−−−−−−−−−−−
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

G (Un) game:

Challenger C Adversary B Adversary A

r ← {0, 1}n

G(r)
−−−−−−−−−−−→

G(r)
−−−−−−−−−−−→

r
←−−−−−−−−−−−

If G(r) = G(r), b′ = 1.

Else, b′ = 0.

b′
←−−−−−−−−−−−
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

G (Un) game:

Challenger C Adversary B Adversary A

r ← {0, 1}n

G(r)
−−−−−−−−−−−→

G(r)
−−−−−−−−−−−→

r
←−−−−−−−−−−−

If G(r) = G(r), b′ = 1.

Else, b′ = 0.

b′
←−−−−−−−−−−−

Pr
G(Un)

[B sends b′ = 1] = Pr[A successfully inverts f ] = 1.
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

U2n game:
Challenger C Adversary B Adversary A

r′ ← {0, 1}2n

r′
−−−−−−−−−−−→

r′
−−−−−−−−−−−→

x
←−−−−−−−−−−−

If G(x) = r′, b′ = 1.

Else, b′ = 0.

b′
←−−−−−−−−−−−
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

U2n game:

Challenger C Adversary B Adversary A

r′ ← {0, 1}2n

r′
−−−−−−−−−−−→

r′
−−−−−−−−−−−→

x
←−−−−−−−−−−−

If G(x) = r′, b′ = 1.

Else, b′ = 0.

b′
←−−−−−−−−−−−

Pr
U2n

[B sends b′ = 1] = Pr[G (x) = r ′] = negligible.
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PRG is distinguishable from uniformly random
⇐= f (x) = G (x) is not a OWF

G (Un) game:
Phases Challenger C Adversary B Adversary A

setup r ← {0, 1}n

challenge output
G(r)

−−−−−−−−−−−→
G(r)

−−−−−−−−−−−→
r

←−−−−−−−−−−−

If G(r) = G(r), b′ = 1.

Else, b′ = 0.

send bit
b′

←−−−−−−−−−−−

U2n game:
Phases Challenger C Adversary B Adversary A

setup r′ ← {0, 1}2n

challenge output
r′

−−−−−−−−−−−→
r′

−−−−−−−−−−−→
x

←−−−−−−−−−−−

If G(x) = r′, b′ = 1.

Else, b′ = 0.

send bit
b′

←−−−−−−−−−−−

| Pr
G(Un)

[B sends b′ = 1]− Pr
U2n

[B sends b′ = 1]| = |1− negligible| 6= negligible
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What have we just proven?

PRG is distinguishable from uniformly random ⇐=
f (x) = G (x) is not a OWF

in other words or equivalently

PRG is indistinguishable from uniformly random =⇒
f (x) = G (x) is a OWF

Congrats! We just did a reduction proof.
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What have we just proven?

Note that both OWF and PRG, as defined, are purely
theoretical constructions. So, we just proved that they’re
related theoretically.

PRG exist =⇒ OWF exist

Let’s look at a real world construction of a OWF!
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Potential OWF Construction

Let G be the finite cyclic group Z/pZ = {1, 2, . . . , p − 1}
under multiplication where p is a prime. By definition of a
cyclic group, G will have some generator g .

We can define our OWF f as

f (x) = g x (mod p) = g · g · . . . · g︸ ︷︷ ︸
x times

(mod p)

Is this efficient? Yes, repeated squaring algorithm allows
exponentiation to be computed in log p steps.

Is this uninvertable? If Discrete Log assumption holds in G,
then yes.
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But why is it a “potential” construction?

Actually, it’s been proven that. . .

an explicit construction f can be proven to be a one-way function

⇐⇒ one-way functions exist

. . . and furthermore . . .

one-way functions exist =⇒ P 6= NP
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Diffie-Hellman Key Exchange

Alice and Bob agree on large prime p and some group element
g ∈ {1, . . . , p − 1}.

secret key a
$← {1, . . . , p − 1} secret key b

$← {1, . . . , p − 1}

public key pka = ga(mod p) public key pkb = gb(mod p)

pka
−−−−−−−−−−−→

pkb
←−−−−−−−−−−−

shared key Kab = (pkb)a shared key Kab = (pka)b
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Diffie-Hellman Key Exchange

Alice and Bob agree on large prime p and some group element
g ∈ {1, . . . , p − 1}.

secret key a
$← {1, . . . , p − 1} secret key b

$← {1, . . . , p − 1}

public key pka = ga(mod p) public key pkb = gb(mod p)

pka
−−−−−−−−−−−→

pkb
←−−−−−−−−−−−

shared key Kab = (pkb)a shared key Kab = (pka)b

There’s our potential OWF construction:

ga (mod p) and gb (mod p)
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Why is Diffie-Hellman considered public key?

Alice

6=

Alice’s public encryption key:

= ga (mod p)
Alice’s private decryption key:

= a

Bob

∗ 6= ∗

Bob’s public encryption key:

∗ = gb (mod p)
Bob’s private decryption key:

∗ = b
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Let’s prove Diffie-Hellman is a secure key exchange!

We need to verify Diffie-Hellman’s

correctness

security
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Is Diffie-Hellman correct?

Alice and Bob agree on large prime p and some group element
g ∈ {1, . . . , p − 1}.

secret key a
$← {1, . . . , p − 1} secret key b

$← {1, . . . , p − 1}
public key pka = ga(mod p) public key pkb = gb(mod p)

pka
−−−−−−−−−−−→

pkb
←−−−−−−−−−−−

shared key Kab = (pkb)a shared key Kab = (pka)b

For correctness, we need to verify (pkb)a = (pka)b.

Alice’s view: (pkb)a = (gb(mod p))a(mod p) = gab(mod p)

Bob’s view: (pka)b = (ga(mod p))b(mod p) = gab(mod p)

Correct! Kab = gab(mod p)
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Is Diffie-Hellman “secure”?

Alice and Bob agree on large prime p and some group element
g ∈ {1, . . . , p − 1}.

secret key a
$← {1, . . . , p − 1} secret key b

$← {1, . . . , p − 1}
public key pka = ga(mod p) public key pkb = gb(mod p)

pka
−−−−−−−−−−−→

pkb
←−−−−−−−−−−−

shared key Kab = (pkb)a shared key Kab = (pka)b

In the paper introducing this protocol, they argued that if CDH
holds for the group being used, then this protocol is secure.
Can you see why?



Announcements

Review

Objectives

Public Key Setup

Computational
Hardness
Assumptions
Discrete Log
CDH
DDH

OWF

Diffie-Hellman

Summary

Man-in-the-middle Attack (MITM)

a
$← {1, . . . , p − 1} c

$← {1, . . . , p − 1} b
$← {1, . . . , p − 1}

pka = ga(mod p) pkc = gc (mod p) pkb = gb(mod p)

pka
−−−−−−−−−−−→

pkc
−−−−−−−−−−−→

pkb
←−−−−−−−−−−−

pkc
←−−−−−−−−−−−

Kac = (pkc )a Kac = (pka)c

Kcb = (pkb)c Kcb = (pkc )b
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Man-in-the-middle Attack (MITM)

a
$← {1, . . . , p − 1} c

$← {1, . . . , p − 1} b
$← {1, . . . , p − 1}

pka = ga(mod p) pkc = gc (mod p) pkb = gb(mod p)

pka
−−−−−−−−−−−→

pkc
−−−−−−−−−−−→

pkb
←−−−−−−−−−−−

pkc
←−−−−−−−−−−−

Kac = (pkc )a Kac = (pka)c

Kcb = (pkb)c Kcb = (pkc )b

Problem is that Alice thinks Kac is a shared key with Bob and
Bob thinks Kcb is a shared key with Alice when actually
Kac 6= Kcb and Mallory has manipulated their channel of
communication!
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Solutions to MITM

Alice and Bob could call each other through some other
channel that Mallory does not have access to in order to
verify their shared key

Might be costly to use another channel and this won’t
scale well in practice

How can you be sure Mallory’s twin is not listening into
that channel?

If that channel is more secure and easy to use, then why
not just use that channel to run Diffie-Hellman to begin
with?
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Solutions to MITM

Alice and Bob could call each other to verify shared key

Bob could publish his public key pkb

If it’s on a website, you have to trust that third party.
What if that website is controlled or hackable by Mallory?

This is sometimes done in real life, in person! At
conferences, people can hand out business cards with their
public key printed on it
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Solutions to MITM

Alice and Bob could call each other to verify shared key

Bob could publish his public key pkb

Display some code based on the shared key

See “secret conversations” feature on FB messenger
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Solutions to MITM

Alice and Bob could call each other to verify shared key

Bob could publish his public key pkb

Display some code based on the shared key

Attach a certificate alongside your public key that can be
verified by receiver

Currently a special topics lecture
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Solutions to MITM

Alice and Bob could call each other to verify shared key

Bob could publish his public key pkb

Display some code based on the shared key

Attach a certificate
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Logjam attack

Use a MITM network attack to downgrade TLS
connection to use 512 bit Diffie-Hellman

What’s TLS? We’ll talk about this in the networking
section of the course. HTTPS websites use this protocol.

Precomputed parts of the number field sieve algorithm

This is the most efficient algorithm known to break
Discrete Log

It took several thousand CPU cores a week to precompute
data for a single 512-bit prime

Takes minutes to break all discrete logs of 512-bits!
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Logjam attack

What about 1024-bit primes?

The authors who published the Logjame attack speculate it
would cost a couple hundred million dollars to break 1024-bit
Diffie-Hellman.

Does that mean it’s safe?

Not quite. The NSA has that amount of money.
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Solutions to Logjam Attack

Use Diffie-Hellman with a 2048 bit prime p

Alternatively use elliptic curve cryptography

which involves lots of fun math to explain

can still be used without understanding how it works
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Alice learned today that. . .

In order to build some secure crypto schemes, certain
assumptions have been made

CDH assumption for Diffie-Hellman

Even when a crypto protocol is secure in theory, there are
quite often a few real world hacks that can be launched to
compromise its security

MITM attack and Logjam attack on Diffie-Hellman
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