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Announcements

Announcements

m Homework 1 deadline extended

m Homework 1 will be due tomorrow! (7/9)

m Project 1's VM passwords are released

m Project 1 due end of this week! (7/11)
m If you have a partner, only one submission per group

m Midterm 1 in one week! (7/15)



PN
Diffie-Hellman key exchange 8=

Alice and Bob agree on large prime p and g € {1,...,p— 1}.

il 2

Review

secret key a i {1,..., p—1} secret key b <$4 {1,..., p—1}
public key pk, = g?(mod p) public key pk, = gb(mod p)
Pka
_—
Pkp
- -

shared key K,, = (pkp)? shared key K, = (pka)®



Review

Diffie-Hellman: assumptions

Alice and Bob agree on large prime p and g € {1,...,p — 1}.

il %

secret key a i {1,..., p—1} secret key b <$; {1,..., p—1}
public key pk; = g?(mod p) public key pk, = gb(mod p)
Pka
_
Pkp
shared key K,, = (pkp)? shared key K,p = (pka)b

Why CDH assumption? Why not just Discrete Log?

Adversary needs to compute the shared key g2° (mod p) to
break Diffie-Hellman. Maybe this can be done without
knowing a or b. That's why it relies on both assumptions.

(Remember if you assume CDH, you also assume Discrete Log.)



Learning objectives

Objectives
m Learn a public-key encryption scheme

m El Gamal encryption
m RSA encryption

m Learn more cryptographic primitives or tools

m Cryptographic hash function
m Pseudorandom hash function (PRF)
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Summary

Public key encryption (“blueprint”)

Gen(1") — (pk, sk):

Input: 17, allows encryption runtime
to depend on security parameter n
Output: public key pk, secret key sk

Enc(pk, m) — c:

Input: public key pk, message or
plaintext m
Output: ciphertext ¢

Dec(sk,c) — m:

Input: secret key sk, ciphertext ¢
Output: message m



Update ciphertext indistinguishability games

In public key encryption, we have two keys pk, known by
bl everyone, and sk, known only by Alice.

Everyone knows encryption key pk and encryption function
Enc, so they can encrypt message on their own without the
need of an encryption oracle! This will simplify our games.

Example: IND-KPA no longer exists in public key encryption.



IND-CPA secure

il

Phases Challenger C Adversary A

Buits ey setup pk, sk + Gen(1") - =
encrypt plaintext — for i € poly(n)
¢; < Enc(pk, m;) _—
challenge cipher -—
b & (0,1}
c* < Enc(pk, m}) _
encrypt plaintext — for i € poly(n)

¢; + Enc(pk, m!) —

send bit —_—
determine win If b= b’ A wins.



IND-CPA secure

Phases

setup

challenge cipher

send bit
determine win

V adversaries A,

il

Challenger C

pk, sk < Gen(1")

b & 10,1}

c* < Enc(pk, m}y)

If b=b", A wins.

Pr[A wins game] < 1 + negligible



IND-CCA1 secure

il

T

Phases Challenger C Adversary A
; pk
Bublic ey setup pk, sk < Gen(1") e
Ci
decrypt ciphertext <= = for i € poly(n)
mj
m; <— Dec(sk, C,') e
mg , my
challenge cipher —_—
b & {0,1}
C*
c* < Enc(pk, m}) _
b/
send bit —
determine win If b=b", A wins.

V adversaries A,  Pr[A wins game| < I + negligible



IND-CCA2 secure

Phases Challenger C Adversary A

Public Ke: n
Encryptio% setup pk, sk < Gen(1") —_

decrypt ciphertext —_— for i € poly(n)

m; <+ Dec(sk, ¢;) _—
challenge cipher —_——
b & 10,1}
c* <« Enc(pk, mp) _—
decrypt ciphertext e for i € poly(n), where ¢/ # c*
m{ « Dec(sk, c) -

send bit -—

determine win If b=»b", A wins.

V adversaries A,  Pr[.A wins game] < I + negligible



New security definition: semantic security

Objectiv Given a ciphertext, you should learn nothing about the original
s i
S message other than the length of the message.

Bad news: Easier to understand semantic security definition.
It's more difficult to prove than our ciphertext
indistinguishability games.

Good news: Semantic security is equivalent to IND-CPA!
These words can be used interchangeably.



AN\
El Gamal encryption: key generation E=

Gen(1") — (pk, sk):

& Gamal m choose n bit prime p
m choose random group element g & {1,...,p—1}
m choose random positive integer k & {1,...,p—1}

m compute h = gk (mod p)

m define pk = (p, g, h) and sk = k



) . AN
El Gamal encryption: encryption E=

Assume: me {1,...,p—1}
Enc(pk, m) — c:
£l Gamal m define (p, g, h) = pk

nnnnnnnnn

m choose random r & {1,...,p—1}

r

m compute ¢c; = g" (mod p)
m compute ¢; = m- h" (mod p)
m define ¢ = (a1, @)

Remember that h = g% (mod p) and the receiver is the only
one who knows k



VAN
El Gamal encryption: decryption #=

El Gamal Dec(sk, C) — m:

m define k = sk
m define (c1,c0) =c¢

= compute m = ¢; ¥ - ¢ (mod p)



Is EI Gamal encryption correct?

E k, —C:
Gen(1") — (pk, sk): ne(pk, m) = ¢

m n bit prime p
] g<i{1,...,p—1}

mré{1,...,p—1}
= c; =g’ (mod p)
mc=m-h" (mod p)

B ol k& (1,....p—1
u %{7 P } .C:(CI; Cz)
] h:gk (mod p)
w pk=(p, g h), sk=k Dec(sk,c)—m:

mm=c " ¢ (mod p)

Dec(sk, Enc(pk, m)) = Dec(sk, (c1,c2)) = ¢; “ - o (mod p)

=(g") " (m-h") (modp)=g " m-(g") (f\“/Od p)

=g . m-g* (modp)=m (mod p)



Is EI Gamal encryption “secure”?

Enc(pk, m) — c:

Gen(1") — (pk, sk): .
r<{1,...,p—1}

. . .
m n bit prime p
.g&{l.”p_l} mc =g (mod p)
. L mc=m-h" (mod p)
Enciypion m ke {L...,p=1} mc=(c, @)

m h= gk (mod p)
m pk=(p, g, h), sk=k Dec(sk,c) — m:

" m=c " ¢ (mod p)

What type of security do we want? Anyone can know
pk=(p, g, &), c=(a, @)=(g", m-g").

However, we don't want anyone to learn anything about m,
except its length (semantic security or IND-CPA security).



Is El Gamal encryption IND-CPA?

Enc(pk, m) — c:
Gen(1") — (pk, sk): (”$m) ¢
m n bit prime p mr<{l,...,p—1}
— " d
mgl{l,...,p—1} = c; =g" (mod p)
s m o =m-h" (mod p)
B Samal m ke {L,....,p—1}

mc=(a, ¢
m h=gk (mod p) (e, @)

m pk=(p, g, h), sk=k Dec(sk,c)—m:

= m=c* ¢ (mod p)

Anyone can know
pk=(p, g, &), c=(a, @)=I(g", m-g").
Not learning anything about the message is similar to learning

(p, & gk)v (g", m-g?®) for random z.



Is El Gamal encryption IND-CPA?

Enc(pk,m) — c:
[ r<‘l{1,...,p—1}
= =g (mod p)
mc=m-h" (mod p)

mc=(c, o)

Gen(1") — (pk, sk):
m n bit prime p
] g(i{l,...,p—l}
oG, mkE{l,..p—1}
= h =gk (mod p)
mpk=(p, g, h), sk=k Dec(sk,c) — m:
" m=c X (mod p)

If DDH assumption holds in our group of modular integers
{1,...,p — 1}, then El Gamal will be semantically secure!

Reminder: This means we're also assuming Discrete Log and CDH.



What's a reasonable attack against EI Gamal?

Given a valid ciphertext ¢ = (¢1, ¢z), an adversary can

construct ¢’ = (c1,2 - ¢). Normally, we'd expect this doesn't

decrypt to a valid message, so the adversary cannot launch any
G attack. However, in El Gamal encryption

Dec(sk, (c1,2- @)) =¢;¥-(2- ) (mod p)
= (g7 2:(m- ") (mod p)=g " 2-m-(g")" (mod p)

—g ™ .2.m.-g* (mod p) =2-m (mod p)

this decrypts to a valid message!



El Gamal encryption is not IND-CCA2 secure

There exists an adversary with the following strategy:

il |9}

Phases Challenger C Adversary A
El Gamal
encryption setup k < Gen(1")
decrypt ciphertext and
encrypt plaintext
g
challenge cipher —_— mg # my
b & (0,1}
" =(a, )
¢* < Enc(k, mpy) R
decrypt ciphertext and —— C* =(c,2 )
encrypt plaintext (note C* # c*)

M* « Dec(k, C*) e m* = M*/2
If m* = mg, let b’ = 0. Else, let b’ =1

send bit P —
determine win If b=b", A wins.

Pr[A wins game] = 1.



Reality check

In the real world, we want IND-CCA secure encryption.

m Cramer-Shoup system

El Gamal
encryption

m assuming DDH holds for G, then IND-CCA secure

m uses collision-resistant cryptographic hash function

m Diffie-Hellman Integrated Encryption Scheme (DHIES)
m weaker assumption than DDH holds for G, then IND-CCA

m hybrid encryption: combines convenience of public key
encryption with efficiency of symmetric encryption

m uses message authentication code (MAC)



Stretch, pass encrypted messages using El Gamal to your
neighbor.



AN\
RSA encryption (taught in CS 70) B=

Gen(1") — (pk, sk):

choose primes p and ¢ Enc(pk, m) — c:

define N.=p-q m ¢ =m® (mod N)

"
"
mee{l,...,.N—-1}
m compute dst. e-d=1 Dec(sk, c) — m:

(mod (p—1)(g—1)) mm=c? (mod N)
m pk=(N,e), sk=d

RSA encryption

Does Dec(sk, Enc(pk, m)) = m?
Dec(sk, Enc(pk, m)) = Dec(sk, m®* (mod N))
=(m®)? (mod N)=m (mod N)

by application of the Chinese Remainder Theorem.



RSA encryption

Is RSA encryption IND-CPA?

No, but can be made semantically secure using Optimal

Asymmetric Encryption Padding (OAEP), used in Project 2.

- n bit long prime N
- ko, ky fixed integers

- m plaintext message of
length n — kg — ky bits

- r random kg bits

- G, H random oracles (ex:

cryptographic hash
functions)

m
n-k@-le

000

%‘kl

ko

n-ko

G




Cryptographic hash function !

An efficient, deterministic function

H : {0,1}* — {0,1}"

Hash functions
which takes as input arbitrarily long messages and outputs a
fixed n length hash value or “digest”.

Ideally, a small change in the input message should change the
output hash value significantly, called “avalanche effect”.



Hash function security

Hash function H : {0,1}* — {0,1}"

m pre-image resistance (or uninvertibility or one-wayness)

m Given some hash value h, should not be able to find
message m such that H(m) = h

Hash functions

m second pre-image resistance

m Given message mj, should not be able to find different
message my such that H(my) = H(ma)

m collision resistance

m Should not be able to find two different messages m; and
my such that H(my) = H(my)



Hash function security

Hash function H : {0,1}* — {0,1}"
m pre-image resistance (or uninvertibility or one-wayness)
m second pre-image resistance

Hash functions

m collision resistance

How are they related?

collision resistance = second pre-image resistance

Collision resistance is the strongest security for a hash function.



Hash function security

Ideally, a hash function should be a random oracle.

When queried for some input, a random oracle would return
some random output.

Hash functions

However, our hash function needs to be deterministic. So, this
random oracle would additionally need to remember all inputs
previously queried and their outputs. When a random oracle
sees an input its already been asked for, it returns its previous
output.

How is this related to our other properties?
random oracle = pre-image resistant

random oracle = collision resistant



Hash functions uses

m Website needs to authenticate user using passwords

m |dea # 1: Store {username, password}
m Website hacker learns all users’ passwords!

Hash functions

m |dea # 2: Store {username, H(password)}

m Attacker can pre-compute “rainbow tables” based on
over-used bad passwords

m |dea # 3: Store {username, salt, H(password||salt)}

m Think of the not secret random value Gy = IV
m Removes determinism, so no “rainbow tables” attack

m Needs to be slow, not efficient to slow down attackers



Hash functions uses

m Storing user passwords

m User wants to verify they downloaded the correct file

Hash functions

m Provide a file and the hash of the file contents

m When you download the file, you hash the file and check it
against the provided hash value

m Problem: Hash functions don’t provide integrity or
authenticity! If a hacker wanted to alter the file, they could
easily upload a new hash value to match their message.



Hash functions uses

m Storing user passwords

m Verification of a downloaded file
m Certificates or bitcoin

m Hash tree or “Merkle tree”

Hash functions

Top Hash

hash( 227 )

Hash Hash Hash Hash
0-0 0-1 1-0 11
hash(L1) hash(L2) hash(L3) hash(L4)

f i } b

1 L2 ‘ 13 L4 ‘ Blocks




. . A\
Hash functions constructions -

Merkle-Damgard construction (used by SHA1, SHA2):

Messagel Message Message
block 1| block 2 block n
Hash functions + * L {
Message Message Messagg Length
block 1| block 2 block n| padding

IR TR A
-+~

Let n be the message block size in bits. /V is some fixed value,
f is some one-way compression function.



. . AN\
Hash functions constructions -

m SHA-1 family (1995)

m message block size 512 bits, digest size 160 bits

m collision-resistance was broken in 2005-2006

m websites have officially stopped accepting certificates using
SHA-1 since 2017

Heshfncions Qe iteration of compression function: - A, B, C, D, E are 32-bit
words

[afe]efo]e]

- F is a random nonlinear
function

- < is left bit rotation

- W; is expanded message
word for round t

- K; is round constant for
round t

NEEEEREE - B is addition modulo 232




Hash functions

. . A\
Hash functions constructions -

m SHA-1 family (1995)

m SHA-2 family (2001)

m SHA-256: digest size of 256 bits, 32 bit words
m SHA-512: digest size of 512 bits, 64 bit words
m considered collision-resistant

SHA-256 compression:
- Ch(E,F,G) =
[ATBTCIDJETF [G[H] (EANF)® (~EAG)

\ v - Ma(A, B, C) =
— BT (anB) @ (AAC) @ (BAC)
-t

[EmEmmm—
—

-20(A) =(A>2)e
(A>13)@ (A>>22)

-20(E)=(E>6)®
(E>11)® (E >> 25)

M
[

T

[m]

[A[B]CIDIE][F[G][H] - B is addition modulo 232




Length extension attack

Let H be a hash function depending on Merkle-Damgard. Let
PAD be the hash function’s internal padding scheme.

An attacker can use the digest H(m;) for some unknown
message my of known length to calculate H(PAD(my)||ma) for
a message mp of the attacker’s choosing.

Hash functions

MESSAGE
Padding(MESSAGE)
| Block1 |Block2 |Block3 | Block4 | BlockS | Block6|

- final hash
d d d ] i

SHAZ3 is not vulnerable to this form of attack.



. . A\
Hash functions constructions -

m SHA-1 family (1995)
m SHA-2 family (2001)

m SHA-3 family (2015)

m novel approach: sponge construction

Hash functions

m allows for “absorbing” arbitrary size input and
“squeezing’ arbitrary size output
B behaves like psuedorandom function (PRF)

absorbing | squeezing
Pa-1 1 Zy Z




PRF

Psuedorandom function (PRF) !

An efficiently computable keyed function
Fy : {0,1}" — {0,1}"

with key k € {0,1}", sometimes written Fy(x) = F(k, x).



PRF

PRF security: indistinguishable from random oracle

PRFs are indistinguishable from a random oracle.

Let k be some random key. Let Fi be a PRF and R, be some
random function.

Given some adversary A, they are put into one of two scenarios:

Scenario 1: A sends any input query x; and gets back Fy(x;)

Scenario 2: A sends any input query x; and gets back Ry (x;)

A cannot tell which scenario they are in!

(Similar to the two games of PRG, but A can make queries.)



Another PRF use: PBKDF2

During project 2, we'll use Argon2 which is similar to Password
Based Key Derivation Function (PBKDF2).

- PRF: psuedo random function
- P: password

- S:salt

- c: iteration count

- len: number of bits/bytes
requested

- DK: derived key

PKBDF (PRF,P,S,c,len) {
DK = ""
for i = 1,range(len/blocksize)+1) {
DK = DK || F(PRF,P,S,c,i)
}
return DK[0:len]
}

F(PRF,P,S,c,i){
UR = U = PRF(P, S| |INT_32(i))
for j =2; j<=c; ++j {
U = PRF (P, U)
UR = UR ~ U
}
return UR
}



PRF

A\
PRF construction: HMAC-SHA256 E-

In 2006, Mihir Bellare proved that if the compression function
of a hash function is a PRF, then its HMAC is a PRF. No
collision-resistant properties necessary.

Next lecture, we will introduce HMAC, a MAC construction
used for integrity and authentication.



Alice learned today that. ..

m If she wants semantically secure public key encryption,

m she can use El Gamal encryption on a group where DDH is
conjectured to be a difficult problem

Summary

m Hash functions have two standardized real world
constructions, SHA2 and SHAS3, and are quite useful
m but they don't provide integrity/authenticity guarantees on
their own



	Announcements
	Review
	Objectives
	Public Key Encryption
	El Gamal encryption
	RSA encryption
	Hash functions
	PRF 
	Summary

