Web Security:
1) Ul-based attacks
2) Tracking on the web

CS 161: Computer Security
Prof. Raluca Ada Popa

Contains new slides, slides from past CS 161 offerings and slides from Dan Boneh



Announcements

» Last core lecture, misc topics next
* High level ideas of misc topics on final
* Proj 3 due, Thur 17t Nov




Clickjacking attacks

» Exploitation where a user's mouse click
IS used in a way that was not intended
by the user



Talk to your partner

 How can a user’s click be used in a way
different than intended?



Simple example

<a
onMouseDown=window.open(http://www.evil.com)
href=http://www.google.com/>

Go to Google</a>

What does it do?
* Opens a window to the attacker site
Why include href to Google?

 Browser status bar shows URL when
hovering over as a means of protection



Recall: Frames

A frame is used to embed another
document within the current HTML
document

* Any site can frame another site

* The <iframe> tag specifies an inline
frame



Example

HTML page

<iframe src="http://www.google.com/”>
</iframe>
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Frames

* Quter page can set frame width, height

« But then, only framed site can draw in
Its own rectangle

* Modularity
— Brings together code from different sources



What happens in this case?
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Frames: same-origin policy

* Frame inherits origin of its URL

« Same-origin policy: if frame and outer
page have different origins, they cannot
access each other

— In particular, malicious JS on outer page
cannot access resources of inner page



How to bypass same-origin
policy for frames?

Clickjacking



Clickjacking using frames

Evil site frames good site

Evil site covers good site by putting dialogue
boxes or other elements on top of parts of
framed site to create a different effect

Inner site now looks different to user



Compromise visual integrity — target

* Hiding the target |r; | o
() Partial Overlays You are about to pay

Receiver — Amount

——————————————————

__________________

PayPal protects your privacy and security.




Ul Subversion: Clickjacking

« An attack application (script) compromises the context
integrity of another application’s User Interface when the
user acts on the Ul

Visual integrity
Target ok is visible
Pointer [, is visible
1, TaMed \

(’b Like < 2. In|.t|ate
click
% 3. Target clicked
7
Temporal integrity

Targetgjickea = Targetcnecked
Pointergjickeq = POINterchecked




Compromise visual integrity — target

* Hiding the target |r; | o
() Partial Overlays You are about to pay

Receiver — Amount

——————————————————

__________________

PayPal protects your privacy and security.




Compromise visual integrity — pointer:
cursorjacking

« (Can customize cursor!

CSS example:

#mycursor {

cursor: none;

width: 97px;

height: 137px;

background: url ("images/custom-cursor.jpg")

}
« Javascript can keep updating cursor, can display shifted cursor

Fake cursor, but more Real cursor
visible



Compromise visual integrity — pointer:
cursorjacking

Cursorjacking deceives a user by using a custom
cursor image, where the pointer was displayed with
an offset

D{h Like Download .exe

———————————————————————————————————————————————————————————————————————————————————————————————

________________________________________________________________________________________________

Fake, but more visible real



Clickjacking to Access the
User's Webcam

skip-this ad »
You will be redirected to the requestec page :a 60 . - -

\ Fake cursor

Adobe Flash Player Seﬁings

Camera and Microphone Access tja

www.webperflab.com is requesting access
to your camera and microphone. If you
click Allow, you may be recorded.
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Defeating sitekeys

- Some sites use/used a secret image to identify site to user
(e.g., Bank of America)

* only good site should know the secret image
 user should check that they receive the correct image

Bankof America %%
/I nvented \
YOUr SRSKEY: vesay vear Your SiteKey: by

teddy bear Berkeley
'ﬂ‘ _ grad

student!
\C J

T . Not really used much now, not
What is it aimed to protect against? ., ijered effective mostly

 phishing attacks because users ignore these
images and don’t remember what
the image was for each site



How can clickjacking subvert
sitekeys?

Phishing sites frame login page to get correct image to

appear
Overlay input box from outer frame at the same location as

the password box for the inner frame
User types password accessible to attacker now



How can we defend against
clickjacking?

Discuss with a partner
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Defenses

« User confirmation

- Good site pops dialogue box with information
on the action it is about to make and asks for
user confirmation

- Degrades user experience

* Ul randomization

- good site embeds dialogues at random
locations so it is hard to overlay

- Difficult & unreliable (e.g. multi-click attacks)



Defense 3: Framebusting

Web site includes code on a page that
prevents other pages from framing it
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What is framebusting?

Framebusting code is often made up of
 a conditional statement and
e a counter action

Common method:
If (top = self) {
top.location = self.location;



A Survey

Framebusting is very common at the Alexa Top 500 sites

[global traffic rank of a website]

Sites Framebusting

Top 10 60%
Top 100 37%
Top 500 14%

credit: Gustav Rydstedt



Many framebusting methods

if (top != self)
if (top.location != self.location)
if (top.location != location)
if (parent.frames.length > 0)
if (window != top)

if (window.top !== window.self)
if (window.self != window.top)
if (parent && parent != window)

if (parent && parent.frames &&
parent.frames.length>0)

if((self.parent && !(self.parent===self)) &&
(self.parent.frames.length!=0))




Many framebusting methods

top.location = self.location
top.location.href = document.location.href
top.location.href = self.location.href
top.location.replace(self.location)
top.location.href = window.location.href
top.location.replace(document.location)
top.location.href = window.location.href
top.location.href = "URL"
document.write(”)
top.location = location
top.location.replace(document.location)
top.location.replace('URL’)
top.location.href = document.location




Most current framebusting
can be defeated



Easy bugs

Goal: bank.com wants only bank.com’s sites to frame

Bank runs this code to protect itself:

it

/TFﬂopJocaﬂon!=locaﬁon){
if (document.referrer &&
document.referrer.indexOf("bank.com") == -1)

{

top.location.replace(document.location.href);

}

\_}

~

/

Problem: http://badguy.com?q=bank.com



Abusing the XSS filter

|E8 reflective XSS filters:

On a browser request containing script:
http://www.victim.com?var=<script> alert('xss’) ... </script>

Server responds

Brower checks

If <script> alert('xss’); appears in rendered page, the IES8
filter will replace it with <sc#pt> alert('xss’) ... </sc#pt>

How can attacker abuse this?



Abusing the XSS filter

Attacker figures out the framebusting code of victim site

(easy to do, just go to victim site in attacker’'s browser and view the
source code)

<script> if(top.location != self.location) //framebust </script>
Framing page does:

<iframe src="http://www.victim.com?var=<script> if (top ... “ >
XSS filter modifies framebusting script to:

<sc#pt> if(top.location != self.location)

XSS filter disables legitimate framebusting code!!



Defense: Ensuring visual integrity of pointer

« Remove cursor customization

— Attack success: 43% -> 16%
&

You will be redirected to the requested page in 60 seconds.

American

Red Cross




Ensuring visual integrity of pointer
* Freeze screen outside of the target display area when the real
pointer enters the target
— Attack success: 43% -> 15%
— Attack success (margin=10px): 12%
— Attack success (margin=20px): 4% (baseline:5%)
4

You will be redirected to the requested page in 60 seconds.




Ensuring visual integrity of pointer

 Lightbox effect around target on pointer entry

— Attack success (Freezing + lightbox): 2%
)




How about a temporal integrity attack
example?



Enforcing temporal integrity

« Ul delay: after visual changes on target or pointer,
invalidate clicks for X ms

— Attack success (delay=250ms): 47% -> 2% (2/91)
— Attack success (delay=500ms): 1% (1/89)

o|@] % |

Y © wem— -

& C | ® g

Instructions:
Please double-click o




Enforcing temporal integrity

» Pointer re-entry: after visual changes on target,
iInvalidate clicks until pointer re-enters target

— Attack success: 0% (0/88)

—

& C | ®

Instructions:
Please double-click o
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Other Forms of Ul Sneakiness

» Users might find themselves living in The
Matrix ...
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Discussion

* S0, how do these lessons apply to desktop
applications?
« Compare the security model for desktop apps:

— Are desktop apps safer against these attacks?
— Are desktop apps riskier against these attacks?



Is there any hope?




Other defense: X-Frames-
Options (iEs, safari, FF3.7)

 Web server attaches HT TP header to response

 Two possible values: DENY and SAMEORIGIN

« DENY: browser will not render page in framed context
« SAMEORIGIN: browser will only render if top frame is same origin as page

giving directive

* Good defense ... but poor adoption by sites (4 of top
10,000)

- Coarse policies: no whitelisting of partner sites, which
should be allowed to frame our site



Summary

 Clickjacking is an attack on our perception
of a page based on the Ul

* Framebusting is tricky to get right
* All currently deployed code can be defeated

* Use X-Frame-Options



Tracking on the Web




What does a site learn about
you when you visit them?

Discuss with your neighbor



The sites you visit learn:

The URLSs you're interested in

— Google/Bing also learns what you’re searching for
Your I[P address

— Thus, your service provider & geo-location

— Can often link you to other activity including at
other sites

Your browser’s capabilities, which OS you run, which
language you prefer

Which URL you looked at that took you there
— Via the HTTP “Referer” header

They also learn cookies!



They also learn cookies

Why is that harmful?



The following cookies are stored on your computer:

accounts.google.com
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cnn.com
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nytimes.com
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Name: <no cookie selected>

Content: <no cookie selected>
Host: <no cookie selected> Let’s remove al

Path: <no cookie selected> of our cookies

Send For: <no cookie selected>
Expires: <no cookie sel

[ Remove Cookies [ Remove All Cookies ]
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The following cookies are stored on your computer:

Cookie Name

Cool, no web site is tracking us |..

Name: <no cookie selected>
Content: <no cookie selected>
Host: <no cookie selected>
Path: <no cookie selected>
Send For: <no cookie selected>
Expires: <no cookie selected>

( Remove Cookies ) | Remove All Cookies |
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®0o private browsing - Google Search

J D privare browsing - Google search
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When using a shared computer, Private Browsing is great for viewing websites without
saving stuff like cookies, temp files and a history of the pages you visit.

Firefox 20 Launches With Improved Private Browsing, New ...
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by Frederic Lardinois - in 18,052 Google+ circles

Apr 2, 2013 — Firefox 20 is now available for download. The emphasis of
today's release is on Firefox's private browsing mode, which now allows
Firefox ...

Privacy mode - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Privacy_mode ~

Internet Explorer 8 in InPrivate mode. Google Chrome in Incognito mode. Privacy mode
or "private browsing", sometimes informally referred to as "porn mode", ...

Firefox 20 improves private browsing, fixes three critical flaws | ZDNet
www.zdnet.com/firefox-20-improves-private-browsing-fixes-three-critic... ~

Apr 3, 2013 — Mozilla has released the latest version of its Firefox web browser which
features new enhancement to private browsing and fixes a number of ...

Private Browsing - Web Browsers - About.com

browsers.about.com ... » Web Browsers » Web Browser Glossary » FAQs ¥
The methods for activating private browsing mode differ across browsers, operating
systems, and device types. These step-by-step tutorials teach you how to ...
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Private browsing

You can turn on a mode called private
browsing on your browser

What is this?
Does it protect you against
tracking?



®0o private browsing - Google Search
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by Frederic Lardinois - in 18,052 Google+ circles
Apr 2, 2013 — Firefox 20 is now available for download. The emphasis of
today's release is on Firefox's private browsing mode, which now allows
Firefox ...

We click on the top result

Privacy mode - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Privacy_mode ~

Internet Explorer 8 in InPrivate mode. Google Chrome in Incognito mode. Privacy mode
or "private browsing", sometimes informally referred to as "porn mode", ...

Firefox 20 improves private browsing, fixes three critical flaws | ZDNet
www.zdnet.com/firefox-20-improves-private-browsing-fixes-three-critic... ~

Apr 3, 2013 — Mozilla has released the latest version of its Firefox web browser which
features new enhancement to private browsing and fixes a number of ...

Private Browsing - Web Browsers - About.com
browsers.about.com ... » Web Browsers » Web Browser Glossary » FAQs ¥

The methods for activating private browsing mode differ across browsers, operating
systems, and device types. These step-by-step tutorials teach you how to ...
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Private Browsing - Browse the web without saving information about the sites you visit | Firefox Hel

0 Private Browsing - Browse the ...

@ support.mozilla.org/en-US/kb/private-browsing-browse-web-without-saving-info i"f v & 2]~ private browsing Q -
ASK A QUESTION SIGN IN / REGISTER ) ENGLISH mozillav
ill
mOZI a Support Search Mozilla Support Q
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| Note that this mode is

privacy from your family,
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EDITING TOOLS v

Private Browsing - Browse the webwithout
RELATED ARTICLES saving information about the sites you visit
Mobile Private Browsing - As you browse the web, Firefox remembers lots of information for you: sites you'ye visited, files
Browse the web on your : nloaded, and more. There may be times, however, when you don't wan
mobile device without our computer to see this information, such as when shopping for a birthday present.

saving or syncing
information about the sites
you visit

Private Browsing allows you to browse the Internet without saving any information about
which sites and pages you've visited. This article explains what information is not saved when in
Private Browsing and gives you step-by-step instructions for using it.

Remove recent browsing,
search and download

history Warning: Private Browsing doesn't make you anonymous on the Internet. Your Internet

service provider, employer, or the sites themselves can still track what pages you visit.
Lmiar tm conrrb tlha memd ot e Private Rrowe<ine alco doe<sn't nrotect voll from kevlooceer<s or snvware that mav he
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Private browsing

@5/“Private Browsing allows you to browse
the Internet without saving any
information about which sites and pages

you’ve visited.”

- deletes history of URL visits, passwords,
cookies too

- Private Browsing maintains cookies for as long
as the private browsing window is open. Once you
quit the browser, it gets deleted
- So still tracked for a good while!
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Private Browsing - Browse the web without saving information about the sites you visit | Firefox Hel
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Private Browsing allows you to browse the Internet without saving any information about
which sites and pages you've visited. This article explains what information is not saved when in
Private Browsing and gives you step-by-step instructions for using it.

Remove recent browsing,
search and download

history Warning: Private Browsing doesn't make you anonymous on the Internet. Your Internet
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<no cookie selected>
<no cookie selected>

| Remove Cookies | | Remove All Cookies |
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Search: (O,

The following cookies are stored on your computer:

Site | Cookie Name

¥ nyti com
nytimes.com RMID
nytimes.com nytS_disable
nytimes.com _dyid
nytimes.com _dyfs
nytimes.com _cb_ls
nytimes.com nytnow3p
nytimes.com kxtag28172.day
nytimes.com nyt-m

nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com

nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com

nyt-recommend
adxcl

adxcs

tagx-|

tagx-s

_dyaud_page
_dysvar_8765260
_dyuss_8765260
_dycst

_dy_geo
_dyaud_nchc
_dyaud_sess
_dyus_8765260
rsi_segs
kxtag27935.day
kxtag27728.day
kxtag15486.day
kxtag21418.day
kxtag22998.day
kxtag21233.day
kxtag28173.day
_chartbeat?
_chartbeat_uuniq

Name: WT_FPC

Here are the
ones from the
website itself ...

nytimes.com tagx-p
nytimes.com WT_FPC

Content: id=281888c3-14a8-4805-ad44-ea4fb68e0535:lv=1398728093820:55s=1398727411934

Domain: .nytimes.com
Path: /
Send For: Any type of connection
Expires: April 25, 2024 at 4:34:53 PM

[ Remove Cookie ] [ Remove All Cookies J




e OO0 Cookies

Search: | Q

The following cookies are stored on your computer:

Site ' Cookie Name
nytimes.com _dyus_8765260
nytimes.com rsi_segs
nytimes.com kxtag27935.day
nytimes.com kxtag27728.day
nytimes.con i kxtag15486.day
nytimes.con This one tracks the kxtag21418.day

i . . kxtag22998.d
ntimescof d€tails of my system & (xtag21233.day
nytimes.con browser ertla92bSl723.day
nytimes.co _chartbeat
nytimes.com _chartbeat_uunig
nytimes.com kxsegs
nvtimes.com krux seas

Name: kxtech

Content: device%BDComputer%26manufacturer%30Apple%2S20Inc.%2605%3DMac%252005%2520X%26browser%3DFirefox%25202]
Host: www.nytimes.com
Path: /
Send For: Any type of connection
Expires: May 28, 2014 at 2:26:53 PM

' Remove Cookie | | Remove All Cookies |
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Search: (O

The following cookies are stored on your computer:

Site ' Cookie Name
» dotomi.com
¥ doubleclick.net

doubleclick.net id
dynamicyield.com
google.com
imrworldwide.com

krxd.net doubleclick.net -

markets.on.nytimes.com
mediaplex.com Who’s that’?
nytimes.com . .
revsci.net And how did it get
there from visiting

scorecardresearch.com
www.nytimes.com’

srv.dynamicyield.com
support.mozilla.org
web2.checkm8.com
wt.o.nytimes.com

VvV VvV vV VYV VYyYVYYVYYYYY

Name: id
Content: 22936ce7e6020029||t=1398720412|et=730|cs=002213fd48b84774786¢
Domain: cdoubleclick.net >

Path: /
Send For: Any type of connection
Expires: April 27, 2016 at 2:26:52 PM

[ Remove Cookie J ' Remove All Cookies |

4



Third-Party Cookies

 How can a web site enable a third party to plant
cookies in your browser & later retrieve them?

— Include on the site’s page (for example):

e <img src="http://doubleclick.net/ad.gif" width=1
height=1>

« Why would a site do that?

— Site has a business relationship w/ DoubleClick
* Why can this track you?

— Now DoubleClick sees all of your activity that involves their
web sites

— Because your browser dutifully sends them their cookies for
any web page that has that img

— ldentifier in cookie ties together activity as = YOU



® OO Cookies

Search: | Q

The following cookies are stored on your computer:

Site ' Cookie
¥ google.com
google.com PREF
google.com NID

¥ support.mozilla.org

Name

- support.mozilla.org __utma

support.mozilla.org __utmb
support.mozilla.org __utmc
support.mozilla.org __utmz

¥ youtube.com
youtube.com VISITOR_INFO1_LIVE
youtube.com YSC
youtube.com PREF

Name: __utma

Content: 62528430.549021593.1398719659.1398719659.1398719659.:

Domain: .support.mozilla.org
Path: /
Send For: Any type of connection

Remember this 2-year
Mozilla cookie?

Expires: April 27, 2016 at 2:14:27 PM

' Remove Cookie | | Remove All Cookies |




Google Analytics

* Any web site can (anonymously) register with
Google to instrument their site for analytics

— Gather information about who visits, what they do
when they visit

 To do so, site adds a small Javascript snippet
that loads http://www.google-analytics.com/ga.js

— You can see sites that do this because they introduce
a"__utma" cookie

* Code ships off to Google information associated
with your visit to the web site
— Shipped by fetching a GIF w/ values encoded in URL
— Web site can use it to analyze theirad “campaigns”
— Not a small amount of info ...



http://www.google-analytics.com/__utm.gif7utmwy=4.9.18utmn=4084934318utmhn=www .5
idereel .comButme=8{userType 3{LoggedOut )11{2 eutmcs=UTF-88utmsr=1680x18568utmsc=
24-bitlutmul=en-usiutmje=18utmf 1=16.2 ri538utmdt=Watch Online | American Idol Ep
isodes - American Idol ep 23 - via videobb.com - SideReeltutmhid=724394338utmr=0
stmp=Sdmerican_Idol/season-16/episode-23/ | inks/65414418utmac=UA-1471387-38utmce
=__utma=188850432 .2066852302 .1287459230.1291684205 .1291691625 .9 ;+__utmz=1656056043
2.12874592308.1.1 .utmesr=_direct ) lutmccn={direct ) |utmcmd={none ) ;8Butmu=0qAAE

http://pubads.g.doubleclick .net/gampad/ads?corre lator=1291985475849Coutput=json_
html&cal Iback=GA_googleSetAdContentsByS lotForSynciimp l=s8c [ ient=ca-pub-775564421
83834958 lothame=w v _728x98_atfipage_slots=wlv_728x98_atfecust_params=title=Amer
icanfZBldol&state=loggedoutnoautop lay=cookie=I1D=75911f f51976adAn : T=12574592304:
S=ALNI_ZMOH1Jqg70f _neADng l50Ga4VbuCgiur l=http://www.sidereel .com/dmerican_Idol/s
eason-18/episode-23/ links/65414418ref=http://www.sidereel .com/American_Idol/seas
on-18/episode-23/searchilmt=12919854778dt=12919854780696cc=1008b1w=838Eb1h="772&1
f i=18adk=15694650278u_tz=-42080_his=58u_java=trueiu_h=18588._w=16808._ah=100884._
aw=16888L_cd=248u_np lug=188u_nmime=33&f lash=10.2 .1538gads=v28ga_v1d=2867052382 .1
2874592308g0a_s1d=12916916958ga_hi1d=724394338ga_fc=true

http://googleads.g.doubleclick .net/pagead/adview?ai=62b9cRoCZTfUHCLDaqOGpkZXqC_m
q7I1gCmdXb2CWEBvLvXQwAQARGE IMeSrBc4AGDI L LGGyKOgGbIBEHA3dySzaWR LemY LbCS jb226A0K3M jh
40TEFYXPIAQhaAUhodHRwO18vd3d3LnNpZGYyZWYsLmNvb3S9BbWYvaWNhb [ 9JZ2G9sL 3N LY XNvb18xMCS
lcGlzbZRILTIzLZxpbmtzLZzYINDEBNDGY ACAKUATYWAIByALhmS4b4ATAGGIKNDI4NTUSH JMB0JADY AK
YABWCQAMBEAD JCegbmQ joA-YCOOMAAABE4AQBES 1gh=1XAUEWN3T Ow



Values Reportable via
Google Analytics

Affiliation
Billing City
Billing Country
Billing Region
Browser Lang.
Complete URL
Cookie Values
Current Page
Event Tracking
Flash Version
Grand Total

Host Name
Java-enabled
Language Encoding
Order ID

Page Title

Product Code
Product Name
Profile Number
Repeat Campaign Visit
Quantity

Screen Color Depth

Screen Resolution
Shipping Cost

Special Event

Start Campaign Sess.
Tax

Tracking Code Version
Unique GIF ID

Unit Price

User Defined Var
Variations on an ltem



Still More Tracking Techniques ...

* Any scenario where browsers execute
programs that manage persistent state
can support tracking by cookies

—Such as ...



sl

mw.macromedia.com/support/documentation/en/ﬂashplayer/help/settings_manager06.html

Flash Player Help

Website Privacy Settings panel

TABLE OF CONTENTS

Flash Player Help

Settings Manager

= Global Privacy Settings Panel

= Global Storage Settings Panel

= Global Security Settings Panel

= Global Notifications Settings Panel
= Website Privacy Settings Panel

= Website Storage Settings Panel

Display Settings

Local Storage Settings

Microphone Settings

Camera Settings

Privacy Settings

Local Storage Pop-Up Question
Privacy Pop-Up Question

Security Pop-Up Question

About Updating Adobe Flash Player

Adobe Flash Player™ Settings Manag

m&f ifla >

Website Privacy Settings

For websites you hav e already visited, view o
settings for access to y our camera and / or micr

Sure, this is where you’d
think to look to analyze
what Flash cookies are
stored on your machine

O €3 Aways ask
O © Aways allow
O @ Aways deny | Delete website || Delete all sites |
Visited W
facy Websites Used Limit
& www theonion.com 3KB 100KB |4
S d.scribd.com 2KB 100KB | | >
% mail.google.com 1 KB 100 KB
R static.usnews.com 100 KB 7/

Note: The Settings Manager that y
Settings Manager. Click the tabs to s
in the panels to change your Adobe Flash

to this list, or to any of the information that the website

Some Flash cookies

“respawn” regular browser
cookies that you previously

deleted!

our computer.

Use this panel to specify privacy settings for any of the
requested permission to use your camera or microphone or to store information
on your computer.

SU see above is not an image; it is the actual
different panels, and click the options
layer settings.

My browser had
Flash cookies
from 67 sites!




| z Internet Explorer bug lets hack... | = \

money.cnn.com/2014/04/28/technology/security/ & | (B}~ facebook "recorQ

Internet Explorer bug lets
hacker control your PC

By Jose Pagliery @Jose_Pagliery April 28, 2014: 2:27 PM ET

3 Recommend (TR QS PE

A new bug in Internet Explorer allows hackers to commangdéer your computer.

4 K 2K 455 206 1K

Lf) in M

If you're using Internet Explorer and click on the wrong link, a
hacker could hijack your computer.




What does Facebook learn?

 Many pages include a Facebook “Like” button.
« What are the implications, for user tracking?

* Facebook can track you on every site that you
visit that embeds such a button

<] i [¥]PLin QY

a 319K 39.4K 16.2K 4242 7046 1407

CET T ) ) @ e i




From Facebook:

What information does Facebook get when | visit a site with the
Like button?

If you’re logged into Facebook and visit a website with the Like button, your browser sends us information
about your visit. Since the Like button is a little piece of Facebook embedded on another website, the browser
is sending info about the request to load Facebook content on that page.

We record some of this info to help show you a personalized experience on that site and to improve our
products. For example, when you go to a website with a Like button, we need to know who you are in order to
show you what your Facebook friends have liked on that site. The data we receive includes your user ID, the
website you're visiting, the date and time and other browser-related info.




Tracking — So What?

« Cookies form the core of how Internet advertising
works today

— Without them, arguably you'd have to pay for content
up front a lot more
* (and payment would mean you’d lose anonymity anyway)

— A “better ad experience” is not necessarily bad
» Ads that reflect your interests; not seeing repeated ads

« But: ease of gathering so much data so easily =
concern of losing control how it's used
— Privacy concerns
— Large amounts of private data in one place



careerbuildercon . .
More Employers Screening Candidates

via Social Networking Sites

Five tips for creating a positive online image
Rosemary Haefner, Vice President of Human Resources at CareerBuilder

When you interview, they
Know What You’ve Posted

Forty-five percent of employers reported in a June 2009 ;
ey use social networkmg sites to screen potentlal employees; compared to only 22
percent 0 3 cent-of employers plan to start using social

etworkmg sues for the screening process. More than 2,600 hiring managers
participated in the survey.




Why employers disregard candidates after screening online

Thirty-five percent of employers reported they have found content on social
networking sites that caused them not to hire the candidate, including:

e Candidate posted provocative or inappropriate photographs or information --
53 percent

¢ Candidate posted content about them drinking or using drugs -- 44 percent

¢ Candidate bad-mouthed their previous employer, co-workers or clients -- 35
percent

¢ Candidate showed poor communication skills -- 29 percent
¢ Candidate made discriminatory comments -- 26 percent
e Candidate lied about qualifications -- 24 percent

e Candidate shared confidential information from previous employer -- 20
percent



Tracking — So What?

 Cookies etc. form the core of how Internet
advertising works today

— Without them, arguably you'd have to pay for content
up front a lot more
* (and payment would mean you’d lose anonymity anyway)

— A “better ad experience” is not necessarily bad
» Ads that reflect your interests; not seeing repeated ads

« But: ease of gathering so much data so easily =
concern of losing control how it's used

— Content shared with friends doesn't just stay with
friends ...

— You really don’t have a good sense of just what you're
giving away ...



Login Join Twitter!

My baby girl.... http://t.co/5qLfLV6

2 minutes ago via Twitter for Android

. BritBangert

Brittany Bangert

© 2011 Twitter About Us Contact Blog Status Resources APl Business Help Jobs Terms Privacy
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bW'bP'C Click here to login or create an account » £ Sign in with Twitter

s @BritBangert
. 4 Brittany Bangert April 5, 2011

Do you own a business?
Be found on Google for free

Claim your free listing today »

Google places

Share this photo

o Put this photo on your website

Views 11

Login to leave a comment

Events

Tags
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| Can

Raising awareness about inadvertent information sharing

Why

How About Us Contact Us

Who have we stalked recently?

ICanStalkU was able to stalk
. St New York NY
1 minute ago - .

at 51 Great Jones

ICanStalkU was able to stalk at
http://maps.google. com/7q 57 1344444444 12.7141666667

2 minutes ago -

ICanStalkU was able to stalk at
http: //maps.google. com/?q— 15 7380555556 -47.8986111111

2 minutes ago -

ICanStalkU was able to stalk
. Taylorville IL
1 minute ago - .

at 920 Hawley St

ICanStalkU was able to stalk at
http: //maps.google. com/’q 13 7830055879 100.518500685

4 minutes ago -

ICanStalkU was able to stalk at
http://maps.google. com/’q 37 7851666667 122.404166667

4 minutes ago -

Links

Did you know that a lot
of smart phones encode
the location of where
pictures are taken?
Anyone who has a copy

can access this
information.
Disabling Geo-Tagging

on your phone is easy.



How To Gain Better Privacy?

discuss with your neighbor



How To Gain Better Privacy?

 Force of law

— Example #1: web site privacy policies

« US sites that violate them commit false advertising

« But: policy might be “Yep, we sell everything about
you, Ha Hal”



THENEW YORRER ™ s Privacy

POI |Cy (when you buy their archives)

/. Collection of Viewing Information. You
acknowledge that you are aware of and consent
to the collection of your viewing information
during your use of the Software and/or Content.
Viewing information may include, without
limitation, the time spent viewing specific pages,
the order in which pages are viewed, the time of
day pages are accessed, IP address and user ID.
This viewing information may be linked to
personally identifiable information, such as nhame
or address and shared with third parties.



How To Gain Better Privacy?

e Force of law

— Example #1: web site privacy policies

» US sites that violate them commit false advertising

* But: policy might be “Yep, we sell everything about
you, Ha Ha!”

— Example #2: SB 1386

* Requires an agency, person or business that conducts
business in California and owns or licenses
computerized 'personal information’' to disclose any
breach of security (to any resident whose unencrypted
data is believed to have been disclosed)

* Quite effective at getting sites to pay attention to
securing personal information
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chet news

BETA

Home » News ¥ Security

Security

May 8, 2009 1:53 PM PDT

UC Berkeley computers hacked, 160,000 at risk
Michelle Meyers A AL = Print [ E-mail 43 Share & 20 comments

This post was updated at 2:16 p.m. PDT with comment from an outside database security softiware vendor.

Hackers broke into the University of California at Berkeley's health services center computer and potentially stole
the personal information of more than 160,000 students, alumni, and others, the university announced Friday.

At particular risk of identity theft are some 97,000 individuals whose Social Security numbers were accessed in the
breach, but it's still unclear whether hackers were able to match up those SSNs with individual names, Shelton
Waaaener, UCB's chief technoloay officer, said in a press conference Friday afternoon.



How To Gain Better Privacy?

* Technology
— Various browser additions
— Special browser extensions
— Tor and anonymizers — later in course



Browser: “Tracking protection”

Private browsing includes tracking protection

Blocks third-party trackers based on Disconnect.me
- basic: blocks commonly known analytics

| trackers, social sharing trackers, and
‘ii) advertising trackers, but allows some known

content trackers to reduce website breakage.

- strict: blocks all known trackers, including
analytics, trackers, social sharing trackers, and
advertising trackers as well as content trackers.
The strict list will break some videos, photo
slideshows, and some social networks.



Browsers: Do not track flag

You can turn on this flag in your browser

What does it do?
- Tells web servers you want to opt-out of tracking
- It does this by transmitting a Do Not Track HTTP

header every time your data is requested from a web
server

It does not enforce that there is no tracking, it is
up to the web servers whether they decide to
track or not



WHY DO NOT TRACK MAY NOT PROTECT
ANYBODY'S PRIVACY

By Geoff Duncan — June 9, 2012

®» f30 ¥ F 9P ©™m >

GET C
TOP S
AND N

NAliviAaraAd +A

Some ad companies do provide more generic ads as a
result of this flag



Browser extension: Ghostery

User installs browser extension:

1. Recognizes third-party tracking scripts on a web
page based on an actively curated database of
such scripts

2. Blocks HTTP requests to these sites

as a result, Facebook buttons don’t even show

3. Users can create “Whitelists” of allowed sites
e.g., allow FB button but note that you allow tracking by FB too



But you have to be careful...

Ghostery: A Web tracking blocker that actually helps
the ad industry

RICARDO BILTON  JULY 31, 2012 7:00 AM
TAGS: COOKIES, EDITOR'S PICK, EVIDON, FEATURED, GHOSTERY, SCOTT MEYER, WEB TRACKING

Press Releases

§h%i @ CareyChen Joins NVBOTS Board of
?gxé Directors

« Users can opt-in to sending anonymously data
back to Evidon, the parent company, to improve
its tracking database

« Evidon sells this data to ad companies..
« But strategy is transparent, users opt into this



Conclusions

* Third-party apps can track us even if
when we don't visit their website

* Tracking is very common on the web
and can collect a lot of data about you

« Some solutions exist, but have caveats






