#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] !'= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;
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#include <ctype.h> // tolower
#}nclude <str}ng.h> // strcmp 0xc0000000
#include <stdio.h> // fgets, fputs high address

32bit = 4 bytes/row
void reveal secret()

{

fputs ("SUPER SECRET = 42\n", stdout);
}

int verify(const char* name) Stack
{ Growth

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main|() Read / Write

{
char login[512]; l _——
fgets (login, 512, stdin); \ 4 _
if (! verify(login)) 0x08048000

return 1,' low address —
reveal secret();

return 0;




Base Pointer/
Frame Pointer

( )
#include <ctype.h> // tolower

4—
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs
Stack
void reveal secret() Posﬁer
{ (3esp)
fputs ("SUPER SECRET = 42\n", stdout);
}
int verify(const char* name)
{ ® |3esp
char user[256];
int 1i; i
for (i = 0; name[i] '= '\0'; ++i) ® |%elp
user[i] = tolower (name[i]) ;
user[i] = '\0';
return strcmp (user, ) == 0;
} Instruction Pointer /
Program Counter
int main|() %eip)
{
char login[512]; P
fgets(login, 512, stdin); n§gmg3
. ' . . ao ao
if (! verlfy(logln)) bo57£7d7
return 1; ———————— c7723ad6
reveal secret(); 0c137
return O;



#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{

fputs ("SUPER SECRET = 42\n",

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

)

stdout) ;

++i)

ofp

main ()

sfp =
saved
frame
pointer

ofp =
old
frame
pointer

sesp

seip



#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs main () ]

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name) sfp = 3 N

{ saved ~esp
char user[256]; frame
int i; pointer
for (i = 0; name[i] '= '\0'; ++i) teip

user[i] = tolower (name[i]) ; —

user[i] = '\0';
return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1; ——

reveal secret();
return O;




#include <ctype.h> // tolower

#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
}

fputs ("SUPER SECRET = 42\n",

int verify(const char* name)

{

}

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

int main|()

{

char login[512];

fgets(login, 512, stdin);

if (! verify(login))
return 1;

reveal secret();

return O;

)

stdout) ;

++i)

.
4

main ()

login

sesp

seip



#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

main ()

E—
| login i
|
‘\\
stdin \
|
512 '
//
login e[ o |
T ——————————
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seip



#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{

fputs ("SUPER SECRET = 42\n", stdout);
}
int verify(const char* name)
{
char user[256];
int i;
for (i = 0; name[i] !'= '\0'; ++i)
user[i] = tolower (name[i]) ;
user[i] = '\0';
return strcmp (user, ) == 0;
}
int main()
{
char login[512];
fgets(login, 512, stdin);

if (! verify(login))
return 1;

reveal secret();

return O;

main ()

rip =
return
instruction
pointer

login

stdin

512

login

rip

[ sesp
<+ %eip
—

next instruction
after CALL

Program

de3bao83
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c772ded6 | < -
0cl37ff )
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CALL instruction



#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
= 42\n", stdout);

fputs ("SUPER SECRET =
}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()
{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))
return 1;
reveal secret();

return 0;

main ()

login !

stdin

512

login

rip

fgets ()

[ sesp
seip
S



#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ | login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

stdin

. . *

?nt verify (const char* name) 512 i tasp
char user[256]; login
int i; . :
for (i = 0; name[i] !'= '\0'; ++i) rip %elp

user[i] = tolower (name[i]) ; fgets () ———

user[i] = '\0'; B E—
return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1; p—

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ | login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

stdin

. . *

?nt verify (const char* name) 512 i tasp
char user[256]; login
int i; . :
for (i = 0; name[i] !'= '\0'; ++i) rip %elp

user[i] = tolower (name[i]) ; fgets () ———

user[i] = '\0';
return strcmp (user, ) == 0;

}

int main|()

{ \
char login[512];
fgets(login, 512, stdin); <
if (! verify(login))
return 1; N

reveal secret();
return O;



#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

stdin

. . *

?nt verify (const char* name) 512 i tasp
char user[256]; login
int i; . :
for (i = 0; name[i] !'= '\0'; ++i) rip %elp

user[i] = tolower (name[i]) ; fgets () ———

user[i] = '\0';
return strcmp (user, ) == 0;

}

int main|()

{ \
char login[512];
fgets(login, 512, stdin); <
if (! verify(login))
return 1; N

reveal secret();
return O;



#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

stdin

. . *

?nt verify (const char* name) 512 i tasp
char user[256]; login
int i; . :
for (i = 0; name[i] !'= '\0'; ++i) rip %elp

user[i] = tolower (name[i]) ; fgets () ———

user[i] = '\0'; B E—
return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1; p—

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs main ()

void reveal secret() e |
{ i login !

fputs ("SUPER SECRET = 42\n", stdout);
}

stdin

int verify(const char* name)

{ 512 ® |%esp

char user[256]; login
int 1i; - _
for (i = 0; name[i] !'= '\0'; ++i) rip B E— ® |%eip

user[i] = tolower (name[i]) ; £gets () 1
user[i] = '\0'; I
return strcmp (user, ) == 0; I

} |

int main () I
{ /
char login[512]; /
fgets(login, 512, stdin); ]
if (! verify(login)) ,
return 1; p— ,
reveal secret(); /)
return 0O; !

- P



#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !
" — " . |
\ fputs ("SUPER SECRET = 42\n", stdout);
int verify(const char* name)
{ ® |3esp
char user[256];
int 1i; i
for (i = 0; name[i] !'= '\0'; ++i) se1ip
user[i] = tolower (name[i]) ;
user[i] = '\0';
return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1; .

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

main ()

i login !

login

sesp

seip



#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

main ()

i login !

login

rip

sesp

seip



#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n"

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

14

)

stdout) ;

++i)

.
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main ()
R
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#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login

int verify(const char* name) ] .

{ rip ‘<_J______. sesp
char user[256]; verify ()
int 1i; .
for (i = 0; name[i] !'= '\0'; ++i) %eip

user[i] = tolower (name[i]) ; ———

user[i] = '\0';
return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1; p—

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

main ()
R
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#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login

int verify(const char* name) ) N

{ rip ° sesp
char user[256]; verify ()
int 1i; - .
for (i = 0; name[i] '= '\0'; ++i) R %eip

user[i] = tolower (name[i]); | user ! S

user[i] = '\0'; : l
return strcmp (user, ) == 0; |

} i

int main () name [i] <

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))
return 1; ——
reveal secret();
return O;




#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{

fputs ("SUPER SECRET = 42\n",
}
int verify(const char* name)
{

char user[256];

int 1i;

for (i = 0; name[i] !'= '\0';
’__jgggggi] = tolower (name[i]) ;
" user[i] ='\0';

return strcmp (user,

int main()

{

char login[512];

fgets(login, 512, stdin);

if (! verify(login))
return 1;

reveal secret();

return O;

)

stdout) ;

++i)

.
4

main ()

login

login

rip

verify ()

256 bytes

user

name[i]

rip

sesp

seip



#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{

fputs ("SUPER SECRET = 42\n",

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

)

stdout) ;

++i)

.
4

main ()

login

login

rip

<
[0}
[p]
[
Hh
=

256 bytes '

tolower ()

| user :

\

name[i]

rip

I

sesp

seip



#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n"

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

14

)

stdout) ;

++i)

.
4

main ()
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#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n"

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

14
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stdout) ;

++i)

.
4
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#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n"

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;
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stdout) ;

++i)
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#include <ctype.h> // tolower

#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n"

}

int verify(const char* name)

{

char user[256];

int i;

for (i = 0; name[i] !'= '\0';
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user,

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

14

’

)

stdout) ;

++i)

.
4

main ()

login

login
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name[i]
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#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login
int verify(const char* name) ] o
p rip PY %esp
char user[256]; verify ()
int 1i; B :
for (i = 0; name[i] '= '\0'; ++i) L selp
. . T —
user[i] = tolower (name[i]) ; ! user :
user[i] = '\0'; | '
return strcmp (user, ) == 0; i
} i
int main|() name [i]
{ rip <+

char login[512];

fgets(login, 512, stdin);

if (! verify(login))
return 1;

reveal secret();

return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp
#include <stdio.h> // fgets, fputs

void reveal secret()

{
fputs ("SUPER SECRET = 42\n", stdout);

}

int verify(const char* name)

{

char user[256];

int 1i;

for (i = 0; name[i] '= '\0'; ++i)
user[i] = tolower (name[i]) ;

user[i] = '\0';

return strcmp (user, ) == 0;

}

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;

main ()
R
I : !
i login !
|
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rip
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#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login

int verify(const char* name) ) N

{ rip PY %esp
char user[256]; verify ()
int 1i; r _
for (i = 0; name[i] '= '\0'; ++i) — selp

user[i] = tolower (name[i]); | user ! S

user[i] = '\0'; '
return strcmp (user, ) == 0; £

} i=20 <

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login

int verify(const char* name) ) N

{ rip ° sesp
char user[256]; verify ()
int i; - .
for (i = 0; name[i] '= '\0'; ++i) — %eip

user[i] = tolower (name[i]) ; | user : S

user[i] = '\0'; '
return strcmp (user, ) == 0; 'o' | "£!

} i=1 <

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login
int verify(const char* name) ] o
( rip ° %esp
char user[256]; verify ()
int i; B .
for (i = 0; name[i] '= '\0'; ++i) R selip
user[i] = tolower (name[i]) ; ! user :
user[i] = '\0';
return strcmp (user, ) == 0; | ‘o' |'ot | TE!

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
}

login
int verify(const char* name) ] o
( rip ° %esp
char user[256]; verify ()
int i; B .
for (i = 0; name[i] !'= "\0'; ++i) L seip
user[i] = tolower (name[i]) ; ! user :
user[i] = '\0';
return strcmp (user, ) == 0; | ‘o' |'ot | TE!

int main()

{
char login[512];
fgets(login, 512, stdin);
if (! verify(login))

return 1;

reveal secret();
return O;




#include <ctype.h> // tolower
#include <string.h> // strcmp

#include <stdio.h> // fgets, fputs main ()
void reveal secret() —
{ : login !

fputs ("SUPER SECRET = 42\n", stdout); '
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