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char name[20];

void vulnerable() {
gets(name);

}



char name[20];
char instrux[80] = "none";

void vulnerable() {
gets(name);

}



char line[512];
char command[] = "/usr/bin/finger";

void main() {
gets(line);
...
execv(command, ...);

}



char name[20];
int seatinfirstclass = 0;

void vulnerable() {
gets(name);

}



char name[20];
int authenticated = 0;

void vulnerable() {
gets(name);

}



void vulnerable() {
char buf[64];
gets(buf);
...

}



void still_vulnerable() {
char buf = malloc(64);
gets(buf);
...

}



void safe() {
char buf[64];
fgets(buf, sizeof buf, stdin);
...

}



void vulnerable() {
char buf[64];
if (fgets(buf, 64, stdin) == NULL)
return;

printf(buf);
}



void vulnerable(int len, char *data) {
char buf[64];
if (len > 64)
return;

memcpy(buf, data, len);
}



void safe(size_t len, char *data) {
char buf[64];
if (len > 64)
return;

memcpy(buf, data, len);
}



void vulnerable(size_t len, char *data) {
char *buf = malloc(len+2);
memcpy(buf, data, len);
buf[len] = '\n';
buf[len+1] = '\0';

}








