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where K = hash(password || R)
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So do I.  Here’s a nonce: R

I support 128-bit crypto

MS Point-to-Point Encryption (MPPE)

Client Server

If both endpoints support 128-bit crypto:

where K = hash(password || R)

Attack 1: Eavesdropper can try dictionary search 
on password, given some known plaintext.



M  RC4(K)

So do I.  Here’s a nonce: R

I support 128-bit crypto

MS Point-to-Point Encryption (MPPE)

Client Server

If both endpoints support 128-bit crypto:

where K = hash(password || R)

Attack 2: Active attacker can tamper with packets 
by flipping bits, since there is no MAC.



M  RC4(K)

So do I.  Here’s a nonce: R

I support 128-bit crypto

Client Server

where K = hash(password || R)

Attack 3: Bad guy can replay a prior session, since 
client doesn’t contribute a nonce.
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M  RC4(K)

So do I.  Here’s a nonce: R

I support 128-bit crypto

Client Server

where K = hash(password || R)

Attack 4: Bad guy can replay and reverse message 
direction, since same key used in both directions.
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where K = hash(uppercase(password))
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M  RC4(K)

I don’t.  Use 40-bit crypto

I support 128-bit crypto

MS Point-to-Point Encryption (MPPE)

Client Server

If one endpoint doesn’t support 128-bit crypto:

where K = hash(uppercase(password))

Attack 2: Dictionary search can be sped up with 
precomputed table (given known plaintext).



M  RC4(K)

I don’t.  Use 40-bit crypto

I support 128-bit crypto

MS Point-to-Point Encryption (MPPE)

Client

where K = hash(uppercase(password))

Attack 3: Imposter server can downgrade client to 
40-bit crypto, then crack password.

Bad Guy



M  RC4(K)
I don’t.  Use 40-bit

I support 128-bit

MS Point-to-Point Encryption (MPPE)

Client Server

where K  = hash(uppercase(password)),
K’ = hash(password || R)

Attack 4: Man-in-the-middle can downgrade 
crypto strength even if both client + server 
support 128-bit crypto, then crack password.

Bad 
Guy

M’  RC4(K’)

So do I.  Nonce: R
I support 128-bit



Kerberos v4

char sessionkey[8], iv[8];
DESkey k;

genrandom(sessionkey, 8);
des_setkey(&k, sessionkey);
genrandom(iv, 8);
des_encrypt(&packet, &k, iv);



Kerberos v4

char sessionkey[8], iv[8];
DESkey k;

genrandom(sessionkey, 8);
des_setkey(&k, sessionkey);
genrandom(iv, 8);
des_encrypt(&packet, &k, iv);

int des_setkey(DESkey *p, char 
key[8]);

Return value 
ignored.  If error 
occurs, k is not 
updated and we 
encrypt with all-
zeros key.  
Happens 255/256 
of the time!



Netscape Navigator 1.1

R, {K}KS
, {M}K, …

certS

Client Server

where (R, K) = hash(microseconds, x)
x = seconds + pid + (ppid << 12)



Netscape Navigator 1.1

R, {K}KS
, {M}K, …

certS

Client Server

where (R, K) = hash(microseconds, x)
x = seconds + pid + (ppid << 12)

Attack: Eavesdropper can guess x ( 10 bits) and 
microseconds (20 bits), and use R to check guess.



Bad PRNGs = broken crypto

• Netscape server’s private keys ( 32 bits)

• Kerberos v4’s session keys ( 20 bits)

• X11 MIT-MAGIC-COOKIE1 (8 bits)

• Linux vtun ( 1 bit)

• PlanetPoker site ( 18 bits)

• CryptoAG – maybe?



SSH

{l}K 

(handshake; key exchange)
Client Server

{l}K’

{s}K 
{s}K’

{\n}K 
{\nfoo bar \n$}K’
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{\nLast login: …\n $\n}K’



SSH
{\n}K 

Client Server

{\nPassword: }K’

{q}K 

{p}K 

{l}K 

{e}K 

{4}K 

{\n}K 
{\nLast login: …\n $\n}K’

Reveals 
length of 
password.

Reveals time 
between 
keystrokes.  
This leaks 
partial 
information 
about the 
password!



Credit card numbers in a database



After Base64 decoding



After Base64 decoding

0 = 30, 1 = 31, 2 = 32, .., 7 = 37, 8 = 38, 9 = 39



After Base64 decoding

0=0000, 1=0001, …, 7=0111, 8=1000, 9=1001



Lessons

• Don’t reuse keys

• Protect message authentication

• Use a good PRNG

• Passwords don’t make good crypto keys

• Encryption doesn’t conceal time or length



Meta-Lessons

• Don’t design your own encryption format

• Use a time-honored, well-tested system

– e.g., PGP, SSH, SSL


