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Administrative Announcements

 Midterm 2 on Friday; in principle, everything
up till & including Wednesday is fair game, but
in practice we’ll focus on material after MT1.

* Midterm 2 review tomorrow, Tuesday, 3/30,
6:30-8:30pm in 1 Pimentel.

* Joel’'s 10-11 section tomorrow (3/30) should
go to 3105 Etcheverry (temporarily merged
with Matt’s section, just for tomorrow). Joel’s
2-3 section meets at regular time and place.



Dear eBay Member,

We regret to inform you that wour eBay account could be suspended if you don't re-update your
account information.

To resolve this problem please visit link below and re-enter your account information:

hitp=:f=ignin.ebay . comiws/eBaylSAR| dllYSigningsid=verifyico partnerld=2Esiteid=0

If wour problems could not be resolved wour account will be suspended for a period of 24 hours,
after this period your account will be terminated

For the Lser Agreement, Section 9, we may immediately 1ssue 3 warning, temporarily suspend,
indefinitely suspend or terminate your membership and refuse to provide our services to you If
we believe that wour actions may cause financial loss or legal liahility for you, our users or us.
We may also take these actions if we are unable to verify or authenticate any information you
provide to us.

Due to the suspension of this account, please be advised you are prohibited from using eBay in
any way. This includes the registering of a new account. Please note that this suspension does
not relieve wou of your agreed-upon obligation to pay any fees you may owe to eBay.

Fegards,

Safeharbor Department eBay, Inc

The eBay team

This is an automatic message, please do not reply



ebY

Security & Resolution center

Profile Update for mcorssen

Please place your credit or debit card on file. This assures us of your identity and keeps eBay a safe place to buy and sell. Your «
authorize us to do so to pay selling fees.

Credit or debit card Registration address

HOCRH IR N-2027 15 Visa Michael Corssen, 101 Blair Road, Oyste

I DusceyER Bay MY 11771, United States, 516 578-
1273

& information is protected on eBay's secure sernvers.

Mother's maiden name

Expiration date 08/09

—Maonth-- j I—‘r’ear— j

Card identification number Your date of bhirth
= |mnnthj |da1_-,.rj h.rear -]
J-digit number on the back of the card. For American Express, use the 4-digit Social security number
number on the front. Learn more. I -l -l
nNN-Nn-Nnne
Pin code Confirm pin
Save Profile = |

Personal ldentification Mumber (PIN) ensures that no one but you has access
to your funds




Fron: Bay To
Subject: Congrats, Your PowerSeller Membership Has Been Upgraded

Your registered name is included to show thiz message originated frorm eBay, Learn more.

| ! You're a Gold PowerSeller Now!

s‘, 12

PowerSeller
recognized respected & rewarded

Dear eBay Member,

Congratulations! You'e been on a super gales streak and it's time to recognize your
achievernents! ¥our membership has been upgraded to Gald.
2 Your business is a top priotity at eBay and we're standing by to provide the support
{3: you need. That's where | caome in. I'm Doug Derricott, your dedicated PowerZeller Gald
Account Manager. As | learn more about your eBay business, I'm here to serve as a
resource for your continued success.

To access your personalized PowerSeller portal page, just click the PowerSeller icon next to
your User [D or vist www. ebay. comfpowerseller and click "Member Sign In." It is your gateway
to all the great benefits and services associated with your new status. Once you sign in, you
can:

¢ See your manthly average sales, sold items, and PowerSeller level.

* Get updates on benefits and pramotions, events, advanced selling strategies, and
guidelines for using the eBay logo and icons.

s Download FREE PowerSeller business card and letterhead templates--print in color ar
black and white.

¢ Check requirements far the PowerSeller program and read answers to Frequently Asked
Cluestions about the program and benefits.

Again, congratulations and best wishes for your continued success!

Regards,

Douy Derricott
Your Gold PowerSeller Account Manager

eBay sent thiz ernail to vou because vou are part of the PowerSeller pragrarn, This is a one tirme
carmnmunication, There iz no need to unsubscribe,

Wizit our Privacy Policy and User Agreement if vou have any questions,

Copyright © 2007 eBay Inc All Rights Reserved,
Dezignated tradermarks and brands are the property of their respecive owners.
eBay and the eBay logo are trademarks of eBay Inc
=Bay iz located 2t 2145 Harmilton Avenue, San Joze, CA 95125,
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Welcome to eBay

Ready to bid and buy? Register hare

Join tha milliona of pecple who are already & part of the eBay
Tarnily, Do worry, 'wa have rosm (or one mon

Regesior as an aBay Maembar and enjoy privileges including:

+ Bid, buy and find bargains from all ower the world

* Shop with confidence with PayPal Buyer Profection

* Connect with the eBay community and mone!
Regater

—

Sign in to your account

Back for more fun™® Sigr in o o Bury, bid and sall or o
MRENAGE YOur SCCOUM,

User ID jditaylor

[ Torgee My uker 0D
Password |

[ forget my passwoem

[~ Keep me signed in for today. Dont check this box
if you're at a public o shared computer.




How well does it work?

e Cost: S80 / 1 million emails

— Something like 10K-30K users will visit your site

e Success rate in the wild: ?
— Fraction of users who type in credentials: ?
e Gartner: $2.4 billion/year in losses, 19% of

Americans have clicked on a link in a phishing
email, 3% have disclosed credentials



Sophisticated phishing

* Context-aware phishing — 10% users fooled

— Spoofed email includes info related to a recent eBay
transaction/listing/purchase

* Social phishing — 70% users fooled

— Send spoofed email appearing to be from one of the
victim’s friends (inferred using social networks)

* West Point experiment

— Cadets received a spoofed email near end of
semester saying “There was a problem with your last
grade report; click here to resolve it.” 80% clicked.



Let’s look at some potential defenses....



Phishing education?

1 2 3 4

O Before M After

x-axis = Number of emails that were phish
y-axis = Number of emails classified by users as phish



Check the URL before clicking?

<a href="http://www.ebay.com/"
onclick="1location="http://hackrz.com/"">



Check the URL in address bar?



e i Welcome 10 eBay

e —

Ca e L& EE 4w emps signinebay comiws eBayiSAPLaIITSig

» Google

[ Credin card  neyclopedia  Toshiyuki K do Armchair s mot pulli_ leg, homest

Webcomse 10 eBay

ehY

Welcome to eBay

Ready to bid and buy 7T Register here

Hiin e rellions of pecple wha are aleady 8 panl of the eBay
Tarrly. Do woiry, we hand rocem fon ong mdie

Register as an eBay Member and erjoy privikeges including
» Bid, buy and find bargains Trom & over the word

« Shop with confidence with PayPal Buyer Probection
» Conmect with the eBay commisnity 59 maom!

. Register |

2ign in to your account

Back for mare fun? Sign in now o buy, bid and sell, of to
MAragE your Sctount.

User 10D
I ferpest Sy uker IO

Password
L feepest #rp Prkbwesdl

[ Keep me signed in for today. Dorl chack this box
el Bl A PUBIIC Of SR Camputer

Having problems with sigming inT Gl el

Profect your account Checi [hat the Web address in your
broevier SLAME wilk hitgs Fsignin ebay com!. More accounl
Sty 1ips

N el
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File Edit Wiew History Bookmarks Tools Help
I * @ v ﬂ ‘ Ehttps:fﬁmm.pnc.cum,.-"'webappfunsecfhnmepagl v | I"’ |Gung|e i,
i Most Visited>  #Getting Started [5/Latest Headlines ™

(“)‘PNC HOME  SECURITY ASSURANMCE  LOCATE PNC  CONTACT U  CUSTOMER SERW

LEADING THE WAY Search

ABOUT PHC

PERSONAL SMALL BUSINESS CORFORATE & INSTITUTIONAL

Online aani-:mg sign ?ﬂ ' e _ PNC Bank Select Reward
| stovon | S Wy Visa® Platinum Car

- - | (S P AN
VR T | | i M B ‘ ﬁ s~ Take advantage of a 0.99
New to Online Eianklng ? - 3 ! N JSS
» Get Started Mow! b View Deme | I r 3 m immduﬂggﬁ‘r tlill!.!r1uﬂug
Balance Transfers-

I Select Service

b PNC Security Assurance  [Products and Services _ 1Sa|uiﬂun5

Important FDIC Information PMC's wide range of services can make Whatever challenges and opportunities
: S hanking easier, and more convenient lie ahead, PHC can help. See why

ngf:.gaﬂiﬁsEéﬂpﬂggﬂ;:he than ever. See why PHC's the smart warking with FRC to plan for life's

Guarartee Program. mare P choice for help in meeting your financial greatest milestones is the smart

goals. choice.

THe oThmeres's b Online Banking and Bill Pay b Making the Mast of Your Money

bestknown banks. b ERath b Virtual Wallet

Now simply one of E.E i’ ' ua. e ;

America's best. F Savings F Planning for Retirerment

NS . ¥ Loans and Lines of Credit P Sawving for Education

et bl el ke e b Cards b Buying a Home |

easy as possible for yvou.




Homograph Attacks

* |International domain names can use
international character set

— Chinese contains characters that look like /. ? =
e Attack: Register var.cn, buy wildcard cert for

*.var.cn, then create a subdomain:
www.pnc.com/webapp/unsec/homepage.var.cn



Check for padlock?



i
@:- Wachowvia - Personal Finance and Business Financial Services - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& -c

User ID:

|:| Remember my User ID
Password:

(case sensitive)
Service:
Choose a service... -

Login

Forgot User ID or Password?

Hetirement Plan Participants: Login
Education Loan Customers: Login

7y | o http:/f'www.wachovia.com/

PERSONAL FINANCE

Online Services

Online Banking with BillPay
Mobile Banking

Cnline Brokerage

Mare...

Retirement Planning
Tools & information for
Lifetime Retirement Planning

Investing
Accounts & Services

IRAS
More...

T

Wac

Our comr

Banking
Checking

Savings & CDs
Credit Cards
Check Cards
Maore...

Lending

Mortgage

Home Equity New!
Education Loans
Yehicle Loans

Rates
Mardnanoa Batac



LL_;I“I-I- LL_."‘I;III
ookmarks Tools Help - Bookmarks Tools Help

|-'l http:jjwww.google.comfaccounts/Servic i l:, http:/jwww.google.comfaccounts/s

Add a clever .favicon with a picture of a padlock



Check for “green glow” in address bar?



Check for everything?



£ hitp: ipaypal login.com/ - Windows Internet Explorer

& - e mpiperpatiogn.comy e

W | @htteipeypsliogn.com

" Welcome - PayPal - Windows Internet Explorer ™ [ x|
.- -ﬂ * [P hitps:|jveew.paypal.com| Hﬂ Paypal Inc [US] | r X B -
W o [D wekome - PayPal . o

Pa__yPaf Sign Up | Log In | Help

Welcome Send Money Hequest Money Merchant Services Auction Tools

Forgot yvour emel sddres<?
Member Log-In Eorant vour bassword? Join PayPal Today
_ Mow Qver Learn more about
Email Address 100 million accouwnts i ;’,)!
3 C g
D Sign Up Moswl ] EayPal Woarldwids
Password [Log ] ‘ -

WIthDUtSharI n

r Financial Information

8

m

PayPal. Privacy ks bullt in.

16 Ways to Promote
Yaur E<-Bucinace




HTTP downgrade attacks

Common use pattern: Main page uses HTTP; change
to HTTPS for secure login.

MITM Attack: prevent the upgrade (voxieos]

2

(] HTTP =[| _ ssL =

©

attacker web server



Which is real? Which is the attac

?

86 (7 DLZ DOYXVIOHVWERXCFLO 86 7 DIZ DQYXVIOHVWI B RXQFLO
FrRm: US-Taiwan Business Council [council@us-taiwan,.org] FrRm: US-Taiwan Business Council [council@us-taiwan.org]
6HG: Tuesday. January 16, 2007 9:54 AM B H: Tuesday, January 08, 2007 4:59 PM
R i@state.gov TR ‘council@us-taiwan.org'
6 XbjHFt: US-Taiwan Business Council Defense & Security Bulletin 6 XbjHFt: US-Taiwan Business Council - 01.09.2007 - Defense & Security Bullstin
i 2
00092007 -

Defense_Security_ Defense_Security_
Bulietin.doc Bulletin (2]....

The Defense & Security Bulletin is attached in DOC format.

Table of Contents

DEFENSE AND SECURITY

1. Biometric Plan Aimed for Mational Security: Official
2. US, Japan to Discuss Taiwan's Defense

3. Taiwan Sees Red Over White Paper

4. KMT Plans to Send Arms Budget Back to Ministry
5. Use Fast Rail for Military: DPP AEROSPACE

6. CAA Mulls Transferring Charters to Taipei Airport
7. Current Exchange Rate

8. News Sources
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Us-Taiwan Business Council

1700 MNorth Moore Street, Suite 1703
Arlington, Virginia 22209

Phone: (703) 465-2930

Fax: (703) 465-2937
council@us-taiwan.org

If you would like to unsubscribe from our mailing list, change your
subscription preferences, or update your contact information, please contact
the Council via email at update@us-taiwan.org. Visit us online at

www.us-taiwan.org!
4 B O S R R ok

Defanse & Securit... R
The Defense & Security Bulletin is attached in PDF format.

Table of Contents

DEFENSE AND SECURITY

Biometric Plan Aimed for Mational Security: Official
US, Japan to Discuss Taiwan's Defense

Taiwan Sees Red Over White Paper

KMT Plans to Send Arms Budget Back to Ministry
Use Fast Rail for Military: DPP

N

AEROSPACE
6. CAA Mulls Transferring Charters to Taipei Airport

7. Current Exchange Rate
8. News Sources
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US-Taiwan Business Council

1700 North Moore Street, Suite 1703
Arlington, Virginia 22209

Phone: (703) 465-2930

Fax; (703) 465-2937
council@us-taiwan.org

If you would like to unsubscribe from our mailing list, change your subscription preferences, or update
your contact information, please contact the Council via email at update@us-taiwan.org. Visit us online at

www.us-taiwan.org!
EEEEE R L EE LT



Why does phishing work?

Because ust



Why does phishing work?

* User mental model # reality
— Browser security model too hard to understand

— The easy path is insecure; the secure path takes extra
effort

 Risks are rare

— Users tend not to suspect malice; they find benign
Interpretations

— Psychology: people prefer to gamble for a chance of
no loss than a sure loss



Warnings



riﬂ This page has an unspecified patential securty flaw .

y . >
?. Would you like to continue?

fes | ‘ Mo I




Certificate errors

What should you do if you see a SSL certificate error?
e Continue on to the site and ignore the error?
* Forget about visiting the site?

What if | told you that 62% of SSL-enabled websites
have invalid certs?



Usable Security Ain’t Easy

* You are not like the average user

— The more you know about security, the less
representative of the user population you are!

— Your thought processes are very different from the
average user (most CS folks have a **TJ personality
types (INTJ is especially popular), but only 8% of
population at large is **T)J).

* Your intuition is wrong!



Usable Security Ain’t Easy

e Users’ first priority is to get work done
(not to think about security).

e Users satisfice.

* People usually use semi-instinctive learned
processes — we are not rational puzzle-solvers,
most of the time.



So how can we avoid these pitfalls?

* Understand the user population (anthropology).
Understand human behavior (psychology).

* Perform user studies to test designs; expect to
iterate through many designs.

* Avoid “blame transfer”. Don’t ask users to make
decisions they don’t know how to make.
Users are not the enemy.

* Design usability in from the start.



