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Thinking About EconomicsThinking About Economics

• Given the rise of cybercrime-fueled Internet attacks,
where should we be investing our limited security
resources?
 Preventing host compromise?
 Policing networks, rolling up botnets?
 Other?
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• We have structural disadvantages
 Defenses public, attacker develops/tests in private

• Arms race where best case for defender is to “catch up”
 Attacker not tied to any particular technology;

cheaper for them to change than us
 Minimal deterrence
 Significant value proposition for attacker



Thinking About Economics, Thinking About Economics, concon’’tt

• Given the rise of cybercrime-fueled Internet attacks,
where should we be investing our limited security
resources?
 Preventing host compromise?
 Policing networks, rolling up botnets?
 Other?
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Premise:
We’re unlikely to spend efficiently until we
understand the economics of the bad guy

• We have structural disadvantages
 Defenses public, attacker develops/tests in private

• Arms race where best case for defender is to “catch up”
 Attacker not tied to any particular technology;

cheaper for them to change than us
 Minimal deterrence
 Significant value proposition for attacker



Monetizing Spam
• In what ways can spammers make money off of

sending spam?
– And who has incentives to thwart these?

• (Other than law enforcement)

• Scheme #1: advertise goods or services
– Examples: fake Rolexes, Viagra, university degrees
– Profit angle: increased sales
– Who’ll try to stop: brand holders

• Scheme #2: phishing
– Profit angle: transfer $$$ out of accounts; sell accounts to

others; use accounts for better spamming (e.g. Facebook)
– Opponents: issuers of accounts
– Note: targeted phishing (“spear-phishing”) doesn’t actually

need much in the way of spam due to low volume



Monetizing Spam, con’t
• Scheme #3: scams

– Examples: pen pal relationships, 419 (“Nigerian”)
– Profit angle: con victim into sending money
– Opponents: scambaiters (419eater.com)

• Scheme #4: recruiting crooks/underlings
– Examples: money mules, reshippers
– Profit angle: more efficient cybercrime
– Opponents: ?

• Scheme #5: recruiting bots
– Examples: “important security patch!”, “someone sent you

a greeting card!”
– Profit angle: get malware installed on new machines
– Opponents: ?



Monetizing Spam, con’t

• Scheme #6: pump-and-dump
– Example: “Falcon Energy (FPK) is about to go through

the roof!  Don’t miss out on $eriou$ Profit$!”
– Profit angle: penny-stock momentarily goes up, dump pre-

bought shares when it does
– Opponents: Securities and Exchange Commission
– Note: unlike other monetization techniques, the “back

channel” is out-of-band
• No link in messages back to the scammer



Are Bots & Spam the New Black Gold?

• Spam finance elements:
 Retail-cost-to-send  vs.  Profit-per-response
 Key missing element: spams-needed-per-response, i.e., conversion rate

How can we measure this?
Seemingly only knowable by
the spammers themselves.



Welcome to Storm!

Would you like to be one of our newest bots?
Just read your postcard!
    (Or even easier: just wait 5 seconds!)



The Storm botnet

Overnet (UDP) Reachability check‏
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The Storm botnet

Operated using
“bulletproof hosting”







Spam campaign mechanics
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Campaign mechanics: harvest
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Campaign mechanics: spamming
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Campaign mechanics: reporting
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Welcome to Storm!  What can we sell you?



Diagram by Stuart Brown
modernlifeisrubbish.co.uk

Anatomy of a modern PharmaAnatomy of a modern Pharma
spam campaignspam campaign

?



These folks seem trustworthy …



… how about these?



If we control
these …

… we can monitor &
influence these



Botnet Botnet infiltrationinfiltration
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•  Key idea: distributed C&C is a vulnerability
◆  Botnet authors like de-centralized communications for
   scalability and resilience, but…
◆  … to do so, they trust their bots to be good actors
◆  If you can modify the right bots you can observe and influence
   actions of the botnet

•  Thanks to E-Card spam, we can easily acquire Storm bot
    binaries …

◆  … and run them within controlled GQ honeyfarm environment

•  With a lot of elbow grease, we reverse-engineered the
   C&C protocol …
•  … so we can record all C&C sent through us …



Template points to
spammer’s server

Modified template
points to our server



Spam conversion experimentSpam conversion experiment

• Experimented with Storm March 21 – April 15, 2008
• Instrumented roughly 1.5% of Storm’s total output
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Pharmacy
Campaign

E-card Campaigns

Postcard April Fool

Worker bots 31,348 17,639 3,678

Emails 347,590,389 83,665,479 38,651,124

Duration 19 days 7 days 3 days



Spam pipelineSpam pipeline
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83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)



Spam pipelineSpam pipeline
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83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary

Effects of Blacklisting
(CBL Feed)

Unused

Effective

Other
filtering



Spam pipelineSpam pipeline
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83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary

Spam filtering software
• The fraction of spam delivered into user inboxes

depends on the spam filtering software used
◆ Combination of site filtering (e.g., blacklists) and

content filtering (e.g., spamassassin)
• Difficult to generalize, but we can use our test

accounts for specific services

 Fraction of spam sent that was delivered to inboxes



Spam pipelineSpam pipeline
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83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary

Unused

Effective

Other
filtering

Response rates by country

Two orders
of magnitude

No large aberrations
based on email topic



Spam pipelineSpam pipeline
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83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary

Spam filtering software
• The fraction of spam delivered into user inboxes

depends on the spam filtering software used
◆ Combination of site filtering (e.g., blacklists) and

content filtering (e.g., spamassassin)
• Difficult to generalize, but we can use our test

accounts for specific services

 Fraction of spam sent that was delivered to inboxes

Unused

Effective

Other
filtering

Two orders
of magnitude

No large aberrations
based on email topic

Site needs to be up hours to
days to reap real users
rather than just crawlers



Spam pipelineSpam pipeline
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21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary



The Spammer’s Bottom Line
• 28 purchases in 26 days, avg. “sale” ~$100

Total: $2,731.88, $140/day
• But: we interposed on only ~1.5% of workers:

$9,500/day (8,500 new bots per day) ‏
$3.5M/year (back of envelope - be very careful!)

• Though if selling Viagra via Glavmed affiliation, cut is 40%

• Storm: service provider or integrated operation?
Retail price of spam ~$80 per million

• Pharmacy spam would have cost 10x the profit!
Strongly suggests Storm operates as an

integrated operation rather than a reseller


