Impersonation

CS 161: Computer Security

Prof. Vern Paxson

TAs: Devdatta Akhawe, Mobin Javed
& Matthias Vallentin

http://inst.eecs.berkeley.edu/~cs161/



Announcements

Midterm next Tuesday March 8th
— Scope is course material up through today

—You can bring a of notes
« Two-sided, viewable w/o assistance
* (FYI: you might want to keep this for the final)

My office hours the week of March 7th will
be by appointment

Guest lecture this Thursday (March 3rd),
Prof. David Wagner

Reminder, HW #2 due 5PM on Friday



Goals For Today

A broad look at the problem of impersonation:
threats based on something not being what it
appears to be

Web attacks: misleading users regarding their
clicks

Phishing: misleading users regarding with
whom they are interacting

CAPTCHAs: telling humans apart from “bots”

Analyzing email headers for legitimacy (time
permitting)



Attacks on User Volition

* Browser assumes clicks & keystrokes =
clear indication of what the user wants

to do
— Constitutes part of the user's tfrusted path

o Attack #1: commandeer the focus of
user-input

» Attack #2: mislead the user regarding
true focus (“click-jacking”)



Click-Jacking

* Demo #1: you think you're typing to a familiar
app, but you're not



Click-Jacking

* Demo #1: you think you're typing to a familiar
app, but you're not

* Demo #2: you don’t think you're typing to a
familiar app, but you are
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OMG The Most Shocking Video Caught On
Camera Girl Being Attacked By A Shark

011G The Most Shocking Video Caught On Camera Gir Being Attacked By A Shark
e 4,453 people llke this.

-

C_— m-qG The Most Shocking Video Caught
¢ ke |

MG The Most shocking Video Caught Ot Wall I OMG!

|i—.1 L'Ill!

| OMG! I

wah  Info Really want to see this?
Click on the red then

blue button to Like
and Share this page.

. click here to start




Adobe - Flash Player : 5ettings Manager - Global Security Settings panel

H http: [ /www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager04.html

Your account = Contact United States (Change)

Solutions Products Support  Communities Company Downloads Store

Flash Player Help

Global Security Settings panel

TAELE OF CONTENTS Adobe Flash Player™ Settings Manager o

iy il " f
Flash Player Help % O i" s | T

Settings Manager Global Security Settings

. , Some websites may access infomation from otbfer sites using an older

= Global Privacy Settings Panel sy stem of security. This is usually hammiess, WUt it is possible that some

= Global Storage Settings Panel sites chukj obtain unauthonz ed infomation ysing the _{rkjer sy stem. VWhen a
; ; website attempts to use the clder sy stemdo access infomation:

Global Security Settings Pane

®) L2 Always ask @) Alway s allow O @@ Alway s deny
= Global Motifications Settings Panel
= Website Privacy Settings Panel
= Website Storage Settings Panel Alway s trust files in these locations: Edit locations... |

Display Settings
Local Storage Settings

Microphone Settings




Click-Jacking

* Demo #1: you think you're typing to a familiar
app, but you're not

* Demo #2: you don’t think you're typing to a
familiar app, but you are

* You might click on what the attacker wants
no matter where you click!



Click-Jacking

 Demo #1: you think you're typing to a familiar
app, but you're not

* Demo #2: you don’t think you're typing to a
familiar app, but you are

* Demo #3: you definitely meant to click
somewhere else



2 ala Adblock Plus :: Add-ons for Firefox (&5

GD' (X) @ Q@Whttps://addons.mozilIa.org/en-US/ﬁrefox/addon/1865 v ). (-"'/ Google Q)

Most Visited ~ Getting Started Latest Headlines » NY Times Google News Daily~ Weather 294 United Traffic Papers USS IMC CSET »
]@ Adblock Plus :: Add-ons for Firefox ﬂ - [

~
Register or Log in Other Applications ¥
| Firef
Add-ons for e irefox
N/
B Categories search for add-ons Wil all add-ons - @
Add-ons for Firefox
2B Adblock Plus 1.1.3
W by Wladimir Palant
m Jaxe Image A5... Ever been annoyed by all those ads and banners on the internet See All Privacy & Security  »
- |
Send Image... that often take longer to download than everything else on the Add-ons
cory  Boo  Set As Deskkop Backgroum .
4 page? Install Adblock Plus now and get rid of them. Do i Lo bry AR
cli  Properties Palant
Adhlock Image. .. or a quick overview watch http://www.youtube.com
F ick i h http:// b {Adbl K Pl _]
§ orauua /watch?v=oNvb2SjVijl ocK Flus
State: 3
— =~
Add to Firefox 1 - .
Share this Add-on ‘ * ded N help with this
:’ -
\_ recommendae J add_on?
Version 113 = Visit the support site "
v
Done 8



Install add-ons only from authors whom you trust.

(2 Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

£2 Adblock Plus (Wiadimir Palant)
https://addons.mozilla.org/en-US/firefox/downloads/latest/1865/addon

(Install (5))



Install add-ons only from authors whom you trust.

(2 Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

£2 Adblock Plus (Wiadimir Palant)
https://addons.mozilla.org/en-US/firefox/downloads/latest/1865/addon

_ Install (4) )



Install add-ons only from authors whom you trust.

(2 Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

£2 Adblock Plus (Wiadimir Palant)
https://addons.mozilla.org/en-US/firefox/downloads/latest/1865/addon

(Install (3))



Install add-ons only from authors whom you trust.

(2 Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

£2 Adblock Plus (Wiadimir Palant)
https://addons.mozilla.org/en-US/firefox/downloads/latest/1865/addon

(Install (2))



Install add-ons only from authors whom you trust.

(2 Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

£2 Adblock Plus (Wiadimir Palant)
https://addons.mozilla.org/en-US/firefox/downloads/latest/1865/addon

(‘Install (1))



Why Does Firefox Make You Wait?

i Install add-ons only from authors whom you trust.

(200 Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

£ Adblock Plus (Wiadimir Palant)
Li"b https://addons.mozilla.org/en-US/firefox/downloads/latest/ 1865 /addon

( Cancel ) W

... to keep you from being tricked into clicking!



Defending Against
Clickjacking

« Main defense: frame busting

* Web site ensures that its “vulnerable” pages
can’t be included as a frame inside another
browser frame
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Attacker implements this by placing Twitter’s page in a “Frame”
inside their own page. Otherwise they wouldn’t overlap.




Defending Against
Clickjacking

Main defense: frame busting

Web site ensures that its “vulnerable” pages
can’t be included as a frame inside another
browser frame

— So user can't be looking at it with something invisible
overlaid on top ...

— ... hor have the site invisible above something else

Conceptually implemented with Javascript like:

if (top.location != self.location)
top.location = self.location;

(Note: actually quite tricky to get this right!)



Related Ul Sneakiness

 Demo #1: you think you're typing to a familiar
app, but you're not

 Demo #2: you don’t think you're typing to a
familiar app, but you are

* Demo #3: you definitely meant to click
somewhere else

* Demo #4: you've got a lot on your mind (demo)

22



Related Ul Sneakiness

 Demo #1: you think you're typing to a familiar
app, but you're not

 Demo #2: you don’t think you're typing to a
familiar app, but you are

* Demo #3: you definitely meant to click
somewhere else

* Demo #4: you've got a lot on your mind (demo)
« Tabnabbing

23



Related Ul Sneakiness

 Demo #1: you think you're typing to a familiar
app, but you're not

 Demo #2: you don’t think you're typing to a
familiar app, but you are

* Demo #3: you definitely meant to click
somewhere else

 Demo #4: you've got a lot on your mind (demo)
» Tabnabbing
* Demo #5: you're living in The Matrix

24



“Browser in Browser”

@ Bank of the West | - Moxilla Firefox
File Edit View History Bookmarks Tools Help

@ - C X LRI rees /v barkofthenes:comBOWhome
BANK#:WEST S23. oma | | Search -

Sign in v : Have a question? Contact Us.

{} " l'l Google

{ Apply online v

nd us ' ZIP code or city & state w

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services = Achieve Your Goals  Bank Online elTimeBanker &
Checking Buy a home Apply for an account online g A
Savings & CDs Buy a new car Learn about online banking e Y 1T
Credit Cards Save for college Enroll in eTimeBanker Altornalaran

Loans Maximize home equity i

Wealth Management & Trust Consolidate debt %,

Insurance Try our financial calculators '

See all our Personal banking products » ) ; I
Done www.bankofthewest.com |} L




5 Minute Break

Questions Before We Proceed?




Phishing



\ .
a e@Bay sent this message from (pajv21).

Your registered name |5 included to show this message originated from eBay. Learn more.

Message from eBay member , pajv21

Do not respond to the sender if this message requests that you complete the transaction outside of

» . eBay. This type of offer is against eBay policy, may be fraudulent, and is not covered by buyer
protection programs. Learn More.
Did this answer your
uestion? If not, let the seller
| can do for $385.00 with shipping. Waiting for your answer asap. Ennw
Thank you. Respond

A

View ltem: http;//cgi.ebay.comiws/eBaylSAPLdII? Viewltem&item=130312669787

Item Id: 130312669787
End time: Mar 03, 2011 09:38:06 PDT

EU'}’EF: EE\"E'I (@ 'i:} }
Feedback:100 % Positive
Member: since 26-May-06

Location: United States
Listing Status: This message was sent while the listing was active.

_i | Marketplace Safety Tip

® Keep your money safe - never pay for items with cash or instant money transfer services, such
as Westemn Union or MoneyGram. In the past some sellers have exploited these payment

methods in order to defraud buyers, so eBay has banned them from the site.

Done

£



<} Welcome to eBay - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools  Help

eBack - \‘_.)l \ﬂ @ _h ;\J Search ‘E'j:(’ Favorites @ [\:;K' .:;, ﬁ

EX]

fddress |@ http:fi0xbds947e3 sendfiles). .. /signin. ebay . comws)eBavISAPIISignInruhttpAFFwmaebaycomzFf

Links **

V|G|:|

ehV

Welcome to eBay

Ready to bid and buy? Register here

Join the millions of people who are already a part of the eBay family. Don't worry, we have room
for one more.

Register as an eBay Member and enjoy privileges including:

+ Bid, buy and find bargains from all over the world
+ Shop with confidence with PayPal Buyer Protection

s Connect with the eBay community and more!

|. Register

E

(E] eBay Buyer Protection Learn rnc\re%

Sign in to your account

Back for more fun? Sign in now to buy, bid and sell, or to
manage your account.

User ID | |
I forgot my user ID

Password | |
I forgot my password

[]Keep me signed in for today. Don't check this box
if you're at a public or shared computer.

Having problems with signing in? Get help.

Protect your account: Create a unique password by
using & combination of letters and numbers that are not

(£




OO [x] VNC: throwaway-xp-026

-

2l Welcome to eBay - Microsoft Internet Explorer

File Edit Yjew Favarites Tools  Help

eBack - \‘_;,l @ @ \’_h pSearch “gi?Favorites @ Dggv .,i_; .ﬁ

Address |@ hktp:/ 10=bd594 7e3)sendfiles/, .. [signin.ebay . comjws/eBayISAPIISignInruhttpaFFwwwebaycom 2 FY b | Go Links **

I ®
& @ eBay Buyer Protection Learn rnore%

Welcome to eBay

Ready to bid and buy? Register here Sign in to your account

7 Sign i i
Join the millions of people who are already a part of the eBay family. Don't worry, we have room Back for more fun’? Sign in now to buy, bid and sell, or to
manage your account.

for one more.

User ID |jhieher |

Register as an eBay Member and enjoy privileges including:
I forgot my user ID

+ Bid, buy and find bargains from all over the world Password |uu-uuu |

I forgot my password

+ Shop with confidence with PayPal Buyer Protection

. . |
* Connect with the eBay community and more! []Keep me signed in for today. Don't check this box
if you're at a public or shared computer.

. Register LS
| signin |

Having problems with signing in? Get help.

Protect your account: Create a unique password by
using a combination of letters and numbers that are not

:r.'-' start 2} eBav sent this messa, ., R Welcome to eBay - Mi., = [ 835PM y




[X| VNC: throwaway-xp-026
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2l Identity Confirmation - Microsoft Internet Explorer

File Edit Yjew Favarites Tools  Help

@Back - \‘_;,l @ @ \-f_;j pSearch “gi?Favorites @ Di:gv :;,.. E .'3

Address |@ hktp: ) 10xbd594 73 sendfiles/. .. [signin.ebay . comjwsieBayISAPIAISignInrubttpaFFwwwebaycomzF s Question. php V| Go Links **
ehY 2
Please confirm your identity jbieber @)

Please answer security question below.

|What iswour mother's maiden name? V|

Smith |
answer the secret question you provided.

What is your other eBay user ID or another's member in your household?

NA |

What email used to be associated with this account?

|bieberlicinus@hntmail.mm |

Have you ever sold something on eBay?

|

(e ——
.rr.'-' start a eBay sent this messa. .. a Identity Confirmation. .. X @ &40 PM p



OO [x] VNC: throwaway-xp-026

-

2l Identity Confirmation - Microsoft Internet Explorer ._||E||E
File Edit Yjew Favarites Tools  Help "E.
¥ _ i P =
@ Back - < @ @ \’_h p Search “zi?Favorltes @ Digv "iﬁ. E .‘3
Address |@ hktp: ) 10=bd594 723 sendfiles/. .. [signin.ebay . comjwseBavISAPIISignInruhttpaFFwwwebaycomzFifin, php b | Go Links **
Y® Buy Sell My eBay Communii
d Erls You're Invited! Join eBay Bucks.
| | |A|I Categories V| [ Search Advanced Search
Categories ¥ | Motors | Stores | Daily Deal | poBay Se

Thanks jbieber. Your identity has been confirmed.

Mowe you can pick up where you left off

Save Profile

About eBay | Announcements | Security Center | Resaolution Center | eBay Toolbar | Palicies | Gavernment Relations | Site Map | Help

@ eBay Buyer Protection VWe'll cover your purchase price plus original shipping. Learn more

Wweb site constitutes acceptance of the eBay Uszer Agreerment and Privacy Palicy, VeriSign
Identity

Copyright & 1995-2010 eBay Inc All Rights Reserved, Designated tradernarks and brands are the property of their respective owners, Use of this
@:mtactlun

eBay official tirme

|

—

-
L
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4



OYOY MY [%| VNC: throwaway-xp-026

-
4 i
2 http:/icgi.ebay.comiws/eBayISAPI. dII?Viewltem&Item=350121605127&Category=147218&_trkparms=algo= - Microsoft Internet Explorer M=]E3
File Edit Yjew Favarites Tools  Help ﬂ.
- e ] : F. T
eBack . <7 E @ \’_h ;:'Search WFavorltes @ Bv .,i_; .‘ﬁ
Address |@ http:/fcai.ebay . comfwsfeBayISAPL di?YiewltemaItem=35012 16051 278 ateqory=1472158_trkparms=algo%:3DLVI%:26its % 301 %200t 301 V| Go Links **
Y® co My eBay | Sell | Community | Customer Support
d Welcame! Sign in or register,
CATEGORIES = | FASHION MOTORS DEALS CLASSIFIEDS '@ eBay Buyer Protection Learn more

This listing (350121605127 has been removed, or this item is not available.

Flease check that you've entered the correct iterm number

Listings that have ended S0 or mare days ago will not be available for viewing.

about eBay | Security Center | Buyer Toals | Palicies | Stores | Site Map | eBay official time

Copyright @ 1995-2011 eBay Inc All Rights Reserved, Designated tradermarks and brands are the property of their respective owners, Use of this Web site constitutes
acceptance of the eBay User Agreement and Privacy Palicy,

-

L
W
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The Problem of Phishing

* Arises due to mismatch between reality & user’s:
— Perception of how to

— Mental model of what attackers can control
 Both Email and Web

« Coupled with:

— Deficiencies in how web sites authenticate

* In particular, “replayable” authentication that is vulnerable to
theft

* How can we tell when we’re being phished?



\ .
a e@Bay sent this message from (pajv21).

Your registered name |5 included to show this message originated from eBay. Learn more.

Message from eBay member , pajv21

Do not respond to the sender if this message requests that you complete the transaction outside of

» . eBay. This type of offer is against eBay policy, may be fraudulent, and is not covered by buyer
protection programs. Learn More.
Did this answer your
uestion? If not, let the seller
| can do for $385.00 with shipping. Waiting for your answer asap. Ennw
Thank you. Respond

A

View ltem: http;//cgi.ebay.comiws/eBaylSAPLdII? Viewltem&item=130312669787

Item Id: 130312669787
End time: Mar 03, 2011 09:38:06 PDT

EU'}’EF: EE\"E'I (@ 'i:} }
Feedback:100 % Positive
Member: since 26-May-06

Location: United States
Listing Status: This message was sent while the listing was active.

_i | Marketplace Safety Tip

® Keep your money safe - never pay for items with cash or instant money transfer services, such
as Westemn Union or MoneyGram. In the past some sellers have exploited these payment

methods in order to defraud buyers, so eBay has banned them from the site.

Done

£



\ -
a eBay sent this message from (pajv21).

Your registered name Is included to show this message originated from eBay. Learn more.

Message from eBay member , pajv21

Do not respond to the sender if this message requests that you complete the transaction outside of

» . eBay. This type of offer is against eBay policy, may be fraudulent, and is not covered by buyer
protection programs. Learn More.
Did this answer your
uestion? If not, let the seller
| can do for $385.00 with shipping. Waiting for your answer asap. Ennw
Thank you. Respond

B

View ltem: http;//cgi.ebay.comiws/eBayISAPL.dII? Viewltem&item=130312669787

ltem Id: 130312669787
End time: Mar 03, 2011 09:38:06 PDT

EU}"EF: ga|".f21 [@ ,i:} }
Feedback:100 % Positive
Member: since 26-May-06

Location: United States
Listing Status: This message was sent while the listing was active.

_i | Marketplace Safety Tip

® Keep your money safe - never pay for items with cash or instant money transfer services, such
as Western Union or MoneyGram. In the past some sellers have exploited these payment

methods in order to defraud buyers so eBay has banned them from the site.
<Et£:—:ﬁgpn 172.internetdsl.tpnet.pl/apache? -default/dostawcy/incom/ ., /cepim47 23.htm %




Check the URL before clicking?

<a href="http://www.ebay.com/"
onclick="location="http://hackrz.com/"'">



<} Welcome to eBay - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools  Help

eBack v \‘_.)l ‘j

" = N ] 2y m
_-_;l ,}.JSearch ‘}:r’ Favarites &j} E}{v i ﬁ

e

EX]

B55 @http:,I',I'Dxbd594?33,l'sendl:iles,l'...,l'signin.el:uaw;.-'.u:u:um,l'ws,l'eBayISP.PI::IIISignInruhttp.ﬁ.FFwwwebachmEF,l' )

viB e ks
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Welcome to eBay
Ready to bid and buy? Register here

for one more.
Register as an eBay Member and enjoy privileges including:

+ Bid, buy and find bargains from all over the world
+ Shop with confidence with PayPal Buyer Protection

s Connect with the eBay community and more!

|. Register

Join the millions of people who are already a part of the eBay family. Don't worry, we have room

E

(E] eBay Buyer Protection Learn rnc\re%

Sign in to your account

Back for more fun? Sign in now to buy, bid and sell, or to
manage your account.

User ID | |
I forgot my user ID

Password | |
I forgot my password

[]Keep me signed in for today. Don't check this box
if you're at a public or shared computer.

Having problems with signing in? Get help.

Protect your account: Create a unique password by
using & combination of letters and numbers that are not

(£




Address @ btk [ [0xcbd594 a3 sendFiles) . | . [signin. ebay, comfwseBayISAPIAISignInrubtbpAFFwwwebaycomz2F)

Exploits a misfeature in |E that interprets
a number here as a 32-bit IP address



dig -x 189.89.71.227

J
35
3
35

)l

)l

; <<>> DiG 9.6.0-APPLE-P2 <<>> -x 189.89.71.227
; global options: +cmd
; Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24037

; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: ©

QUESTION SECTION:

5227.71.89.189.1in-addr.arpa. IN PTR

)l

ANSWER SECTION:

227.71.89.189.in-addr.arpa. 86400 IN PTR

)

/1.
/1.

)
)
)l

)

227.71.89.189.cliente.interjato.com.br.

; AUTHORITY SECTION:

89.189.in-addr.arpa. 86399 IN NS ns2.interjato.com.br.
89.189.in-addr.arpa. 86399 IN NS nsl.interjato.com.br.

; Query time: 511 msec

; SERVER: 128.32.153.21#53(128.32.153.21)
; WHEN: Tue Mar 1 17:37:52 2011

; MSG SIZE rcvd: 132



whois 189.89.71.227

# The following results may also be obtained via:
# http://whois.arin.net/rest/nets;q=189.89.71.227?showDetails=true&showA
e

#

NetRange: 189.0.0.0 - 189.255.255.255
CIDR: 189.0.0.0/8
OriginAS:

NetName: NET189

NetHandle: NET-189-0-0-0-1
Parent:

NetType: Allocated to LACNIC
inetnum: 189.89.64/20

aut-num: AS28184

abuse-c: EMR5

owner: TECHNET NETWORKING LTDA
ownerid: 000.872.797/0001-17

responsible: Erich matos Rodrigues
country: BR



Check the URL in address bar?



000 Welcome to eBay -
(4> & 5 4 @ hups//signinebay.com ws/eBaytSAPL.AISG )
[ Credit card ncyclopedia Toshiyuki K._do Armchair  Fm not pulli_. leg, homest »

Welcome to eBay

Ready to bid and buy? Register here

Join the mellions of people who are aveady a part of the eBay
famdy. Donl worry, we have room for one mone

Register as an eBay Member and enjoy privileges including:
¢ Bid, buy and find bargains from all over the world

o Shop with confidence with PayPal Buyer Protection
e Connect with the eBay community and more!

Sign in to your account

Back for more fun? Sign in now to buy, bid and sell, or to
manage your account.

User ID

I forot mvy user 1D
Password

I forpot vy password

[ Keep me signed in for today. Dont check this box
you're at a public or shared computer.

Having problems with signing in? Get help.

Protect your account: Check that the Web address in your
browser stans with hitps //signin. ebay . com/. More account
security tips.

w0
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“"Personal Banking - PNC

ale - \*'—.

File Edit View History Bookmarks Tools Help

« » v z e ‘ Ehttps:/NMAN.pnc.com/webapp/unsec/homepagn lJI"Google

f5 Most Visited v  #dGetting Started [5)Latest Headlines ¥

@PNC

LEADING THE WAY

PERSONAL SMALL BUSINESS

Online Banking Sign On
I siGN oV

» Forgot Your User ID or Password?

New to Online Banking? * Learn More
» Get Started Now! » View Demo

Select Service [w]

p PNC Security Assurance

Important FDIC Information

PNC Bank is participating in the
FDIC's Transaction Account
Guarantee Program. more P

Two of America's
best-known banks.
Now simply one of
America's best

Making the transition to PNC as
easy as possible for you.

HOME  SECURITY ASSURANCE  LOCATE PNC  CONTACTUS CUSTOMER SERV

Search

CORPORATE & INSTITUTIONAL ABOUT PNC

PNC Bank Select Reward
Visa“ Platinum Car

-, @ PNCTANK
Py ‘ ﬁ - Take advantage of a 0.99‘1
i A Nl Introductory APR throug
y’

March 31, 2010 0
Balance Transfer

VISA|

& S K

& b L

|Products and Services lSolutions

PMC's wide range of services can make Whatever challenges and opportunities
hanking easier, and more convenient lie ahead, PMC can help. See why
than ever. See why PNC's the smart waorking with PNC to plan for life's
choice for help in meeting your financial greatest milestones is the smart
goals. choice.

P Online Banking and Bill Pay

P Checking
P Savings
P Loans an
P Cards

P Making the Most of Your Money
P Virtual Wallet

P Planning for Retirement

d Lines of Credit P Saving for Education

P Buying a Home

1

g— Ty,

e (werccon/webamp/orec/omepagevarn 3

7




Homograph Attacks

International domain names can use
international character set

— E.g., Chinese contains characters that look like /. ? =
Attack: Legitimately register var.cn ...
... buy legitimate set of HTTPS certificates for it ...

... and then create a subdomain:
www.pnc.com/webapp/unsec’homepage.var.cn



Check for padlock?



r
& Wachovia - Personal Finance and Business Financial Services - Mozilla Firefox

File Edit View History Bookmarks Tools Help

Loci 2 )

User ID:

D Remember my User ID
Password:

(case sensitive)
Service:
Choose a service... -

Login

Forgot User ID or Password?

Retirement Plan Participants: Login
Education Loan Customers: Login

@_,,_v c > on (% http://www.wachovia.com/

WACHOVIA

PERSONAL FINANCE
Online Services

Online Banking with BillPay
Mobile Banking

Online Brokerage

More...

Retirement Planning
Tools & information for
Lifetime Retirement Planning
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ookmarks Tools Help —_ Bookmarks Tools Help

I'e.»‘| http://www.google.com/accounts/Servict b l 5 | http://www.google.com/faccounts/S

Add a clever .favicon with a picture of a padlock



Check for “green glow” in address bar?

Pa,yPaI ' Sign Up | Log In | Help

Merchant Services Auction Tools

Welcome Send Money Request Money

Forgot vour email addres<?
Member Log-In . r' ur bassword? Join PayPal Today )
Now Over “ . 2 Learn more about
Email Address 100 million accounts 4 ¢
» %/

Password » @ PayPal Worldmde

Fall Specials

Your Financial Information

WithoutSh ari n g

16 Ways to Promote
Your E-Business

. Privacy is buiit in.




Check for everything?
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Merchant Services
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Password @ e ayPal Worldwde
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withoulSharin
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16 Ways to Promote
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. Privacy is buiit in.




“Browser in Browser”
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Paypal Sign Up | Log In | Help B

Welcome Send Money Request Money

Merchant Services Auction Tools

Forgot your email addres<?
Member Log-In . - oassword? Join PayPal Today )
Now Over A, A Learn more about
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J - N >
. &) Sign Up Now! " payPal Worldwide
Password (Logn] : ’ B

Sh withoulSharin

Your Financial Information w
N—— PO o ni St () boss

. Privacy is bulit in.
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Your E-Business




“Spear Phishing”

From: Lab.senior.managerégmail .com
Subject: FW: Agenda
Body This below agenda just came in form from Susan, please look at it.

>From: Norris, Susan (ORO)
>To: Manager, Senior; Rabovsky, Joel MJ
»Bubject: Agenda

>Thanks, nice to know that you all care this so much!
=

»>5usan Norris
»norrissgéoro.doe.gov
Attached: Agenda Mar 4.pdf

Targeted phishing that includes details
that seemingly must mean it's legitimate




To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov employees
From: jeffreyc@cia.gov

Date: Wed, 10 Feb 2010 19:51:47 +0100

Russian spear phishing attack against .mil and .gov employees

A "relatively large” number of U.S. government and military employees are being taken in by a spear
phishing attack which delivers a variant of the Zeus trojan. The email address is spoofed to appear to
be from the NSA or InteLink concerning a report by the National Intelligence Council named the "2020
Project". It's purpose is to collect passwords and obtain remote access to the infected hosts.

Security Update for Windows 2000/XP/Vista/7 (KB823988)

About thIE download: A securlty |ssue has heen identified that could allow an attacker to remotely

s and gain complete control over it. You can help
tect your computer by installing this update from Micros fter you install this item, you may
have to restart your computer.

Download:
http://mv.net.md/update/update.zip Yep, this is itself a
or spear-phishing attack!

http://www.sendspace.com/file/xwc1pi

Jeffrey Carr is the CEO of GreyLogic, the Founder and Principal Investigator of Project Grey Goose,
and the author of "Inside Cyber Warfare".
jeffreyc@greylogic.us



Sophisticated phishing

« Context-aware phishing — 10% users fooled

— Spoofed email includes info related to a recent
eBay transaction/listing/purchase

» Social phishing — 70% users fooled

— Send spoofed email appearing to be from one of
the victim’s friends (inferred using social networks)

* West Point experiment

— Cadets received a spoofed email near end of
semester: “There was a problem with your last
grade report; click here to resolve it.” 80% clicked.



CAPTCHAs



| Audio code Help

Type the code shown = Try a new code

By clicking the “Create My Account” button below, | certify that | have read and agree to the
Yahoo! Terms of Service, Yahoo! Privacy Policy and Communication Terms of Service, and
to receive account related communications from Yahoo! electronically. Yahoo! automatically
identifies items such as words, links, people, and subjects from your Yahoo!
communications services to deliver product features and relevant advertising.

Create My Account



CAPTCHAs

 Reverse Turing Test. present “user’ a
challenge that’'s easy for a human to solve,
hard for a program to solve

 One common approach: distorted text
that's difficult for character-recognition
algorithms to decipher

Security Check

Enter both words below, separated by a space.
Can't read the words below? Try different words or an audio captcha.

@cys Q@Ryrfere

Text in the box:




(a) Aol. (b) mail.ru

BwPTw . JASVy

(d) Simple Machines Forum (e) Yahoo!

Figure 1: Examples of CAPTCHAs from various Internet properties.

Problems?




Issues with CAPTCHASs

* |nevitable arms race: as solving algorithms get
better, defense erodes, or gets harder for humans

Security Check
Enter both words below, separated—by-asSpace.
Can't read the words below?(Try different words)or an audio captcha.

Text in the box




Click 3 pictures of kittens to submit

The KittenAuth system. Source: ThePCSpy.com.



Issues with CAPTCHASs

* |nevitable arms race: as solving algorithms get
better, defense erodes, or gets harder for humans

Security Check
Enter both words below, separated by a space.
Can't read the words below? Try different words -

Text in the box:

* Accessibility: not all humans can see!

* Granularity: not all bots are bad! (e.g.,
crawlers)



Issues with CAPTCHASs, con’t

* |If generating a CAPTCHA is somewhat
expensive, the mechanism itself is a DoS
vulnerability



g redd(“ hot new browse stats

Clicking this link loads 120,000 copies of the RIAA's captcha. Clicking would be wrong,

don't do it. (antisocial.propagation.net)
452 points posted 4 days ago by mridlen 292 comments



Issues with CAPTCHASs, con’t

* |If generating a CAPTCHA is somewhat
expensive, the mechanism itself is a DoS

vulnerability

* Final problem: CAPTCHAs are inherently
vulnerable to outsourcing attacks
— Attacker gets real humans to solve them



Google

crack captcha php

| Google Search | l I'm Feeling Lucky |

Advertising Programs - Business Solutions - About Google

©2009 - Privacy

Advanced Search

Language Tools

iGoogle | Search settings | Sign in



(@00 "crack captcha" - Google Search
[ < | » J {-i- 7:'http://www.google.com/search?h|=en&source=hp&q=%22crack+captcha%22&aq=f&oq=&aqi=g1 C} ( Q' Google
[0 i NYTimes Google News Dailyvy Weather 294 United Traffic Papers HNO9 IMC Google Maps RSS(1)v Moviesv BARTv Wikisv Calories Blog

1 “crack captcha" - Google Search I

Web Images Videos Maps News Shopping Gmail more ¥ Search settin
GOOgle "crack captcha" Advanced Search
Web [# Show options... Results 1 - 10 of about 17,700 for "crack captcha". (0.17 seconds)
Captcha solving Sponsored Link

www.decaptcher.com  Cheap captcha solving Cheap programs for advertisement

Using the advertisement in blogs, social networks, etc significantly increases the
efficiency of the business. Many services use pictures called CAPTCHASs in order to
prevent automated use of these services.

Solve CAPTCHASs with the help of this portal, increase your business efficiency now!

Follow these steps:
Register .
Login and follow the link inside to load funds to your account.
Your request will be processed ASAP.

ou pay for correctly recognized CAPTCHAs only
The price is $2 for 1000 CAPTCHAs, We accept payments from $10.

If you use a third-pa & price could be different, contact the
software vendor for more information.
Hi! I want to bypass captcha from my bots. Bots have different IPs. Is it
possible to use your service from many IPs?
We have no restrictions about IP: with DeCaptcher you can bypass CAPTCHA from
as many IPs as you need.

Hi. I need to crack captcha. Do you provide a captcha decoders?

DeCaptcher CAPTCHA solving is processed by humans. So the accuracy is much
better than an automated captcha solver ones



Language Example AG BC BY CB DC IT All
English one two three 511 37.6 476 406 39.0 620 39.2
Chinese (Simp.) —— — == 484 31.0 000 689 269 358 352
Chinese (Trad) — — == 529 244 000 638 302 330 341
Spanish uno dos tres 1.81 13.8 000 290 7.78 568 139
Ttalian uno due tre 365 845 000 465 544 571 13.2
Tagalog isd dalawa tato 000 579 0.00 000 7.84 572 118
Portuguese um dois trés 3.15 10.1 000 148 398 489 11.3
Russian oAvH ABa TPW 241 0.00 000 114 055 165 8.76
Tamil gop @ren® meam 226 211 326 074 121 536 747
Dutch een twee drie 4.09 136 000 000 122 311 630
Hindi UHh & I 105 538 247 152 630 949 594
German eins zwei drei 362 072 000 146 058 291 5091
Malay satu dua tiga 000 142 000 000 055 294 523
Vietnamese mot hai ba 046 207 000 000 174 181 3.72
Korean 2 O] &F 000 000 000 000 000 202 337
Greek gva duo Tpiad 045 000 000 000 000 155 2.65
Arabic aly ol &35 000 000 000 000 000 153 256
Bengali aF 72 TSS9 045 000 989 000 000 000 1.72
Kannada wody aod ed> 091 0.00 000 000 055 6.14 1.26
Klingon r < €« 000 000 000 000 000 112 0.19
Farsi S5 s> 4w 045 000 000 000 000 000 0.08

Table 2: Percentage of responses from the services with correct answers for the language CAPTCHAS.



Analyzing Email Headers



To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov employees
From: jeffreyc@cia.gov

Date: Wed, 10 Feb 2010 19:51:47 +0100

Russian spear phishing attack against .mil and .gov employees

A "relatively large” number of U.S. government and military employees are being taken in by a spear
phishing attack which delivers a variant of the Zeus trojan. The email address is spoofed to appear to
be from the NSA or InteLink concerning a report by the National Intelligence Council named the "2020
Project". It's purpose is to collect passwords and obtain remote access to the infected hosts.
Security Update for Windows 2000/XP/Vista/7 (KB823988)

About this download: A security issue has been identified that could allow an attacker to remotely
compromise a computer running Microsoft Windows and gain complete control over it. You can help
protect your computer by installing this update from Microsoft. After you install this item, you may
have to restart your computer.

Download:

http://mv.net.md/update/update.zip

or

http://www.sendspace.com/file/xwc1pi

Jeffrey Carr is the CEO of GreyLogic, the Founder and Principal Investigator of Project Grey Goose,
and the author of "Inside Cyber Warfare".
jeffreyc@greylogic.us



Delivery-Date: Wed Feb 10 10:51:55 2010
Received: from mailhost.icsi.berkeley.edu [192.150.186.11]
by vpm1n1 1c1r org w1th IMAP (fetchmall 6.3.11)
" e—=——=eee10:51 !

receil “Headers” in the email message| . .

for <vern@icsi.berkeley.edu>; Wed, 10 Feb 2010 10:51:50 -08¢
Received: from uw@3.uniweb.no (uw@3.uniweb.no [91.207.158.135])
by ee.lbl.gov (8.14.4/8.14.4) with ESMTP id 0l1AIpm0f002895
for <vern@ee.lbl.gov>; Wed, 10 Feb 2010 10:51:48 -0800 (PST
Authentication-Results: ee.lbl.gov; sender-id=softfail header.from=:
Received: from w63697 by uw@3.uniweb.no with local (Exim 4.66)
(envelope-from <w63697@uwd@3.uniweb.no>)
id 1NfHf9-0002n7-Md
for vern@ee.lbl.gov; Wed, 10 Feb 2010 19:51:47 +0100
To: vern@ee.lbl.gov
Subject: RE: Russian spear phishing attack against .mil and .gov em
From: jeffreyc@cia.gov
Message-Id: <E1INfHf9-0002n7-Md@uw@3.uniweb.no>
Date: Wed, 10 Feb 2010 19:51:47 +0100
X-Virus-Scanned: clamav-milter 0.95.3 at ee.lbl.gov
X-Virus-Status: Clean
Content-Length: 1116




To/Subject/From/etc. are completely
under the attacker’s control

To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov em
From: jeffreyc@cia.gov

Message-Id: <EINTfHf9-0002n7-Md@uw@3.uniweb.no>

Date: Wed, 10 Feb 2010 19:51:47 +0100



Any headers below them may also
be under the attacker’s control

To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov em
From: jeffreyc@cia.gov

Message-Id: <EINTfHf9-0002n7-Md@uw@3.uniweb.no>

Date: Wed, 10 Feb 2010 19:51:47 +0100

X-Virus-Scanned: clamav-milter 0.95.3 at ee.lbl.gov

X-Virus-Status: Clean

Content-Length: 1116



This header tells us about the first delivery

“hop”. It's supposedly reported by a
machine uw03.uniweb.no, but who knows ...

Received: from w63697 by uw@3.uniweb.no with local (Exim 4.66)
(envelope-from <w63697@uw03.uniweb.no>)
id 1NfHf9-0002n7-Md
for vern@ee.lbl.gov; Wed, 10 Feb 2010 19:51:47 +0100
To: vern@ee.lbl.gov
Subject: RE: Russian spear phishing attack against .mil and .gov em
From: jeffreyc@cia.gov
Message-Id: <E1INfHf9-0002n7-Md@uw@3.uniweb.no>
Date: Wed, 10 Feb 2010 19:51:47 +0100
X-Virus-Scanned: clamav-milter 0.95.3 at ee.lbl.gov
X-Virus-Status: Clean
Content-Length: 1116



However, headers for subsequent hops are prepended.

So we can start at the top of the headers, which came
from our trusted mailer, and decide how much
trustworthy information we can find ...

Received: from w63697 by uw@3.uniweb.no with local (Exim 4.66)
(envelope-from <w63697@uw03.uniweb.no>)
id 1NfHf9-0002n7-Md
for vern@ee.lbl.gov; Wed, 10 Feb 2010 19:51:47 +0100
To: vern@ee.lbl.gov
Subject: RE: Russian spear phishing attack against .mil and .gov em
From: jeffreyc@cia.gov
Message-Id: <E1INfHf9-0002n7-Md@uw@3.uniweb.no>
Date: Wed, 10 Feb 2010 19:51:47 +0100
X-Virus-Scanned: clamav-milter 0.95.3 at ee.lbl.gov
X-Virus-Status: Clean
Content-Length: 1116



Delivery-Date: Wed Feb 10 10:51:55 2010
Received: from mailhost.icsi.berkeley.edu [192.150.186.11]
by vpmini.icir.org with IMAP (fetchmail-6.3.11)
for <vern@localhost> (single-drop); Wed, 10 Feb 2010 10:51:!

This header is my own system (vpmini.icir.org) stating
that it retrieved the message from
mailhost.icsi.berkeley.edu.

| trust vpmini.icir.org, and therefore | believe the previous
hop really was mailhost.icsi.berkeley.edu.




Delivery-Date: Wed Feb 10 10:51:55 2010
Received: from mailhost.icsi.berkeley.edu [192.150.186.11]
by vpmini.icir.org with IMAP (fetchmail-6.3.11)
for <vern@localhost> (single-drop); Wed, 10 Feb 2010 10:51:!
Received: from ee.lbl.gov (ee.lbl.gov [131.243.2.201])
by fruitcake.ICSI.Berkeley.EDU (8.12.11.20060614/8.12.11) w:
for <vern@icsi.berkeley.edu>; Wed, 10 Feb 2010 10:51:50 -08¢

mailhost.icsi.berkeley.edu is integrated with
fruitcake.icsi.berkeley.edu (that’'s why the name is
different in this header).

| trust the ICSI mailer, so | will trust this Received
header too. It tells me that the prior hop was ee.lbl.gov
(which | also trust).




Delivery-Date: Wed Feb 10 10:51:55 2010
Received: from mailhost.icsi.berkeley.edu [192.150.186.11]
by vpmini.icir.org with IMAP (fetchmail-6.3.11)
for <vern@localhost> (single-drop); Wed, 10 Feb 2010 10:51:!
Received: from ee.lbl.gov (ee.lbl.gov [131.243.2.201])
by fruitcake.ICSI.Berkeley.EDU (8.12.11.20060614/8.12.11) w:
for <vern@icsi.berkeley.edu>; Wed, 10 Feb 2010 10:51:50 -08¢
Received: from uw@3.uniweb.no (uw@3.uniweb.no [91.207.158.135])
by ee.lbl.gov (8.14.4/8.14.4) with ESMTP id 0l1AIpm0f002895
for <vern@ee.lbl.gov>; Wed, 10 Feb 2010 10:51:48 -0800 (PST

ee.lbl.gov reports that the message came from
uw03.uniweb.no.

| trust that information, but | do not trust that host.
So any information from that point below is
untrustworthy.




Delivery-Date: Wed Feb 10 10:51:55 2010
Received: from mailhost.icsi.berkeley.edu [192.150.186.11]

by vpmini.icir.org with IMAP (fetchmail-6.3.11)

for <vern@localhost> (single-drop); Wed, 10 Feb 2010 10:51:!
Received: from ee.lbl.gov (ee.lbl.gov [131.243.2.201])

However, | have reliably learned that the message was @”;2

Rl sent by a machine in Norway ... probably not where the
CIA has a mail server! 2T.

Authentication- Results ee lbl gov; sender-id=softfail header.from=
Received: from w63697 by uw@3.uniweb.no with local (Exim 4.66)
(envelope-from <w63697@uw03.uniweb.no>)
id 1NfHf9-0002n7-Md
for vern@ee.lbl.gov; Wed, 10 Feb 2010 19:51:47 +0100
To: vern@ee.lbl.gov
Subject: RE: Russian spear phishing attack against .mil and .gov em
From: jeffreyc@cia.gov
Message-Id: <EINTfHf9-0002n7-Md@uw@3.uniweb.no>
Date: Wed, 10 Feb 2010 19:51:47 +0100
X-Virus-Scanned: clamav-milter 0.95.3 at ee.lbl.gov
X-Virus-Status: Clean
Content-Length: 1116




