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Announcements

• Matthias back on May 5
– Send him email for office hour appointments

• Reminder: Final exam in F295 Haas
– (not Haas Pavilion!)
– IEEE will provide breakfast munchies

• Course Summary/Review lecture on Thurs
– TLS, certs, crypto requested by several
– Possible other topics: DNSSEC, XSS/CSRF
– … ?



Termed
Bullet-proof hosting





Fighting Bots / Botnets, con’t
• Approach #2: seize the domain name used for C&C

– This is what’s currently often used, often to good effect …
• … Botmaster counter-measure?

– Each day (say), bots generate a large list of possible domain names
using a Domain Generation Algorithm

• Large = 50K, in some cases
– Bots then try a random subset looking for a C&C server

• Server signs its replies, so bot can’t be duped
• Attacker just needs to hang on to a small portion of names to retain

control over botnet

• This is becoming state-of-the-art … (not yet widely used)
• Counter-counter measure?

– Behavioral signature: look for hosts that make a lot of failed DNS
lookups (research)



The Problem of Botnets
• Constitute the Great Modern Threat of Internet

security: Generic Platform For Badness
• Why botnets rather than worms?

– Greater control
– Less emergent
– Quieter
– Optimal flexibility

• Why the shift towards valuing these instead of
seismic worm infection events?
     $$ Profit $$

• How can attackers monetize botnets?



Monetizing Botnets

• General malware monetization approaches:
– Keylogging: steal financial/email/social network

accounts
– Ransomware
– Transaction generators

• Malware watches user’s surfing …
• … waits for them to log into banking site (say) …
• … and then injects additional banking transactions like

“send $50,000 to Nigeria” …
• … and alters web server replies to mask the change in

the user’s balance



Monetizing Botnets, con’t

• Monetization that leverages scale
– DDoS (extortion)
– Spam
– Click fraud
– Scam infrastructure

• Hosting web pages (e.g., phishing)
• Redirection to evade blacklisting/takedown (DNS)

• Which of these cause serious pain for infected user?
– None.  Users have little incentive to prevent (⇒ externality)

















Marketplace Ads for Services



Marketplace Ads for Goods



Marketplace Ads for Goods, con’t



The Underground Economy
• Why is its emergence significant?

• Markets enable efficiencies
– Specialization: individuals rewarded for doing a single thing

particularly well
• Lowers barrier-to-entry

– Only need a single skill
– Some underground market activities are legal

• Competition spurs innovation
– Accelerates arms race
– Defenders must assume a more pessimistic threat model

• Facilitates non-$ Internet attacks (political, nation-state)
– Provides actors with cheap attack components
– Provides stealthy actors with plausible cover



The Underground Economy, con’t
• What problems do underground markets face?

• Markets only provide major efficiencies if they
facilitate deals between strangers
– Susceptible to infiltration

• Depending on marketplace architecture, can
present a target / single point of failure

•  By definition, deals are between crooks
– Major issue of betrayal by “rippers”



Pay-Per-Install (PPI)
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Spamalytics 24





Infiltration
opportunity



The majority
of the world’s
top malware
appeared in

PPI downloads



PPI distribution of malware during August 2010



Spam & Spam Profit



Modern Spam Operations

• To make the issues concrete, let’s take a tour of a
modern “spambot”
= Botnet primarily used for sending spam

• Goal is to get a sense of:
– Botnet construction
– Email spam-sending process
– Arms-race issues

• Note: not comprehensive
– E.g., there’s also blog spam, social network spam, etc.



Welcome to Storm!

Would you like to be one of our newest bots?
Just read your postcard!
    (Or even easier: just wait 5 seconds!)



The Storm Botnet

Overnet (UDP) Reachability check



In
fe

ct
ed

 m
ac

hi
ne

s
H

os
te

d 
in

fra
st

ru
ct

ur
e

TCP

HTTP

HTTP
proxies

Workers

Proxy
bots

Botmaster

Operated using
“bulletproof hosting”

The Storm Botnet



Spam “Campaign” Mechanics
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Campaign Mechanics: Harvest
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Campaign Mechanics: Spamming
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Synthetic diversity aims
to thwart content-based
anti-spam filtering
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Welcome to Storm!  What can we sell you?



Diagram by Stuart Brown
modernlifeisrubbish.co.uk

Anatomy of a modern PharmaAnatomy of a modern Pharma
spam campaignspam campaign



Life As A Spammer …
• From a research study where we infiltrated Storm

and measured its use for spamming:
– Modern spam campaigns can send 10s of billions of

spams using mailing lists of 100s of millions of addresses
– 3/4 to 5/6 of all spam delivery attempts fail before the

message is even sent to the receiver’s server …
• … due to heavy & effective use of black-listing

– It takes around 20,000 “postcard” spams to get one
person to visit the postcard site

• 1 in 10 of the visitors will click to download the postcard

– It takes around 12,000,000 Viagra spams to get one
person to visit the site and make a purchase (~$100)

– Even given those low rates, huge volume ⇒ profitable


