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Today’s Lecture

* Finish discussion of DNSSEC

—Ensuring that DNS results indeed match
those from the corresponding authority

A look at

—Mechanisms & practices that subvert it
— Technical measures to obtain it



Securing DNS Lookups

How can we ensure that when clients look up
names with DNS, they can trust the answers they
receive?

ldea #1: do DNS lookups over TLS

— (assuming either we run DNS over TCP, or we use
“‘Datagram TLS")

— |ssues?

« Performance: DNS is very lightweight. TLS is not.

« Caching: crucial for DNS scaling. But then how do we keep
authentication assurances?

ldea #2: make DNS results like certs

— l.e., a verifiable signature that guarantees who
generated a piece of data; signing happens off-line



Operation of DNSSEC

« DNSSEC = standardized DNS security
extensions currently being deployed

1. Suppose we look up (simplified)
— We get an answer from nameserver (NS)
— Plus: signature for answer (in Additional section)
purportedly signed by NS
2. Look up public key for NS

— That answer is signed by NS

3. Look up public key for NS
— That answer is signed by (“.") NS

4. Root NS’s public key is wired into our resolver
* All of these keys are



Ordinary DNS:

mail.google.com?

>

Ll < mail.google.com A 1.2.3.4 M9 -/00E C-C0i

DNSSEC:

mail.google.com? >

Ll < mail.google.com A 1.2.3.4 M9 1-G0RENE L0

SIG 0x1F92..9
google.com? >
Ll < google.com KEY 0x828C..E SRR

SIG 0x90A4..5



DNS:

mail.google.com?

>

Ll < mail.google.com A 1.2.3.4 M9 -/00E C-C0i

DNSSEC:

mail.google.com? >

Ll < mail.google.com A 1.2.3.4 M9 -/00E C-C0i

SIG 0x1F92..9
google.com? >
L «__google.comi KEY 0x828C..E SO S

SIG 0x90A4..5



DNS:

mail.google.com?

>

Ll < mail.google.com A 1.2.3.4 M9 -/00E C-C0i

DNSSEC:

mail.google.com? >

Ll < mail.google.com A 1.2.3.4 M9 -/00E C-C0i

SIG 0x1F92..9
google.com? >
Ll < google.com KEY 0x828C..E SIS [

SIG 0x90A4..5



DNS:

mail.google.com?

=
Ll < mail.google.com A 1.2.3.4 9 1-G0REE L0
DNSSEC:
mail.google.com? >
com A 1234  Nsl.google.com
SIG 0x1F92..9
google.com? >
L «__google.com KEY 0x828C..E SO S

SIG 0x90A4..5



DNS:

mail.google.com?

>
Ll < mail.google.com A 1.2.3.4 9 1-G0REE L0
DNSSEC:
mail.google.com? >
Client < mail.google.com A 1234 ns1.google.com
SIG 0x
google.com?
ez < google.com KEY 0Ox¢

SIG 0x90A4..5



DNS:

mail.google.com? >

Client ned agogle.com
<4 Upon completing all of these signature
validations, we have strong confidence in
the chain of signatures, and thus in the
correctness of the mail.google.com result

DNSSEC:
mail.google.com? >
Ll < mail.google.com A 1.2.3.4 M9 U-GOREE L0
SIG 0x1F92..9
google.com? >
Ll google.com KEY 0x828C..E SIS [

<
SIG 0x90A4..5



Issues With DNSSEC ?

* |ssue #1: Replies are Big
— E.g., “dig +dnssec berkeley.edu” can return 2100+ B
— DoS amplification
— Increased latency on low-capacity links
— Headaches w/ older libraries that assume replies < 512B

* |Issue #2: Partial deployment
— Suppose not signing, though IS
— Major practical concern. What do we do?
— Can wire additional key into resolver (doesn'’t scale)

— Or: outsource to trusted third party (“lookaside”)
« Wire their key into resolver, they signh numerous early adopters



Issues With DNSSEC, con’t

 |Issue #3: Partial deployment
— What do you do with unsigned/unvalidated results?
— If you trust them, weakens incentive to upgrade
— If you don't trust them, a whole lot of things break

* |Issue #4: Negative results (“no such name”)

— What statement does the nameserver sign?

— If “gabluph.google. com” doesn't exist, then have to do
dynamic key-signing (expensive) for any bogus request
* DoS vulnerability

— Instead, sign (off-line) statements about order of names
* E.g., sign “gabby.google.com followed by gabrunk.google.com”
* Thus, can see that gabluph.google.com can'’t exist

— But: now attacker can enumerate all names that exist :-(



Issues With DNSSEC, con’t

 |Issue #5: Who do you really trust?

— For your laptop, say, who does all the “grunt work™ of
fetching keys & validating DNSSEC signatures?

« Convenient answer: your laptop’s local resolver
— ... Wwhich you acquire via DHCP in your local coffeeshop

— |l.e., exactly the most-feared potentially untrustworthy
part of the DNS resolution process!

 Alternatives?
= Your laptop needs to do all the validation work itself



Privacy



Defining Privacy

* Privacy = right to control who knows certain
aspects about you / your communications /
your activities

— Control over disclosure
— And ideally over subsequent use

 How much of an issue is this?
E.g., how much information about you do

web sites learn as you surf?



Privacy & Web Surfing

* The sites you visit learn:

— The URLs you're interested in
« Google/Bing also learns what you’re searching for

— Your |IP address
* Thus, your service provider & geo-location

« Can often link you to other activity including at other
sites

— Your browser’s capabilities, which OS you run,
which language you prefer

— Which URL you looked at that took you there

e Via “Referer” header



Privacy & Web Surfing, con’t

Oh and also cookies.

Cookies = state that server tells browser to
store locally

— Name/value pair, plus expiration date

Browser returns the state any time visiting
the same site

Where’s the harm in that?
And are these used much anyway?



W

Search: h )

The following cookies are stored on your computer:

Site Cookie Name

* atdmt.com m
* ausZ.mozilla.org

* bbc.co.uk 4
» doubleclick.net 4

Name: <no cookie selected>
Cantent: <no cookie selected>

Host: <no cookie selected> Let’'s remove all

Path: <no cookie selected> of our cookies

Send For: <no cookie selected>
Expires: <no cookie sele

(_Remnue Ennkiesj
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firefox private browsin

ra —

g - Google Search

| | I E_' o | 5 Y | L) ('l http: / /www.google.com/search?q=firefox +private+browsing&ie=utf-8&oe=utf-8& 1. v )

Most Visited = Getting 5tarted Latest Headlines &

-1 {-"l firefox private browsing - Google. .. n + [

TWeb Images Videos Maps News Shopping Gmail more

GOL'}SIQ firefox private browsing )<

We do a Google search
on “private browsing”

And we click on

Web [+ Show options...

Pmrate Brnwsmg mode, the Firefox window's title will show ...
support.mozilla.com/en-Us/kb/Private+browsing - Cached

Firefox Private Browsing Mode Help and FAQ | Firefox Facis

Jul 1, 2009 ... Want to increase your privacy on your PC? With the release of Firefox
favorite browser now has a Private Browsing mode.

www.firefoxfacts.com/.. /firefox-private-browsing-mode-help-and-fag/ - Cached - Sin

— | the top result
I arnd-aterprovide "Private Browsing," which allows you to ... When browsing in

Results 1 - 10 of about 413,000 for firefox private |

3.5, our

lilar

Firefox 3.5 Private Browsing Clumsy Compared to Competition ...

Jun 30, 2009 ... New browser can't handle private and non-private sessions simultaneously.

blogs.pcmag.com/.../06/firefox_35_private_browsing_cl.php - Cached - Similar

Toggle Private Browsing :: Add-ons for Firefox

Feb 1, 2010 ... Toggle Firefox's buili-in private browsing mode with a toolbar or status bar

button. You can also toggle Firefox to auto-start in private ...
https:/faddons.mozilla.org/addon/8517 - Cached

PrivateBrowsing - MozillaWiki
Jumn fo Fnferinag Private Browsinag: & orivate hrowsina session should he inifiated

with a



208 Private Browsing

';*1 :I "':ﬁl' ':E:' 'Z:_:Z' [:1:' { €8 [ http://support.mozilla.com/en-US/kb/Private+browsing

- - -
v ) (4 firefox

Most Visited = Getting Started Latest Headlines &

] O] Private Browsing o+

Products Add-ons Support Community

mozilla

Firefox Support / Knowledge Base / Private Browsing

Note that this mode is

not from web sites!

privacy from your family,

Private Browsing

History is used by the browser to enhance your experience on the
Internet. When the browser remembers a website you previously Act
visited or the username and password for your favorite web site,

Ta) 113

#  Edit this page

this information is considered your history. “r Translate this page

Show content customized for:

friend or family member shares your computer, yvou might prefer
for them not to be able to see what websites you've visited or what

Windows | Linux | Mac OS

5 yvou've downloaded. Firefox: 3.0 | 3.5/3.6

Firefox 3.5 and later provide "Private Browsing," which allows you
to browse the Internet without Firefox saving any data about which sites and pages yvou have visited.

Note: Private Browsing prevents information from being recorded on your computer. It does not make vou

anonymous on the Internet.

Firefox Supp!
Knowledge Base
Support Ferum

Ask a Question

Other Firefox Suppart
How to Contribute

Log In

5
e Search Fire

Froblems using Facebo

Firefox crashes when v
Youtube videos

Websites say cookles a

Firetox crashes when li
DATEes



fanon Cookies

Search: Q. Whoa - we gained
les!
The following cookies are stored on your computer: 1 1 COOkIeS'
Site Cookie Name
7 google.com
L] L]
google.com PREF
google.con . 55
v moniacom | VWhat on earth is Google
mozilla.col fracking in this one? s_vi
mozilla.cotw 5_5q
mozilla.com s _CC
T support.mozilla.com
support.mozilla.com __utmz
support.mozilla.com _utmc
support.mozilla.com __utmb
support.mozilla.com __utma
support.mozilla.com S5UMOv1
Name: NID X

@=qh|.p LX_HOGwBuXB8cDABPY7gp)hTQUf4NUo3r)iefNOInBWuUH7whb63D5Ng_eWW-xbdyc-co
Domain: .google.com

Path: /

Send For: Any type of connection It StiCkS around
“Fxpires: September 29, 2010 2:53:31 PM >« for 6 months

(REN[WE Cnnkie:] (Remnve All Ennkiesj




| 8O0 Cookies

Search: (Q

The following cookies are stored on your computer:

Site Cookie Name
7 google.com
google.com NID
google.com PREF
google.com 55

¥ mozilla.com

mozilla.com s Wi

mozilla.com 5_5q

mozilla.com Hmmm. Mozilla 5 CC

T support.mozilla.com

support.mozilla.com iS traCking us tOO. __utmz

support.mozilla.com And for 5 yearS! _utmc
support.mozilla.co __utmb
support.mozilla.com __utma
support.mozilla.com S5UMOv1

MName: s wvi
Content: [CS]vl|25D939808501146A-6000010720000541[CE]
Domain: .mozilla.com

Path: /
Send For: Any type of connection

CExpires: March 29, 2015 2:54:10 P

(Remnve Cookie | ( Remove All Ennkiesj




| 8O0 Cookies

Search: (Q

The following cookies are stored on your computer:

Site Cookie Name
¥ google.com
google.com NID
google.com PREF
google.com 55
¥ mozilla.com
moz a.com They’re even remembering
mozilla.com just how we visited them

¥ support.mozilla.com

ort.mozilla.com

support.mozilla.com _utmc
support.mozilla.com __utmb
support.mozilla.com __utma
support.mozilla.com S5UMOv1

Name: utmz ')

Content: 92405663.1269986049.1.1.utmccn=(organic)|utmcsr=google |utmctr=firefox+ p@

Domain: .support.mozilla.com
Path: /
Send For: Any type of connection
Expires: September 29, 2010 2:54:08 AM

(Remnve Ennkie:] (_REH‘I-{]\I'E All Ennkiesj




| 8O0 Cookies

Search: Q

The following cookies are stored on your computer:

Site Cookie Name

7 google.com il
google.com NID
google.com PREF
google.com 55

¥ mozilla.com
mozilla.com s Vi
mozilla.com .
- oilla com And something else

¥ support.mozilla.com (aS we'll see in a b|t)
support.mozilla.com . .
support.mozilla.com until the End Of Time
support.mozilla.com __utmb hL

ort.mozilla.com :

support.mozilla.com S5UMOv1 i

Name: utma
Content: 92405663.30107794.1269986049.1269986049.1269986049.1

Domain: .support.mozilla.com
Path: /
Send For: Any type of connection
Expirest January 17, 2038 4:00:00 P

(Remnve Ennkie:] (_REH‘I-{]\I'E All Ennkiesj




aNoO s

Search: 'Q

The following cookies are stored on your computer:

Site

T google.com
google.com
google.com
google.com

¥ mozilla.com
mozilla.com
mozilla.com
mozilla.com

Cookie Name

NID
PREF
55

5 Wi

5_5Q
5_CC

T support.mozilla.com
support.mozilla.com
support.mozilla.com
support.mozilla.com
support.mozilla.com
support.mozilla.com

Without doing anything
else, we've gained a
12th cookie ...

ausZ2.mozilla.org
ausZ2.mozilla.ore

ausza

1269986338.9168

Send For: Any type of connection
Expires: March 30, 2015 8:02:48 PM

riﬂemtwe Cnnkie;] (Hemnve All Cnnkiesj




The Mew York Times - Breaking Mews, World News & Multimedia

(5 g v) f’-']' firefox private browQ ) |

| - i i
\1,! (€ ) x ) (&) (& hup//www.nytimes.com/

Most Visited = Getting Started Latest Headlines 5

| & The New York Times - Breaking N... T+

HOME PAGE | TODAY'S PAFER | VIDEC | MOST POPULAR | TIMES TOPICS | MOST RECENT |

Get Home Delivery-Bay Area  Log In | Reqister Now

Switch to
Global Edition »

Dining & Wine
Fashion & Style
Home & Garden
Weddings/
Celebrations
TRAVEL

Blogs

BUSINESSFIRST® TO EUROPE * Fares 5749 each
e New Hork Times
hcntal Alrlines Tuesday, March 30, 2010 555 FMET cntal Alrlines
Search HLOE WE Try the Mew g v Get Home Delivery-Bay Area | Personalize Your Weather

Times Skimmer »

Insurers to
Comply With

=N0W PLAYING

OPINION »
All-Nighters: Counting
Insomnia’s ‘Blessings’

JoBs

REAL ESTATE
e New Rules for
aceassrens  Children
WORLD By ROBERT PEAR 3:33 PMET
US. Under pressure from the
POLITICS White House, health
N.Y./REGION insurance companies said o
BUSINESS Tuesday that they would co
TECHNOLOGY — children with pre-existing
SPORTS conditions.
SCIENCE, + Special Section: Health Care
HEALTH MORE OM HEALTH CARE
OPINION * The Last Piece in Place
ARTS 1:45 FMET
rE:':'ﬂDk;g * Obama Savs Law Took a
r"i“" - Moderate Approach
T"'Tg”_ _ 10:16 AM ET

elevision
Theater * Obama Highlights
STYLE Student Loan Provision

58 minutes ago

Russia Mourns
Attack Viectims and
Considers Response

By ELLEM BARRY 3 minutes ago

We now do just one more
operation, opening the home
page of www.nytimes.com |

With Wilder Shores
Sant’ Antioco is home to

unspoiled bheaches.

Arts Oasis in Charlotte

Wondering Who's a Vagrant in Key West In North

+ Brooks: The Bullock Trade
B Comments (319)

» Herbert: Magic Potion

* Cohen: Mideast Moves

* Editorial: President Obama
in Kabul

* Kristof Blog: In Kigali, a
Fwandan Seder

i’ AMERITRADE

NO SURPRISE FEES

< ROLL OVER

MARKETS »  Atcose comnzn

By DAMIEN CA)

VE 11:35 AM ET

Stimulus money is paying for quality-of-life policing, but not
evervone agrees on who is an offender. Jay Barber, above, has
been homeless on and off for 10 years.

« I3 Slide Show: Homeless in Paradise

Technology Coalition Seeks Stronger Privacy Laws

By MIGUEL HELFT 4:19 PM ET

Microsoft, Google and other companies are pushing to protect
private information from government access.

Minor Drug Cases, Major Trouble for Immigrants

Dow MNasdag

" . 5.&P. 500
Carolina, new
Ao new 1,173.27 10,907.42 2,410.69
TOLLSEnE +0.05 +11.58 +6.33
create a +0.00% +0.11% +0.26%
cultural oasis. GET QUOTES My Portfolios »
- I3 Slide Show Stock, ETFs, Funds || Ge
U Py
@ ‘ "
Windows 7
Professional



Search: Q

The following cookies are stored on your computer:

Site

 google.com

b mozilla.com

b support.mozilla.com

Cookie Name

F ausZ-mezita-erg
nytimes.com

nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com
nytimes.com

¥ doubleclick.net
doubleclick.net
doubleclick.net

¥ questionmarket.com
questionmarket.com
questionmarket.com

T apmebf.com
apmebf.com

¥ mediaplex.com
mediaplex.com
mediaplex.com

T markets.on.nytimes.com
markets.on.nytimes.com

¥ scorecardresearch.com
scorecardresearch.com

T wt.o.nytimes.com
wt.o.nytimes.com

RMID
adxcs

up

ups
zZFM
zFD
WT_FPC

test_cookie

svid
mojo3

197 7%5F0
uiD

ACOOKI

What a lot of
yummy cookies!

Name: id

Content: ¢2e5163250000d2||t=1269986680|et=730|cs=xvf8-
Domain: .doubleclick.net

Path: |/
Send For: Any type of connection
Expires: March 29, 2012 3:04:40 PM

(Remmre Cnnkie) (Remnve All Cnnkies)

doubleclick.net -
who's that?

And how did it get
there from visiting
www.nytimes.com?

//’,




Third-Party Cookies

 How can a web site enable a third party to plant
cookies in your browser & later retrieve them?

— Answer: using a “web bug”

— Include on the site’s page (for example):
e <img src="http://doubleclick.net/ad.gif" width=1
height=1>

* Why would a site do that?

— Site has a business relationship w/ DoubleClick

— Now DoubleClick sees all of your activity that involves
their web sites (each of them includes the web bug)

« Because your browser dutifully sends them their cookies for
any web page that has that web bug

« |dentifier in cookie ties together activity as = YOU



| 8O0 Cookies

Search: (Q

The following cookies are stored on your computer:

Site

7 google.com
google.com
google.com
google.com

¥ mozilla.com
mozilla.com
mozilla.com
mozilla.com

T support.mozilla.com
support.mozilla.com
support.mozilla.com
support.mozilla.com

ort.mozilla.com

support.mozilla.com

™. | HIL |

Cookie Name

NID
PREF
55

Name: utma

Content: 92405663.30107794.1269986049.1269986049.1269986049.

Domain: .support.mozilla.com
Path: /
Send For: An

Expires: January 17, 2038 4:00:00 PM ><—
(Remnve Ennkie:] (Remnve All Ennkiesj

Remember this

till-the-End-of-Time

cookie?

A




Google Analytics

* Any web site can (anonymously) register with
Google to instrument their site for analytics

— Gather information about who visits, what they do
when they visit
 To do so, site adds a small Javascript snippet
that loads http://www.google-analytics.com/ga.js

— You can see sites that do this because they introduce
a'"__utma" cookie

« Code ships off to Google information associated
with your visit to the web site
— Shipped by fetching a GIF w/ values encoded in URL
— Web site can use it to analyze their ad “campaigns”
— Not a small amount of info ...



http /A www . google-analytics..com/__utm.gifutmey=4 .9  180tnn=40584934 3180t mhn=www . =
idereel .comfutme=8{user Type )9¢{Loggediut 311 {2 Eutmcs=UTF -3Eutnsr=1650x1A5ALLENEC=
24-bitEutmul=en-ustutmje=180tnf |=10.2 riE3Eutmdt=Watch Online | Americaon Idol Ep
izodes - American Idol ep 23 - via wideobb.com - SideReeltutmhid="7242394535808mr=H
sAtmp=Sdmerican_Idol /zeqzon-18/episode-25/ 1 inks /8841441 et mac=UA-147153587 - 350t mcc
=__utma=185868452 . 2B00ER230 . 1257459230 . 1291654285 . 1291691625 .95 +__utmz=10585843
2.1287459238 .1 .1 .utncsr={direct i |utmoccn={direct ) lutmcmd={none ) ;Butmu=00AAE

hitp://pubads . g.doubleclick .net /gampad/adsYcorre lator=1291 905475849 out put=Jzan _
htmlecal lback=06A_goog lesetadContentsBy3 lotForSvnceinp l=sic | ient=ca-pub-"775564421
83034968 lothame=w [v_728x98_atfepage_slots=wlv_728x98_atfitcust_paramz=Lit le=Amer
ican®d2BIdo léstate= loggedoutinoautop lay=toook 1e=10=75911f f51976adBRA : T=1257459258 :
S=ALNI_ZMOH1Jgg70f _neADng LB0Ga4YbuCgiur L=http i/ Awww sidereel .comsamerican_Idol /=
eazon-18/episode-237 L inks/6b4144liref =http i /Awuw . sideree |l .comsdmerican_Idol /zeas
an-1A/epizode-23/searchelmt=12919004 7754t =1 291 Q8R4 7EH69E.cC=1 AR L w=030Eh 1h=""7 281
f 1=1tadk=156940882760_te=—42000_his=htu_java=truetu_h=1858c._w=168850_ah=1808%4_
aw=168080_cd=24E0_np lug=18&u_nmime=88&F [ash=18 .2 .153tgads=v2ga_vid=2R67ARZ5AL .1
2a74R9238R0a_21d=1291691698800_h1d="72439435800_fc=true

hitp:/ googleads.g.doubleclick .net /pagead/adview?ai=6209cRoCITTuHCtDaqOGpk 2xqt_m
q7 [gCmdxbZCWEY Ly xQuwAlARQE IMe9r BodAGD] LGy OgGh IBEH 3dyEzalWR Lemt LbCE jb22eA0k 3 h
40TET Y xP LAQnaAlhodHREWO 1 8vd3d3LnNp LG w2 =l mNybS9BbWwalWNhb | 92692 3N LY xNvb i8xMC9
leG lzbeR LT IzLZxphmt zL Y INDEBMNDGY AodkuA Ivwh IBvALhmE4b4A TASGIKNDI4NTUEM JMHAOJADY A,
¥ aoWwCgAMBOAD jCegiml] joA-YCMAAABE4ADBES 1 gh=1x ALUEWNST Ouw



Values Reported via
Google Analytics

Affiliation
Billing City
Billing Country
Billing Region

Browser Lang.
Complete URL
Cookie Values
Current Page
Event Tracking
Flash Version
Grand Total

Host Name
Java-enabled
Language Encoding
Order ID

Page Title

Product Code
Product Name
Profile Number
Repeat Campaign Visit
Quantity

Screen Color Depth

Screen Resolution
Shipping Cost

Special Event

Start Campaign Sess.
Tax

Tracking Code Version
Unique GIF ID

Unit Price

User Defined Var
Variations on an ltem



Still More Tracking Techniques ...

* Any scenario where browsers execute
programs that manage persistent state
can support tracking by cookies

—Such as ....



Al http:/ fwww.macromedia.com/support/documentation/en/flashplayer/help/settings_manager06.html

Flash Player Help

Website Privacy Settings panel

TAELE OF CONTENTS Adobe Flash Player™ Settings Manag Sure’ thIS IS Where you d
L AR think to look to analyze

e s e WHatt Flash cookies are

— Global Storage Settings Panel seftings for access to your camera and [/ or mich Stored On your maChlne

Flash Player Help

= Global Security Settings Panel O &3 Alway's ask
= Global Motifications Settings Fanel ?Eﬁmaﬁ o
— \Website Privacy Settings Panel ;;;Ttr:-:“aﬁ'ﬁ deny | Delete website || Delets all sites |
= Wehsite Storage Settings Panel wacy Websites Used Lirmit
i i www thecnion.com 3 KB 100 KB ;\
Display Settings d.s_crind.c:-um 2 KB 1W0KE [ >
Local Storage Settings ~a :;IET“I:WD:"{:M‘ ! P_{B :$ :g 7/
Microphone Settings
Camera Settings Note: The Settings Manager that Ysy see above is not an image; it is the actual
Privacy Settings Settings Manager. Click the tabs to ses different panels, and click the options
Local Storage Pop-Up Cluestion in the panels to change your Adobe Flash\Rlayer settings.

Privacy Pop-Up Cuestion

Security Pop-Up Question The list of websites above is stored on your col | My b rowser had
About Updating Adobe Flash Player FlaSh COOkieS
Some Flash cookies “respawn’ from 67 SiteS'
regular browser cookies that Use this panel to specify privacy settings for any of the

you previously deleted! requested permission to use your camera or microphene or to store information
on your computer.

ta this list, or to any of the information that the website
your computer.




Still More Tracking Techniques ...

* Any scenario where browsers execute
programs that manage persistent state
can support tracking by cookies

—Such as .... Flash ?

» Surely though something as
Innocuous as cut-and-paste is safe
though, right?

(demo)



tynts publisher tools

Leverage the benefit of copy/paste

San Francisco Ba}r Area; SFGate

e Tparts B kst e lasd L [P O cluiman, yEiall joln Realfeldde Can

5 | Rt | Wew | Top 106 SnEserach | Top 1N Winae | Bargeen BSou | Resarvebon | imsde Booop 5P

TOP 100 WINES 2009

Introduction Make link-backs to your content
- oo effortless for readers and gain new

* Spakling : insight into user engagement with

Tynt Publisher Tools.

et @ was also o year when modesty bocams
winemakers

There are more wizes tuis year st
oy o Jess, i perbee thant's nod easy to hit when paSte
e v hociking Bor the Wit Coal's by wifses.

Challenges came from unepeciod oormen

Tryusg no Ased wrarld class Sswvignon D for DE|Ete
bena tham 20, for nstense. Even sbove 30,

w8 difSosls taak

= Chardonnay’s denncy oo continues. The final

FREE! Get Started »

Keep Your Users Improve Search Rank Measure Social Impact tynte labbs / api

tynt keywords tynt se0 (formerly insight) tynt social
Find out what outbound Generate more search Understand what social See how Tynt is showcasing
channels are most effective. the most engaging content

keywords are causing your
users to leave.

engines visible links back to
your content.

on the web. ..more —>



| Can Stalk U

Raising awareness about inadvertent information sharing

Why

How About Us Contact Us

Who have we stalked recently?

ICanStalkl) was able to stalk
. S5t New York NY
1 minute ago - -

at 51 Great Jones

ICanStalkU was able to stalk at
http://maps.google. cnr‘n!?‘q 5? 1344444444 12.7141666667

2 minutes ago -

ICanStalkl was able to stalk at
http://maps.google. cnr‘nf?‘q— 15 ?38[]555555 -47.8986111111

2 minutes ago -

ICan5talkl was able to stalk
. Taylorville IL
1 minute ago - .

at 920 Hawley 5t

ICan5StalkU was able to stalk at
http://maps.google. cumf?‘q 13 ?33[][1558?9 100.518500685

4 minutes ago -

ICanStalkU was able to stalk at
http://maps.google. cnmf?‘q 3? ?85155665? 122.404166667

4 minutes ago -

Links

Did you know that a lot
of smart phones encode
the location of where
pictures are taken?
Anyone who has a copy

can access this
information.
Disabling Geo-Tagging

on your phone is easy.



Login Join Twitter!

My baby girl.... http://t.co/5qLfLV6

2 minutes ago via Twitter for Android

BritBangert

Brittany Bangert

& 2011 Twitter About Us Contact Blog 5Status Resources APl Business Help Jobs Terms Privacy



= Sign in with Twitter

& »
bW'bP'c Click here to login or create an account »

@BritBangert
April 5, 2011

Do you own a business?
Be found on Google for free

Claim your free listing today »

Google places

Share this photo

u Put this photo on your website

Views 11

Login to leave a comment

Events

Tags



Web Images Videcs Maps MNews Shopping Gmail more - Signin £

GO { nge maps  39.5591,-89.3022 Search Maps

Get Directions My Maps & Print | -] Send == Link
R WWiestem Ave = Western Ave =
920 Hawley St - B @ i, z
" \ o
Taylerville, IL 62568 | €™y % % g g
p 2 | v o g 3 w Satellite
£ 3 g
' 1 & Taylorville = i 'E_ ®
0 hﬁ School Compiter |5 % F Traffic
W Mectar Ln Technigues =
& 4 2 o =
Im] 25 \West q.?% Wisiomway ~ £ Helghts Ci
L Christian Schoal
+ ‘9)'?
Fast L} by
Directions Search nearby morey
Langleyv le Rd Langley Rd 7 ;
Bard-Hepburm
| 9’}% I Real Estate
1 W State St o A
= %& i 11 Pizza Hut
1 4,
= o [ rage
E 3 3 e W Bidwell 51 Kroger-¥
2 3 ., 2
} 4 a"g}, q}fa &
— | W Pauiine st Pauline &t ¢ ,@@E A %%,
z o 5. w
[ £ & = =
2 AT aylorville Jr
o High School
0 z
L O‘u %&) .‘05‘ Maum o &
Park Ave z e, %% Maumices
= T & Lk T Wendy's Tf
¥] _';-E ?
E 2 o Eater St
= g
& E'-f.rr o
i@ 011 By =
Wilson 51 F
Taylo
lem

I I 300 1ﬂl=l--|'- (O = - ey T



Privacy - What’s the Big Deal?

Cookies etc. form the core of how Internet
advertising works today
— Without them, arguably you'd have to pay for content

up front a lot more
* (and payment would mean you’d lose anonymity anyway)

— A “better ad experience” is not necessarily bad
» Ads that reflect your interests; not seeing repeated ads

But: ease of gathering so much data so easily =
concern of losing control how it's used

— Mission creep ...

« Consider how ordering a pizza in the near future might work
(http://www.aclu.org/ordering-pizza)

— Content shared with friends doesn’t just stay with
friends ...



careerbulldercm . _
More Employers Screening Candidates

via Social Networking Sites

Five tlips for creating a positive online image
Rosemary Haefner, Vice President of Human Resources at CareerBuilder

When you interview, they
Know What You’'ve Posted

Gone are the days when all job seekers had to worry about were their résumés and
cover letters. Today, those documents remain a staple of the job-search process, but
they are joined by a growing phenomenon: social networking.

Forty-five percent of employers reported in a June 2009 CareerBuilder survey that
they use social netwnrkmg sites to screen patentla] employees; compared to only 22
percent oi € ors ercent-of employers plan to start using social

etwnrkmg sites fnr the screening process. More than 2,600 hiring managers
participated in the survey.




Why employers disregard candidates after screening online

Thirty-five percent of employers reported they have found content on social
networking sites that caused them not to hire the candidate, including:

e Candidate posted provocative or inappropriate photographs or information --
53 percent

e Candidate posted content about them drinking or using drugs -- 44 percent

e (Candidate bad-mouthed their previous employer, co-workers or clients -- 35
percent

e Candidate showed poor communication skills -- 29 percent
¢ (Candidate made discriminatory comments -- 26 percent
e (Candidate lied about qualifications -- 24 percent

e (Candidate shared confidential information from previous employer -- 20
percent



How To Gain Better Privacy?

 Force of law

— Example #1: web site privacy policies
« US sites that violate them commit false advertising

 But: policy might be “Yep, we sell everything about
you, Ha Hal"



THE NEW YORRER ’s Privacy

POIlcy (when you buy their archives)

/. Collection of Viewing Information. You
acknowledge that you are aware of and consent
to the collection of your viewing information
during your use of the Software and/or Content.
Viewing information may include, without
limitation, the time spent viewing specific pages,
the order in which pages are viewed, the time of
day pages are accessed, IP address and user ID.
This viewing information may be linked to
personally identifiable information, such as name
or address and shared with third parties.



How To Gain Better Privacy?

 Force of law

— Example #2: SB 1386

* Requires an agency, person or business that conducts
business in California and owns or licenses
computerized 'personal information' to disclose any
breach of security (to any resident whose unencrypted
data is believed to have been disclosed)

* Quite effective at getting sites to pay attention to
securing personal information



cnet news

Home & Mews ¥ Security

Security

May 8, 2009 1:53 PM FDT

UC Berkeley computers hacked, 160,000 at risk

Michelle Meyers A A = Print [®€| E-mail Share @ 20 comments

This post was updated at 2:76 p.m. PDT with comment from an outside database secunty software vendor.

Hackers broke into the University of California at Berkeley's health services center computer and potentially stole
the personal information of more than 160,000 students, alumni, and others, the university announced Friday.

At particular risk of identity theft are some 97,000 individuals whose Social Security numbers were accessed in the
breach, but it's still unclear whether hackers were able to match up those 35Ns with individual names, Shelton
Waaqagener, UCE's chieftechnology officer, said in a press conference Friday afternoon.



