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First off 

•  Can I have a volunteer, please? 



Featuring: 
 
 
 
 
 
 
 

THE CS161 EPIC HACK 
CONTEST 



Epic Hack: Internet worm 

•  The first Internet worm 
•  A grad student experimented (in the lab) with 

self-spreading malware 
•  It got out. 
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Epic Hack: Internet worm 

•  The first Internet worm 
•  A grad student experimented (in the lab) with 

self-spreading malware 
•  It got out. 
•  And took down the Internet. 

•  There is a lesson here. 



Epic Hack: Prisoner’s Dilemma 

•  You and a conspirator are arrested.  Do you 
stay silent (“cooperate”), or rat out your 
conspirator (“defect”): 

•  Competition: Submit a program to play 
prisoner’s dilemma.  Submit multiple entries, if 
you like.  Tournament held to play off entries 
against each other. 

B: Cooperate B: Defect 
A: Cooperate -1, -1 -3, 0 
A: Defect  0, -3 -2, -2 

What would your 
strategy be?	




Epic Hack: Sarah Palin 

•  Guy wants to mess with 
Sarah Palin’s campaign 

•  Tries logging into her Yahoo Mail 
account, sees her security questions… 
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Epic Hack: Sarah Palin 

•  Sentenced to 1 year 
in federal prison 



Epic Hack: Sarah Palin 

•  Aftermath: in 2012, someone hacks Mitt 
Romney’s email account 



Epic Hack: Sarah Palin 

•  Aftermath: in 2012, someone hacks Mitt 
Romney’s email account 

•  … by guessing the name of his pet dog 



Epic Hack: Google 



Epic Hack: 
Target 



Let’s step back… 

•  Why am I showing you this? 



LOGISTICS 



Course Size 

•  The course has a capacity (= TAs) of 384 
students … 

•  … with many more on the waiting list 
–  (preference to graduating CS/EECS majors) 

•  We do not have sufficient resources available to 
expand further 
–  If you’re enrolled & decide not to take it, please drop 

ASAP 
–  FYI, CS 161 scheduled for teaching in Fall 2014 



Course Structure 
•  Absorb material presented in lectures and 

section 
•  3 course projects (24% total) 

– Done individually or in small groups 
•  ~4 homeworks (16% total) 

– Done individually 
•  Two midterms (30%) 

– Mon Feb 24 and Fri Apr 4, in class 
•  A comprehensive final exam (30%) 

– Wed May 14, 7-10pm  



What’s Required? 
•  Prerequisites: 

–  CS 61B, 61C (= Java + C), 70 
–  Familiarity with Unix 

•  Class accounts - pick up at end of lecture today 
•  Participate in Piazza 

–  Send course-related questions/comments there, or 
ask in Prof/TA office hours 

–  No email please: it doesn’t scale 



What’s Not Required? 
•  Optional But Recommended: Introduction to 

Computer Security, Goodrich & Tamassia 
•  Optional: The Craft of System Security, Smith & 

Marchesini  



Class Policies 

•  Late homework: no credit 
•  Late project: -10% if < 24 hrs, -20% < 48 hrs, 

-40% < 72 hrs, no credit >= 72 hrs 
•  Never share solutions, code, etc., or let any other 

student see them.  Work on your own (unless 
assignment states otherwise). 

•  If lecture materials available prior to lecture, don’t 
use to answer questions during class 

 



Ethics & Legality 

• We will be discussing (and launching!) attacks - 
many quite nasty - and powerful eavesdropping 
technology 

• None of this is in any way an invitation to 
undertake these in any fashion other than with 
informed consent of all involved parties 
– The existence of a security hole is no excuse 

• These concerns regard not only ethics but UCB 
policy and California/United States law 

•  If in some context there’s any question in your 
mind, talk with instructors first 



Some Broad Perspectives 

•  High-level goal is risk management, not 
bulletproof protection. 
–  Much of the effort concerns raising the bar and 

trading off resources 
•  How to prudently spend your time & money? 

•  Key notion of threat model: what you are 
defending against 
–  This can differ from what you’d expect 
–  Consider the Department of Energy … 











Modern Threats 
•  An energetic arms race between 

attackers and defenders fuels rapid 
innovation in “malcode” … 

•  … including powerful automated 
tools … 

•  … and defenders likewise devise 
novel tactics … 
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Botnet Population: 2009 - 2010 
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Modern Threats, con’t 
•  Most cyber attacks aim for profit and are 

facilitated by a well-developed 
“underground economy … 

•  … but recent times have seen the rise of 
nation-state issues, including: 
– Censorship / network control 
– Espionage 
– … and war 
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Questions? 



Coming Up … 
•  Friday’s lecture: Buffer overflows, 

memory safety, and more 
•  Join Piazza 
•  HW0 due next Wednesday: 

– Get your class account set up 
– Use it to submit your solution to HW0 






