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What is the Web?

A platform for deploying applications and sharing information,
portably and securely

client browser web server
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HTTP

(Hypertext Transfer Protocol)
A common data communication protocol on the web

\\
CLIENT BROWSER @ WEB SERVER

HTTP REQUEST:
GET /account.html HTTP/1.1

Host: www.safebank.com

Accounts
Bill Pay
Mail
Transfers

HTTP RESPONSE:
HTTP/1.0 200 OK
<HTML> . . . </HTML>




URLS

Global identifiers of network-retrievable resources

Example:
http:/fsafebank.con}:81/accoun{?id=1(#statement
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HTTP

CLIENT BROWSER WEB SERVER

,,,,?, (?70 [ safebank.com o i I:,i(ﬂ
L C' [ safebank.com/account.html &3 =,
HTTP REQUEST:
DAL LBANE Alice GET /account.html HTTP/1.1
Smith Host: www.safebank.com
Accounts
Bill Pay
Mail
Transfers

HTTP RESPONSE:
HTTP/1.0 200 OK
<HTML> . . . </HTML>




HT TP Request

GET no Method Path HTTP version Headers
_ | | Y e
side effect GET /index.html HTTP/1.1

Accept: image/gif, 1image/x-bitmap,
POST image/jpeg, */*

. Accept-Language: en

pOSS|b|e Connection: Keep-Alive
. User-Agent: Chrome/21.0.1180.75 (Macintosh;
side effect Intel Mac 0S X 10_7_4)

Host: www.safebank.com

Referer: http://www.google.com?q=dingbats

Blank line

~

Data — none for GET



HTTP
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CLIENT BROWSER ,

WEB SERVER

77?7227 [ safebank.com - 77777751!
L C' [ safebank.com/account.html &3 =,
HTTP REQUEST:
ol kBANK Alice GET /account.html HTTP/1.1
Smith Host: www.safebank.com
Accounts
Bill Pay
Mail
Transfers

HTTP RESPONSE:
HTTP/1.0 200 OK
<HTML> . . . </HTML>




HT TP Response

HTTP version Status code Reason phrase
\ ‘// Headers
HTTP/1.0 200 OK /

Date: Sun, 12 Aug 2012 02:20:42 GMT

Server: Microsoft-Internet-Information-
Server/5.0

Connection: keep-alive

Content-Type: text/html Data
Last-Modified: Thu, 9 Aug 2012 17:39:05 GM
Set-Cookie:
Content-Length:

2543

<HTML> This 1is web content formatted using

html </HTML>




Web page

HTML

web page

CSS

Javascript



HTML

A language to create structured documents
One can embed images, objects, or create interactive forms

index.html
<html>

<div>
foo

<a href="http://google.com">Go to Google'!'</a>
</div>

<input type="text” />
<input type="radio” />
<input type="checkbox” />

</body>
</html>




CSS

Style sheet language used for describing the presentation of a
document

index.css

p.serif {
font-family: "Times New Roman", Times, serif;

}

p.sansserif {
font-family: Arial, Helvetica, sans-serif;

}




Javascript

Programming language used to manipulate
web pages

Supported by all web browsers

JS

<script>
function myFunction () {

}
</script>

document.getElementById("demo") .innerHTML = ”“Text changed.";

Very powerful!



HTTP
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CLIENT BROWSER e WEB SERVER
,,,,?, (?70 [ safebank.com o i Iﬁ(_:
L C' [ safebank.com/account.html &3 =,
HTTP REQUEST:
DAL LBANE Alice GET /account.html HTTP/1.1
Smith Host: www.safebank.com
Accounts
Bill Pay
Mail
Transfers

HTTP RESPONSE:
HTTP/1.0 200 OK

<HTML> . . . </HTML>
webpage




Page rendering

HTML ﬂ

HTML Parser \

CSS )

CSS Parser
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DOM (Document Object Model)

a cross-platform model for representing and interacting with objects

in HTML

HTML
<htr

input type="text” />

<input type="radio” />

<input type="checkbox” />

</form>
</body>
</html>

DOM Tree

| -=> Document
| -> Element (<html>)

| -> Element (<div>

| -> text node

| -> Radio Button
| -> Check Box
| -> Button




Web & HTTP 101
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CLIENT BROWSER Q‘ WEB SERVER
6 mio ; [ safebank.com e rr— '2:
€« C' [ safebank.com/account.html &3 =,
HTTP REQUEST:
OAR BRDAN Alice GET /account.html HTTP/1.1
Smith Host: www.safebank.com

Accounts

Bill Pay

Mail

Transfers

HTTP RESPONSE:
HTTP/1.0 200 OK
<HTML> . . . </HTML>




Web security

0NE DOES NOT SIMPLY
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A historical perspective

* The web is an example of “bolt-on security”

 Originally, the web was invented to allow
physicists to share their research papers

— Only textual web pages + links to other pages;
no security model to speak of
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The web became complex
and adversarial quickly

Then we added embedded images

— Crucial decision: a page can embed images loaded
from another web server

Then, Javascript, dynamic HTML, AJAX, CSS,
frames, audio, video, ...

Today, a web site is a distributed application
Attackers have various motivations

Web security is a challenge!



Desirable security goals

 Integrity: malicious web sites should not be
able to tamper with integrity of my computer or
my information on other web sites

« Confidentiality: malicious web sites should not
be able to learn confidential information from
my computer or other web sites

* Privacy: malicious web sites should not be
able to spy on me or my activities online



Security on the web

* Risk #1: we don’t want a malicious site to be
able to trash my files/programs on my computer

— Browsing to awesomevids.com (or evil.com)
should not infect my computer with malware, read or
write files on my computer, etc.



Security on the web

* Risk #1: we don’t want a malicious site to be
able to trash my files/programs on my computer
— Browsing to awesomevids.com (or evil.com)
should not infect my computer with malware, read or
write files on my computer, etc.
« Defense: Javascript is sandboxed;
try to avoid security bugs in browser code;
privilege separation; automatic updates; etc.



Security on the web

 Risk #2: we don’t want a malicious site to be
able to spy on or tamper with my information or
Interactions with other websites

— Browsing to evil. com should not let evil.com spy

on my emails in Gmail or buy stuff with my Amazon
account



Security on the web

 Risk #2: we don’t want a malicious site to be
able to spy on or tamper with my information or
Interactions with other websites

— Browsing to evil. com should not let evil.com spy

on my emails in Gmail or buy stuff with my Amazon
account

« Defense: the same-origin policy

— A security policy grafted on after-the-fact, and
enforced by web browsers



Security on the web

 Risk #3: we want data stored on a web server
to be protected from unauthorized access



Security on the web

 Risk #3: we want data stored on a web server
to be protected from unauthorized access

« Defense: server-side security



Same-origin policy



ame-origin policy

 Each site in the browser is isolated from all others

browser:

o/enwikipediaorg

ot 9 Out shared ronlodge O sharedeasure Holouspotot .

| WIKIPEDIA
The e e

navcaion [—

(S|

> O F-

oes 2 Login create account -

o Conens - Catsgories - Fesired cantnt A-Zinder

Today's featured aricle Inthe news
« omance The Luey poems re - Ateast 0

" aa
search e e B e e R o ightcibin Perm, Russia

Second sdton o yrcal Ballsde in 1900, a colsboration + Hikopunyo Poharsa (actued) s 1o

(o] () [ oot Jected
L ands y

merczon ire

Seies Wordswoth sought 0 it unafected Engian e inused win « A suicido atack il 5 st 37 paopl and njr

e known’ et smong the ntodden vays. T avled

among unknawn men’. Three years shegrw i sun and shower,and A On this day.
lancuages. Stumbar did my sp sl (mors...
e Recenty festre: Ramai _ Goorg H.D. Gossip - Tawny Owl December & Constiution Day i Rmania (1351

the Immaculato C
- 1609 - i
opaned s rescing oom
becoring the sscond ubic ary n

option in Roman Cathlcism

e o - By omal - More featured sricos

s v Did you know.

abstact dese of beauty, nurs, v, ongng and et At they than 8 cnersdurng Fiday prayes at 2 mosaue
indsidually dolvith vty ofthemos, 35 @ suis thoy focus on 1 poats  Raualpind, Pakstan
and onhisincroasing impalionce wih his sistor Dorothy. who had iavaled of Equatorial Guinea, amid allegations of ol
with i abos - Asicide =
i young.The deaof her desth weighs healy on the post thioughout e Govemmen
seris, imbuing R with 3 melanchol,degac tone. Whlher Lucy vas based » Ruanda becomes the st county 1o be declaed |
s oo under s Ottawa Treaty.
2 among scholars. The “Lucy poams” onsis of"Sanga s of Wikinews - Recont doaths - ore curront

securit
barrier

Banking Credit Cards Loans Investments {35

"]

BankAmericard
Cash Rewards™ credit card

< 2%

[re——————] - ]

Family budgets Online Bill Pay Thanks to you
- e e

Ive Online Bonus

Learning

v

wikipedia.org

&

Stay in the know
-

mozilla.org



Same-origin policy

« Multiple pages from the same site are notisolated
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From Wikipedia, the free encyclopedia N
“Mozart” rerects hra. For other uses, soe Mozart (dsambiguaton)
‘Wolfgang Amadeus Mozart (Geman: [volfgan ama dess modtsa], Engish see n{'] 27 January 1756 — 5 December 1791), &
Woltgangus i 2 fic of the

Classical era. Bom in Salzburg, from hi iy compet Keyboard and
violin, he composed from the age of five and performed before European royalty.

A7, M g
Whie visiting Vienna in 1781, he hi

search of a better positon.
s the captal, where he achieved
fame but lte financial securiy. During his final years in Vienna, he composed many of his best known symphonies, concertos,
and operas, and porions of the Requiem, which was largely unfinished at the time of his death. The circumstances of his early
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Origin

« Granularity of protection for same origin policy
 Origin = protocol + hostname + port

http;/{coolsite.com:81/tools/info.html



Same-origin policy

One origin should not be able to access
the resources of another origin

Javascript on one page cannot read or
modify pages from different origins




« The origin of a page is derived from the URL it

Same-origin policy

was loaded from

WIKIPEDIA

The Free Encyclopedia
navigation
| = Main page
= Contents
= Featured content
= Current events

= Random article

search

| (o) (oo

interaction

| About Wikipedia
Community portal
Recent changes
Contact Wikipedia
Donate to Wikipedia
Help

W Wikipedia, the free en.

¢ http://enwikipedia.org/wiki/Main_Page

http://en.wikipedia.org

in page discussion view source
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> O~ £~

2 Log in / create account -~

Try Beta

http://upload.wikimedia.org

Wikipedia %) Forever Our shared Our shared . Help us protectit. [Show]
Welcome to Wikipedia, = Al
the free encyclopedia that anyone can edit. = Biography
3,118,032 articles in English = Geography
Overview - Editing - Questions - Help Contents -
Today's featured article In the news

The Lucy poems are a series of five poems composed by
the English Romantic poet William Wordsworth between
1798 and 1801. All but one were first published in the
second edition of Lyrical Ballads in 1800, a collaboration
between Wordsworth and Samuel Taylor Coleridge that
was both Wordsworth's first major publication and a
milestone in the early English Romantic movement. In the
series, Wordsworth sought to write unaffected English verse infused with
abstract ideals of beauty, nature, love, longing and death. Although they
individually deal with a variety of themes, as a series they focus on the poet's
longing for the pany of his friend Coleridge, who had stayed in England,
and on his increasing impatience with his sister Dorothy, who had travelled

|

= At least 113 people are killed and 160
others injured following a fire at a
nightclub in Perm, Russia.
Hifikepunye Pohamba (pictured) is re-
elected President of Namibia and the
SWAPO Party wins a majority of seats i
the National Assembly.

= A suicide attack kills at least 37 people and injures more
than 80 others during Friday prayers at a mosque in
Rawalpindi, Pakistan.

Teodoro Obiang Nguema Mbasogo is re-elected President
of Equatorial Guinea, amid allegations of electoral fraud.




Same-origin policy

« The origin of a page is derived from the URL it
was loaded from

« Special case: Javascript runs with the origin of

the page thatloadedit
http://en.wikipedia.org

W Wikipedia, the free en.
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in page discussion view source
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Exercises

Originating document
http://wikipedia.org/a/
http://wikipedia.org/
http://wikipedia.org/
http://wikipedia.org:81/

http://wikipedia.org:81/

Accessed document

http://wikipedia.org/b/ V

http://www.wikipedia.org/ x

https://wikipedia.org/ x
http://wikipedia.org:82/ x
http://wikipedia.org/ x

except (2!



Cross-origin communication

 Allowed through a narrow API:
postMessage

Receiving origin decides if to accept the
message based on origin

postMessage - N ———
(“run this e
] " BankAmericard
script”, oy - — hd (010
Information for:  Massachusets j m
p  Famiy budgets Online B Thnks toyou yinthe

Check origin, and request!



Chromodo
Private Internet Browser
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Issue 704: Comodo: ComodofChromodo" Browser disables same origin policy,j=ffectively turning off web security.

13 people starred this iss ad_mavbanatifiad o .00
tus: Fixed Reported by tav...@google.com, Jan 21, 2016
ner: fav... @google.com When you install Comodo Internet Security, by default a new browser called Chromodo is installed and set as the default browser.
sed: Yesterday Additionally, all shortcuts are replaced with Chromodo links and all settings, cookies, etc are imported from Chrome. They also

hijack DNS settings, among other shady practices.

project-... @google.com

idor-Comodo

'duFt43hvnn°d° Chromodo is described as "highest levels of speed, security and privacy", but actually disables all web security. Let me repeat
rerity-critical that, they ***disable the same origin policy***.... 2!2..




Coming up:
attacks on web servers!
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