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1 Problem description and model

As shown in Figure 1, we want to compute data on untrusted platforms. There are at least two approaches:
(1) hardware enclaves [MAB+13, BPH15, SCF+15, ZDB+17]; (2) computation over encrypted data with
cryptography. Today, we focus on the second part.

sensitive data code

Applications

untrusted platform

Figure 1: The problem of computing data on untrusted platforms.

1.1 Generic model for outsourced computation

The generic model explains how resource-limited clients outsource the computation. The client encrypts the
data and sends to the server, who runs a function f on the data and then returns. Different from plaintext
computation, the function f is evaluated on the ciphertexts. There are two parties:

• Client: The client is the data owner. It is considered a resource-limited party so that, instead of computing
locally, it chooses to outsource the computation [PTK13]. To keep data confidential, the client encrypts
the data before sending them to the server. It will receive the encrypted result from the server.

• Server: The server has computation capacity to process the (encrypted) data. It is untrusted. It will
receive the encrypted data from the client, perform a function f over it, and send back.

An example of the protocol is below. Initially, the client has the key. The key can be a symmetric key SK,
or a pair of asymmetric keys SK,PK. No decryption key is revealed to the server.

Client Server
data,PK,SK f ,PK

Enc(data)
Enc(data)−−−−−−−−−−→

Eval(f,Enc(data)) = Enc(f (data))
Enc(f (data))←−−−−−−−−−−−−

Dec(Enc(f (data))) = f (data) (sometimes, we reveal f (data) to the server,
like in GC and FE.)
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1.2 Example of addition over ciphertexts using Paillier cryptosystem

Paillier cryptosystem 1 is a public-key encryption with additive homomorphism [Pai99] 2. It can be used for
addition. We denote the two integer numbers x1 and x2. The addition we want over the plaintexts is the
general integer addition. Then, if we encrypt both numbers to Enc(x1) and Enc(x2), and perform a general
integer multiplication under the modulus PK.n on the encrypted data, we have the addition result.

Enc(x1) ·Enc(x2) mod PK.n = Enc(x1 + x2)

Underlying reason. The underlying reason is that Enc(x1) is of the structure [gx1 ], and Enc(x2) of [gx2 ].
The multiplication of two ciphertexts resembles the multiplication of two exponentiation values under the
same base, and we have Enc(x1 + x2) which is of the structure [gx1+x2 ].

More details. Some students are curious about how Paillier integrates the indeterministic encryption
and the additive homomorphism, please check [Pai99] for details. Some homomorphic systems, for example,
RSA, cannot achieve both indeterministic encryption and (multiplicative) homomorphism, we clarify.

1.3 Secure aggregation via additive homomorphic encryption (AHE)

Below is a protocol to securely aggregate more than two numbers.

Client Server
x1, x2, . . . , x4,SK,PK PK

x̂1 = Enc(x1), x̂2, x̂3, x̂4
x̂1,x̂2,x̂3,x̂4−−−−−−−−−−−→

x̂1 · x̂2 · x̂3 · x̂4 mod PK.n
= Enc(x1 + x2 + x3 + x4)

Enc(x1+x2+x3+x4)←−−−−−−−−−−−−−−−−−
Dec(Enc(x1 + x2 + x3 + x4))

= x1 + x2 + x3 + x4

2 Tradeoff between security, efficiency, and functionality

The challenge in security is how to balance security, efficiency, and functionality. The ideal functionality
we want is (1) except some public knowledge (e.g., size, function), data are not leaked; (2) fast to meet the
practical demand; (3) can run generic (arbitrary) function.

Security

Efficiency

Functionality

Example of = and ≤. To support matching and comparison between numbers, we often need to make
the tradeoff between efficiency and security. Using the deterministic encryption (DET) and order-preserving
encryption (OPE), as in CryptDB [PRZB11], we can process as responsive as if they are unencrypted.
However, such property-preserving encryption is vulnerable to statistical analysis, as they are not semantic
secure. To increase the security, we need to sacrifice the efficiency.

1The pronunciation of Paillier: https://www.howtopronounce.com/french/paillier/.
2The original paper [Pai99] gives multiple variants, not all are additive homomorphic.
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2.1 Common security assumptions

This section presents two commonly used security assumptions. It is crucial for any secure system, including
the class project, to declare its threat model using the terminology. We emphasize,

Don’t forget about a threat model.

• Honest-but-curious. Also known as passive attacker in the system community. This adversary only
watches, does no modification, like an eavesdropper. In summary, (1) see everything on the server; (2) no
active modification; (3) follow the protocol.

• Malicious. Also known as active attacker in the system community. This sort of adversary can do
everything. It can return the incorrect result, modify the data. Even if some attacks are detectable, the
adversary may still do.

More details on security assumptions can be founded in [AL07, HL10].

3 Fully homomorphic encryption (FHE)

Fully homomorphic encryption is full and homomorphic. (1) “homomorphic” means that an operation applied
to ciphertexts results in an operation to the plaintext inside the ciphertext; (2) “full” means that it supports
a generic function. The word “homomorphism” comes from group theory in mathematics.

Besides the fully homomorphic encryption, there is also partial homomorphic encryption, which means
that not all the function can be evaluated under that cryptosystem. For example, Paillier, mentioned in
Section 1.2 and 1.3, is additive homomorphic encryption.

History. In 1978, Rivest, Adleman, Dertouzos first explored the concept of fully homomorphic encryption in
[RAD78]. In 2009, Gentry proposed the first construction for fully homomorphic encryption [Gen10, Gen09].
This is great because arbitrary functions can be evaluated over encrypted data, with semantic security.

Semantic security. Broadly speaking, semantic security means that ciphertexts leak nothing except the
length. If an adversary receives two encrypted messages and the adversary has no secret key, the only thing
the adversary can learn is the length.

Efficiency. At the beginning when [Gen09] came, Gentry estimated that a Google search using FHE needs
one year. Fortunately, in the recent year, there is a dramatic improvement. But the slowdown can reach
≥ 106 times than plaintext evaluation, depending on the application.

Remark: leakage of length in semantic security. An unsatisfying point in the definition of semantic
security is the leakage of length. Even if a cipher perfectly hides the content, it still cannot hide the length.
However, the length can be leveraged in many attacks.

• Example: traffic analysis. Assume a system with semantic-secure encryption has two remote users,
Alice and Bob. They communicate to the server via Internet. Alice’s access retrieves much more data
than Bob’s access (the length of output to Alice is bigger). Then, this pattern can be detected.

• Approach: padding. The system can decide a fixed length l and pad every access into this length. l
needs to be the maximal possible length. This approach has limitation. If the length varies dramatically,
and the worst case length is high (in some settings, e.g., in searchable encryption), then it results in a big
performance overhead.

3.1 Syntax, Abstractly

The syntax of FHE is described as FHE = {KeyGen,Enc,Dec}.
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• KeyGen(1λ)→ PK,SK 3. The key generation algorithm takes as input a unary security parameter 1λ, and
outputs a public key PK and a private key SK.

• Enc(PK, x)→ x̂. The encryption algorithm outputs the ciphertext x̂ for the input plaintext x.

• Dec(SK, x̂)→ x. The decryption algorithm outputs the plaintext x to the input ciphertext x̂.

3.2 Protocol

The protocol below shows how the server computes the function f over the encrypted data.

Client Server
x1, x2, . . . , xn,SK,PK PK

x̂1 = Enc(PK, x1), x̂2, . . . , x̂n
x̂1,x̂2,...,x̂n−−−−−−−−−−−→

x̂1, x̂2, ..., x̂n
choose a function f

f(PK, x̂1, x̂2, ..., x̂n)
= Enc(xres)

Enc(xres)←−−−−−−−−−
Dec(Enc(xres))

= f(x1, x2, ..., xn)

Example: spam filter. If we want to have an email server to host encrypted emails for many clients, and
run a spam filter over encrypted emails with FHE, which only has the public key PK, cannot be realized.
If such a spam filter can be built over encrypted data (without an interactive protocol with clients), the
spam filter breaks the semantic security of FHE. Even though a generic function can be executed over the
encrypted data, the result remains encrypted, and only the party with decryption key knows the result.

3.3 Hide the function f

In the protocol above, the server knows the function f to be executed, to hide the function, we can make
the actual function become part of the encrypted input. The server is running a public program F ,
which is the universal function/circuit interpreter, similar to a simulator.

Besides the encrypted inputs x̂1, . . . , x̂n, the public program F takes the encrypted function f̂ as input.
The public program should execute the function over the encrypted data. Details about this construction
can be found in [GKP+13].

F(PK, f̂ , x̂1, . . . , x̂n) = f(PK, x̂1, . . . , x̂n)

where F is the universal function/circuit interpreter.

3.4 Enforce the correct evaluation

In the protocol, the program is executed by the server, what if the server deliberately runs the wrong steps?
By nature, FHE is malleable and cannot provide any verifiability. Some related cryptographic treatments for
verifiability are authenticated data structures (ADS) [KFPC16, CW11, GTS01, ZKP15, LHKR10, LHKR06]
and zero-knowledge proof like zk-SNARK [BCI+13, BSCG+13, BBFR15, BGMS15].

3Many encryption schemes have a security parameter 1λ as input. If a system wants security guarantee for a longer period, it
can choose a higher security parameter. The security parameter λ should also increase as the adversary has more computational
capacity. Details of the choice of security parameters can be found in [Key17].
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Failed attempt: Sign the result. Similar to the authenticity of remote communication, can we ask the
program f̂ to sign the output? Note that the program must be encrypted to seal the signing key.

f̂(x̂) ⇒
f̂∗(x̂)

• run function f̂
• sign the result of the previous step with a hard-coded signing key4

However, using a universal function/circuit interpreter directly in FHE to realize f̂∗, is malleable. The

server can break the correctness of the execution of f̂ , but still has the result signed.

f̂∗(x̂)

• run function f̂
• sign the result of the previous step

HACKED
=⇒

f̂∗HACKED(x̂)

• run function f̂ ′ instead of f̂
• sign the result of the previous step

Although the server tampers the first part, the wrong result will still be signed in the second part. The
underlying reason is that directly using FHE to compute cannot glue together different components.

Treatment: Garbled Circuit (GC). Different from FHE which is malleable by nature, GC provides the
authenticity by nature [BHR12], even if privacy guarantee is removed [FNO15]. The underlying reason is that
GC can glue together all steps. If we integrate GC with FHE, it is possible to provide the non-malleability
and verifiability. See [GKP+13] for more details.

3.5 Make FHE more practical

Low-degree polynomial. If the scope of computation is specified [BGV12], for example, evaluating only
low-degree polynomials, we have much better efficiency. An example of low-degree polynomial function is
f(x) = x2 + x+ 1, which has only the degree 2.

Open-source library. The modern cryptographic scheme of FHE [BGV12] has been implemented by Shai
Halevi and Victor Shoup. They release a library in GitHub named HElib [HEl17], which is based on C. The
list of API is in [HS14].

3.6 Alternatives to FHE with partial homomorphism

There are some partial homomorphic encryption schemes, which have limited functionality, but often faster.
They can replace FHE if they are sufficient for computation.

Paillier. [Pai99] is an additive homomorphic cryptosystem based on the composite residuosity assumption.
Also, it relies on the hardness of integer factorization.

ElGamal. [EG85] is a multiplicative homomorphic cryptosystem 5 based on Diffie-Hellman assumption.
For homomorphic encryption, the cyclic group in ElGamal is usually Z∗p where p is a sufficiently large prime.

BGN. [BGN05] leverages the bilinear pairing, which is commonly slower than Paillier and ElGamal [Ben13],
but better than FHE. There are two types of ciphertexts: (1) G ciphertexts; (2) G1 ciphertexts. Homomor-
phism provides the above functionalities:

• Addition in G. The multiplication of two G ciphertexts in G results in the addition of their plaintexts
in Zq2 (q2 is a prime chosen in key generation). The scalar multiplication can be done with the addition.

• Addition in G1. Similar to the previous case, but the ciphertexts should be dealt in G1.

• Multiplication in G. The bilinear pairing of two G ciphertexts results in a new ciphertext in G1, carrying
the multiplication of plaintexts.

4Since the program is encrypted, message authentication code (MAC) is also sufficient for single-user case.
5Generally, the multiplicative homomorphic cryptosystem has to exclude the zero (0) from the message space.
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Note that there is no way to transform an element in G1 back to G without the decryption key. Therefore,
the degree of polynomials to evaluate is at most two. Another drawback of the BGN cryptosystem is that
the decryption needs O(

√
T ) steps for the message space M = {1, . . . , T}.

4 Multi-party computation with garbled circuit (GC)

This section introduces the secure multi-party computation (SMPC) and one of the general approaches about
the garbled circuit (GC). The beginning of multi-party computation with GC is Yao’s paper [Yao82] 6. Since
then, there are many research works on how to improve the efficiency to make it practical.

4.1 Problem definition and examples

Imagine there are three parties: P1, P2, P3, as in Figure 2. Each one of them holds its own private data:
x1, x2, x3, respectively. They want to compute a public function F = F (x1, x2, x3) jointly without leaking
the private data to other parties, while everyone can receive the output of the function 7. Some common
applications of this include counting the average salary, voting, and auction.

P1

x1

P2

x2

P3

x3F(x1,x2,x3)

Figure 2: Federated learning from three data providers

Yao’s Millionaires’ Problem. There are two millionaires, Alice and Bob, have some money. We denote
Alice’s money as mA, and Bob’s money as mB. They want to know who is richer but nothing else 8 This can
also be used to compare the salary of whom not a millionaire.

Federated learning. Opaque [ZDB+17] uses hardware enclaves but is still a good example. Everyday,
many hospitals have medical data. If they can be securely and legally centralized to make a big database,
it can benefit the medical research like cancer. However, the hospitals are not allowed to share the patients’
health records to others, in order to protect the privacy. If we can build a secure data warehouse and evaluate
the encrypted data, this concern can be resolved. This is the federated learning.

Fraud detection for banks. SecureML [MZ17] uses multi-party computation but only partly with garbled
circuit, but it is still a good example. Everyday, there are credit cards being stolen or frauded and people
lose money. Different banks can cooperate together to figure out a possible fraud or a malicious merchant.
For example, a person with two different credit cards, if they are used in different countries in the same time,
there is a high possibility that the card is misused. But banks may not be willing to share the data due to
bussiness concerns. Multi-party computation enables these banks to build a model to detect frauds without
the sacrifice of data privacy.

6Some publications use [Yao86] (worked done at Stanford or Pricenton) instead of [Yao82] (worked done at Berkeley) as the
first paper for multi-party computation with garbled circuit, which is not correct.

7That means the function F should not be an identity function, otherwise every party learns the input of another party.
And the function should not be a constant function, otherwise it is not worth to compute.

8It is easy for garbled circuit to output three results >, =, <. But not that easy for protocols with homomorphic encryption
[BPTG15, Veu11]. Generally for these, we have a binary output ≥ or <.
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4.2 Syntax of GC

A garbling scheme can be described as GC = {Garble,Encode,Evaluate}. Details of the construction can
be found in [BHR12, ZRE15, BHKR13, KShS12, KMR14, FNO15]. We explain the GC in the setting of
outsourced computation in the client-server model, similar to Section 1.3.

• Data owner, client side:

– Garble
(
C, 1λ

)
→ GC,SK. The algorithm takes as input a boolean circuit C, which is the circuit expression

of our desired function f ∈ NC0, and a unary security parameter 1λ. It generates the garbled circuit GC
and a secret key for encoding SK. Generally, the garbled circuit hides the functionality to be executed.
But in modern practical constructions, the secrecy of C is not crucial.

– Encode (SK, x) → c. The algorithm takes in the secret key SK and generates the ciphertext c for the
input x. The ciphertext is semantic secure that it leaks nothing other than the length, i.e. leak nothing
about C and x.

• Evaluator, server side:

– Evaluate (GC, c) → C(x). The algorithm evaluates the garbled circuit GC over the encrypted input c.
The server receives the computation result C(x), where C is the boolean circuit for the function f .

4.3 Security

The Yao’s garbled circuit [Yao82] leaks nothing other than the layout of the boolean circuit and the length
of input and output. Consider the adversary model of the evaluator (the server, here), the adversary can be
either passive or active. Unlike FHE, the program is not malleable, so it works to sign or MAC the output
to enforce the correct execution.

One-time use only. Yao’s construction of the garbled circuit, and many practical schemes today, are one-
time. It means that the security guarantee might be broken if more than one different inputs are generated
by the data owner with SK in the algorithm Encode.

4.4 Efficiency

The garbled circuit can be large and slow for complex programs. But it is good for those programs that are
easy to be converted into a fixed-depth boolean circuit.

4.5 Protocol for Yao’s Millionaires’ Problem

Assume that now Alice has money x1, Bob has money x2. Both Alice and Bob are modeled as honest-but-
curious adversaries. Alice creates a garbled circuit for the comparison function <x, sends this garbled circuit
GC = Garble(<x) to Bob. Then Bob makes an oblivious transfer with Alice (explained later) to obtain the
encoding of x2. Alice sends its encoding of x1. Bob evaluates the circuit and shares the result with Alice.

Alice Bob
x1 x2

Garble(<x)→ GC,SK
GC−−−−−→

GC
Oblivious Transfer (magic)←−−−−−−−−−−−−−−−−−−−→

c2 = Encode(SK, x2) from OT

c1 = Encode(SK, x1)
c1−−−−−→

C(x1||x2)←−−−−−−−−− C(x1||x2) = Evaluate(GC, c1||c2)
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Brief description of oblivious transfer (OT). Oblivious transfer is a tool to get what you need among
a collection of data without revealing which it is. Below are the properties of oblivious transfer. We omit
the details about oblivious transfer. Details can be found in [IKNP03, ALSZ13, CO15, CDG+17].

• Correctness: Alice has two messages m0, m1 (which refers to one bit in the input), Bob wants to obtain
mσ where σ ∈ {0, 1}.

• Security: Bob cannot figure out m1−σ and Alice cannot know σ.

4.6 Extension

Reusable garbled circuit. In 2013, the construction of reusable garbled circuit became possible [GKP+13].
It uses different cryptographic tools, including but not limited to, fully homomorphic encryption (FHE),
functional encryption (FE), two-outcome attribute-based encryption (ABE2). The construction is succinct,
with a nice complexity, but it is too slow measured by the wall clock, so it is mostly of theoretical interest.

JustGarble that leverages AES-NI. The speed of the evaluation of a garbled circuit depends on the
pseudo-random function (PRF). It is known that secure symmetric encryption schemes like AES can be used
to build secure PRF [MMO85, BHKR13, ZRE15]. If we can execute a PRF within only a few CPU cycles,
we can make the execution of garbled circuit efficient.

Fortunately, many recent Intel CPU processors support AES instructions. The programmer can use these
instructions for AES encryption and decryption. Therefore, using the garbling techniques based on AES, we
can execute the garbled circuit quickly.

5 Specialized schemes with leakage

To apply cryptography into real-world applications, it must have a sound performance. By allowing a little
information leaked to other parties, we can achieve better performance.

5.1 Deterministic encryption (DET)

Consider a database with two columns: Name, Age. The client wants the functionality to go through all rows
that Age=100, but also wants to keep the data encrypted.

Name Age

Enc(Alice) Enc(100)

Enc(Bob) Enc(100)

... ...

If the ciphertext for the same plaintext value is the same, the client can submit an unmodified SQL query:

SELECT * FROM table WHERE Age = Enc(100)

The raw symmetric cipher is a one-one mapping from {0, 1}λ to {0, 1}λ, like AES. So a symmetric cipher
is naturally deterministic. To encrypt a varying length of messages, the symmetric cipher uses the mode of
operation. The mode of operation should be selected very carefully. Because most common modes
of operation are leaky. CryptDB [PRZB11] adopts the AES-CMC mode, which leverages double encryption
in different directions to remove the prefix consistency. 9 See [HR03] for details.

9We can also consider using an indeterministic encryption to store the data, and trivially use ECB mode to encrypt the hash
of the message with a collision-resistant hash (CRH).
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Efficiency and functionality. The search over deterministic encrypted ciphertexts is as fast as plaintext.
However, the functionality is highly limited, because it only supports the equality test.

Security. The deterministic encryption is not semantic secure because two identical plaintexts have the
same ciphertexts. This is harmful in some settings but is harmless in some other settings.

• Insecure. There are many repetitive plaintexts. The distribution of discrete values helps the recovery of
the underlying content. Many data has a distribution that is (accurately or roughly) known by the public.
These data include patient disease, age, gender. The gender distribution in CS department is a public
knowledge, at least roughly.

• Secure. The plaintexts are supposed to be unique. These data can include the Berkeley student ID, social
security number (SSN).

5.2 Order-preserving encryption (OPE)

Order-preserving encryption refers to the encryption scheme that:

a < b =⇒ Enc(a) < Enc(b)

This immediately means that OPE is not semantic secure because it leaks the order. Details about the
security of OPE can be found in [PLZ13, BPP16]. For most OPE schemes, if the plaintexts are equal, the
encryption can still be different. If we compare two ciphertexts with actually the same plaintexts, the result
can be < or >, due to the randomness of noise.

5.3 Searchable encryption (SE)

Searchable encryption (SE) enables the keyword search over literal texts, such as the digital library and the
Internet, without revealing the texts. Consider we have a list of keywords {d1, d2, ..., dn}, the index is:

Enc(d1) doc1, doc7, doc15, doc17, ...
Enc(d2) doc1, doc2, doc12, ...
... ...
Enc(dn) doc6, doc7, doc13, doc26, doc32...

In the single-keyword case, if the client wants to retrieve the documents associated with the keyword di,
the client can retrieve the list (on the right side) for the corresponding encrypted keyword Enc(di). There
are many constructions with good efficiency and practical for real-world applications. For example, the first
paper in searchable encryption is [SWP00] by Dawn Song, David Wagner, Adrian Perrig, all at Berkeley.

The tradeoff between security and efficiency. Searchable encryption is efficient but leaks much side
information. For example, the number of documents of a keyword reflects whether or not the word is
frequent. There are a line of works [CGPR15, WGL+17, Nav15, ZKP16, IKK12] on leakage-abuse attacks
on SE. They do not need to break the security guarantee but leverage the leakage of the search functionality
that the scheme provides.

5.4 Framework to prove the security of a leaky system

Broadly speaking, many practical systems have leakage, and sometimes a system without leakage is theoret-
ically impossible. When people prove the security of a leaky system, the following framework is used:

• Analyze the system to see what is leaked.

• Declare the leak function of every leaky action, e.g. Leak(DB, (RANGE, [a, b])) = (RANGE, rank(a− 1), rank(b))
describes the leakage of range query over the value [a, b] in [BPP16].

• Prove that a probabilistic polynomial-time adversary computationally cannot distinguish the system and
an ideal secure system, which achieves the functionality without reasons, obviously without leakage, but
it deliberately leaks Leak(·).

9



6 Compare with hardware enclaves

This section provides a concise list of properties to compare between the computation over encrypted data
and hardware enclaves.

Computation over encrypted data Hardware enclave

• no practical scheme for realistic generic program • the current deployment is not pervasive 10

• expensive to add integrity protection • cheap to add integrity with enclaves

• must trust the vendor (e.g. Intel) 11

• trust that no hardware attack to CPU is possible

• assume no side channel (not fundamental)

• assume no exploit to the program inside the enclave

• execution is in the processor speed

• can run a client in the enclave 12

• constrained in the number of cores

• constrained in the memory size (128MB today)

Table 1: Comparison of computation over encrypted data and hardware enclaves
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