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shadows survive common operations such as image compression
and down-sizing.

There is some evidence that the visual system is capable of de-
tecting small changes in lighting direction in simple controlled set-
tings [Koenderink et al. 2004; Khang et al. 2006; Pont and Koen-
derink 2007; Koenderink et al. 2007; O’Shea et al. 2010]. In more
complex settings, however, the visual system is far less capable at
detecting gross inconsistencies in lighting [Jacobson and Werner
2004; Ostrovsky et al. 2005; Farid and Bravo 2010]. In a foren-
sic setting, a multitude and variety of cast and attached shadows
from complex shapes are cast onto equally complex and varied sur-
faces. Such limitations of the visual system imply that a forger may
overlook inconsistencies in lighting and shadowing, and a visual
inspection of shadows will, at best, be highly subjective.

The iconic photo of the 1969 moon landing, Fig. 1, provides an
example of the variety and complexity of shadows that are com-
mon in photos. In fact, it has been argued by conspiracy theorists
that the shadows in this photo are physically implausible and hence
evidence of photo tampering and broader nefarious conspiracies.
Beyond a subjective visual analysis, the physical consistency of
shadows can be objectively determined by considering their basic
geometry.

Consider a ray that connects a point in a shadowed region to
its corresponding point on the shadow-casting object. In the 3-D
scene, this ray intersects the light source. In a 2-D image of the
scene created under linear perspective, the projection of this ray
remains a straight line that must connect the images of the shadow
point and object point, and intersect the projected image of the light
source. These constraints hold regardless of the geometry of the ob-
ject and the surface onto which the shadows are cast, and for either
an infinitely distant or local light. Multiple constraints can there-
fore be used to determine the projected location of a light source in
the image plane. Note that this projected location corresponds to an
infinite number of 3-D light positions. We concern ourselves with
the 2-D projection because a single image typically does not allow
one to compute the 3-D location of the light in the scene.

If a scene purportedly contains a single light source but the shad-
ows in the scene specify mutually inconsistent constraints that can-
not be satisfied by any single light position, then this inconsistency
evidences photo tampering. It can sometimes be difficult or impos-
sible to precisely match a point on a shadow to its corresponding
point on an object — particularly on attached shadows that form as
a surface smoothly curves to face away from the light. We there-
fore consider a relaxed constraint in which the location of points
on the object are restricted to a range of possible locations. These
relaxed constraints specify either angular wedges or half-planes in
the image that restrict the projected location of the light source.
(See Fig. 2.) The consistency of multiple such constraints is framed
as a linear programming problem. A viable solution is interpreted
to mean that the shadows are physically plausible while a failure to
find a solution is used as evidence of photo tampering.

1.1 Related Work
Previous lighting-based forensics methods estimate the 2-D light-
ing direction or lighting environment from the shading on an ob-
ject’s contour [Johnson and Farid 2005; 2007]. If the 3-D geometry
of an object is known then the 3-D lighting direction or lighting
environment can be estimated as in [Kee and Farid 2010]. Related
computer vision techniques that estimate lighting from a single im-
age use object shading [Nillius and Eklundh 2001], or shadows cast
onto planar surfaces [Sato et al. 2003; Okabe et al. 2004; Lalonde
et al. 2011]. In [Karsch et al. 2011], manually approximated scene

Fig. 2. Shown are: (top) a frame from the Geico commercial “Dunk –
Easier Way to Save”; (middle) examples of cast (1-2) and attached (3)
shadow constraints. The projected location of the light source must lie in
the intersection of these constraints. Shown in the bottom is a multitude of
constraints (solid lines correspond to cast shadows and dashed lines corre-
spond to attached shadows). The shadows from the people and house are
consistent (the yellow dot lies in the intersection of constraints as outlined
in black). The boy’s shadow, however, is inconsistent with the rest of the
scene.
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Fig. 3. A cylinder and sphere illuminated from the left with a distant point
light. The red line and curve correspond to the terminator – the contour at
which the surface normal is 90 degrees relative to the light source. Points
to the right of the terminator are in an attached shadow.

geometry is used to fit a local lighting model that is perceptually
plausible, but insufficient for forensic application because the phys-
ical accuracy is heavily influenced by user input.

Photometric inconsistencies of a cast shadow’s umbra were used
to detect inconsistent shadows in [Liu et al. 2011]. Inconsistencies
in the location of a cast shadow were used in [Zhang et al. 2009],
but several assumptions are placed on the scene geometry: shadows
are cast onto a planar ground plane and the objects casting shadows
are vertical relative to the ground plane. In the most closely related
work [Stork and Johnson 2006], the consistency of cast shadows
in artworks is determined by identifying points on a cast shadow
and their corresponding point on an object, and then determining if
these are consistent with a single light source. Our work expands
this basic idea by relaxing the requirement that a strict shadow
to object correspondence must be identified. We therefore allow a
broader range of ambiguous cast shadows to be considered, includ-
ing attached shadows. Unlike some previous shadow-based foren-
sic techniques, we place no assumptions on the scene geometry.

2. METHODS
We first describe the geometry of cast and attached shadows and
how these shadows restrict the projected location of a distant or
local light source. We then frame the problem of determining if all
shadows are consistent as a linear programming problem. In the
case when the shadows are not consistent, we describe a simple
randomized algorithm for finding an approximately minimal set of
conflicting constraints that identifies the inconsistent shadows. We
also describe a simple user interface that aids a forensic analyst in
specifying cast and attached shadows.

2.1 Cast shadows
Shown in Fig. 2 is a frame from a Geico commercial with sev-
eral shadows. The wedge labeled 1 corresponds to a cast shadow
on the roof. The wedge is fairly narrow because the tip of the cast
shadow can reliably be determined to correspond to a point on the
dormer. The wedge labeled 2 corresponds to a cast shadow on the
garage roof. This second constraint is a wider wedge because the
correspondence between the roof edge and its cast shadow is am-
biguous.

The projected location of the light source should lie within the
intersection of these wedges (which although illustrated as finite,
are infinite in their extent beyond the figure boundary). Note that
the wedges are oriented from the shadow towards the correspond-
ing object. If, however, the light is behind the camera then these

Fig. 4. A wedge constraint defined by two lines (solid red) and a half-plane
constraint defined by one line (dashed red). The yellow dot (x) lies within
the region (outline in black) formed by the intersection of these constraints.
A sign inversion of these constraints is depicted in blue.

wedge constraints should be flipped 180 degrees about the selected
shadow point. That is, due to perspective geometry there is a sign
ambiguity as to the location of the projected light source (more on
this below).

2.2 Attached shadows
Attached shadows occur when objects occlude the light from them-
selves, leaving a portion of the object in shadow. For example,
shown in Fig. 3 is a cylinder and sphere illuminated by a distant
point light source positioned to the left. The Lambertian surfaces
are of constant reflectance and so the irradiance at any point on
the surface is proportional to the angle between the surface normal
and the light direction. Points are in shadow if the surface normal
is greater than 90 degrees relative to the light. The terminator is
defined to be the surface contour whose normals are 90 degrees
relative to the light source, as depicted by the red line and curve in
Fig. 3.

Similar to a cast shadow, there is a correspondence between
points in and out of shadow on either side of the terminator. This
correspondence, however, can only be specified to within a half-
plane because the light’s elevation is ambiguous to within 180 de-
grees.

Although cylinders and spheres may not be particularly common
in natural photographs, any locally convex surface can provide an
attached shadow half-plane constraint. Shown in Fig. 2, for exam-
ple, is an attached shadow constraint on a fold of the man’s shirt
(constraint 3 in the middle panel). Folds and other locally convex
geometry are common and provide easily recognizable attached
shadow constraints.

2.3 Forensics from shadows
For an authentic image there must be a location in the infinite plane
(R2) that satisfies all cast and attached shadow constraints. That
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Fig. 11. An authentic photo and the result of a shadow consistency check.
The yellow dot lies in the intersection of constraints as outlined in black.
[Photo credit: Travlr http://www.flickr.com/photos/travlr/4654451054]

Fig. 12. A composite photo and a minimal set of violating constraints
(these were automatically determined from a total of 31 user specified con-
straints). The cast shadow on the cloth is inconsistent with the attached
shadow on the angel’s right wing and a cast shadow from the angel’s left
wing. The red shaded regions corresponds to the positive constraints and
the blue shaded regions correspond to the negative constraints.

Shown in panel of Fig. 9 is an authentic scene with eight con-
straints. The projected light position (yellow dot) is in the intersec-
tion of the constraints which is outlined in black. Shown in Fig. 10
is a fake version of the scene shown in Fig. 9 in which the floating
sphere from a differently lit scene was inserted. Shown in the upper
panel are eight constraints selected in this scene and shown in the
lower panel is the result from the automatic detection of the min-
imal set of unsatisfiable constraints. The red shading corresponds
to the positive constraints and the blue shading corresponds to the
negative constraints — neither are satisfiable. The median angular
lighting difference at each constraint is 3.6� which in this case is
enough of a difference to create an inconsistency in the shadows.
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Fig. 16. A composite photo and a minimal set of violating constraints (these were automatically determined from a total of 25 user specified constraints).
The red shaded regions corresponds to the positive constraints and the blue shaded regions correspond to the negative constraints. The three middle panels are
a magnified view of the selected shadows.
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Fig. 16. A composite photo and a minimal set of violating constraints (these were automatically determined from a total of 25 user specified constraints).
The red shaded regions corresponds to the positive constraints and the blue shaded regions correspond to the negative constraints. The three middle panels are
a magnified view of the selected shadows.
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Moon landing...
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Moon landing probably real 
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Image and Video Forensics
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Exposing Photo Manipulation with Inconsistent Reflections
James O'Brien and Hany Farid

ACM TOG 2012

• Fake images increasingly compelling
• Graphics develops new ways of fooling human perception 

• Reason about image content to detect inconsistencies

Image and Video Forensics
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• Reason about image content to detect inconsistencies

Image and Video Forensics
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Perceptual Reliability
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49.9%

N = 20; RT = 7.6s

62.1%
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Reflection Vanishing Points
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Center of Projection
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Center of Projection
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Ballistic Motion

Exposing Digital Forgeries in Ballistic Motion
Valentina Conotter, James O'Brien, and Hany Farid

IEEE TIFS 2012
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